CONTENTS

Certificate . . . . . . . . e
Declaration . . . . . . . . o e e e e
Acknowledgements . . . . .. ... ...
Abstract . ... ... .. S
Listof Figures. . . . . . . . . . . . .

Introduction
concept of trust and Reputation

Architectures of Reputation System

3.1 Centralised reputation systerhs .......................
3.2 Distributed Reputation Systems . . . . ... ... ... ... o L.
3.3 Hybrid reputation systems . . . .. ... ... ... . ... . ...

Reputation Computation Engines

4.1 Simple Summation or Average of Ratings . ... ... .........
4.2 Bayesian SySteIS. . . . o v v i it
4.3 Discrete Trust Models . . . .. .. ... ... .. .. oL
44 FlowModels. . . . . .. . . e

Some Commercial and Live Reputation Systems in Indian Sce-

nario

5.1 eBay . . ..
5.2 Amazon . . . ... e
53 Flipkart . . .. . . . . .
54 HomeShopl8 . . . . . . . . . . .
55 ImfiBeam . . . . . . . . e

vii



5.6 Indiatimes Shopping . . . . . . .. .. .. . o 13

5.7 Rediff Shopping . . .. . . .. .. ... ..o 13
58 Naaptol ................ P 14
59 OLX ............. e e 14
510 QUIKR . . . . . o e 14
5.11 Comparisions . .. ... ...... T I 14
Hardships of Reputation Systems 17
6.1 Fairness ............ e 17
6.2 Privacy . . ............ e 17
6.3 Liveliness ... ... . ... . .. 18
Related Work 19
7.1 Privacy preserving trust and reputation computation by Gudes, E.,
etal. . e 19
7.2 Privacy and liveliness for Reputation Systems by Schiffner, S., et al. 20
7.3 The PGP Trust Model . ... ... ... ... ... . ... ....... 21
7.4 Privacy pfeserving using Cryptographic Techniques . . . ... .. .. 22
7.4.1 Conventional Cryptography . ................... 22
7.4.2 Public Key Cryptography ... ... ............... 23
7.4.3 PGP (Pretty Good Privacy) . . . ... ... ... .. .. .. 24
7.4.4 Digital Signatures . . . ... ... ... Lo 26
Proposed model : ‘ 27
81 Architecture . . . .. . ... .. 27
8.2 wprotocol . ... .. 29
Simulation and Results . ' ' 34
9.1 Environments . .. .. ... ... ... .. ... ... ... .. T 34
9.1.1 Typesofseller . ... ... ... .. ... .. ..., ....... 34
9.1.2 Typesofbuyer........... ... ... ... ... .... 35

9.2 Analysis . ...... e e e e e e e 36



Ix

10 Advantages and Disadvantages of the model
10.1 Advantages
10.2 Disadvantages

...................................

11 Conclusion and Future Work
Bibliography

43
43
43

45



LIST OF FIGURES

3.1 General framework for centralized reputation system [22]. . ... .. 5
3.2 General framework for distributed reputation system [22]. . ... .. 6
7.1 current simple model by [26] FE R 20
7.2 The PGP Trust Model . . ................o.o.0.... 22
7.3 Conventional Encryption System[28]. . . . .. ... ... ... .... 23
7.4 Public Key Encryption System|[28]. . . ... ... ............ 24
7.5 PGP encryption[28]. . ... .. ... 25
76 PGP decryption|28]. . . . . ... .. 25
7.7 Simple Digital Signature[28]. . . . . . ... ... .. 26
8.1 Architecture of the model . . . . .« v v 27
8.2 Message pathways of themodel . . ... ... ...... ... ..... 29
91 Caselofsimulation . ........ ... .. ... .. .. .. ..... 37
9.2 Case 1 without Privacy Preserving . . . . . ..o 38
9.3 Case 1 with Privacy preserving . ... .................. 38
94 Case2ofsimulation . .. ....... ... ... ... .. ... . ..., 39
9.5 Case 2 without Privacy preserving . . . . [ 39
9.6 Case 2 with Privacy preserving . ... ... ............... 39
9.7 Case3ofsimulation . ... .......... .. .. .. ... ...... 40
9.8 Case 3 without Privacy preserving . . ... .. ... ... ....... 40
9.9 Case 3 with Privacy preserving . .. ................... 40
9.10 Case 4 of simulation . . . . . . .. oot 41
9.11 Case 4 without Privacy preserving .. ... ... ... ......... 42
9.12 Case 4 with Privacy preserving . .. ... ... ... ... ... .... 42



