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Abstract

Workflow is a process-centric domain. Composition of a workflow is done
on the basis of the functional and non-functional characteristics. Functional
characteristics, like ordering of tasks, execution rules, roles etc. give rise to
Workflow Pattens (WPs). Non-functional characteristics like security, per-
formance etc. need to be integrated to the workflow for it’s robustness. It is
possible to identify patterns in a given workflow. WPs in a workflow are re-
lated to one another. In practice, both run-time and design-time changes may
occur in these relatiohships after the initial enactment. Run-time changes
could be raised by the roles executing the tasks within patterns. Design-time
changes could occur due to changes in user specifications. It is the concern
of the workflow composer to gathsg the knowledge of the workflow from user
specifications and give a consisg;{;f{epresentation. Articulating this in terms
of patterns and their relationships would make the task easier for the com-
poser in two ways - firstly, considering workflow at pattern level allows to
hide the complexity of the workflow; secondly, it reduces the work to be done
for the verification of changes to be introduced. Non-functional characteris-
tics can be integrated into a workflow in two ways - during the composition
of the workflow or at a later stage as and when the need arises. For evolution
of a workflow as time progresses, it needs to be maintained by incorporating
changes in such a manner that the relationships amongst the existing pat- .
terns and the new patterns remain consistent. By consistency, we mean that
the cascading effect of these changes gets propagated duly through the whole

of the workflow.

The work reported in this thesis proposes a unique pattern-based ap-



proach for composing and maintaining a workflow. An architecture of the
proposed approach is given which consist of three modules - (1) Formal or-
ganization of patterns as lattices; (2) Compoéition of workflow as a directed
graph of patterns and temporal constraints amongst them; (3) Incorporation
of changes into the workflow in a consistent manner. Procedures based upon
tools and algorithms from Formal Concept Analysis (FCA) are devised for
generating pattern lattices. For securing the composed workflow, a trust-
based approach has been taken instead of the usual threat-based approach.
Security solutions are represented as Security Patterns (SP). An SP is de-
fined in terms of tasks to be performed. This enables integrating SPs to WPs
resulting in a formal secured version of a WP viz: Secured Workflow Pattern
(SWP).

For incorporating changes into the composed workflow, WPs are consid-
ered as Reference Intervals from Allen’s Interval Algebra (IA) where Refer-
ence Interval is a cluster of time intervals where the temporal constraints
amongst the intervals are fully computed. Workflow being a process-centric
representation, the constituent WPs within a workflow needs to-be viewed
as a hierarchy of sub-processes. The temporal constraints amongst sub-
processes within a workflow are specified in terms of some reference system in-
stead of absolute temporal terms. A hierarchy of reference intervals viz: Ref-
erence Interval Hierarchy (RIH) is traced from the workflow graph. Change
incorporation is achieved by three functionalities - a transform function that
traces a RIH from the workflow graph; a constraint propagation function
that incorporates raised changes into the RIH; an inverse transform function

that updates the corresponding workflow graph with the changes in the RIH.



For representation of the interacting roles, a Role Enabling Base(REB) from
the Temporal Role Based Access Control (TRBAC) framework is attached
with each WP in the workflow. An REB is a construct that allows us to
specify the roles attached to a WP and their enabled and disabled status
during an execution period of the WP. The role to task assignment for a WP
is maintained as a mapping from the set of tasks constituting the WP and

the set of roles attached with it.

The main contribution of this research work is the unique pattern-based
approach for composing and maintaining a workflow in a robust manner.
A modular architecture for the approach has been given with the following

components -

e Concept Lattice generation and navigation - A LatticeGenerator
procedure has been devised which generates the concept lattice while
preserving the sub-concept and super-concept relationships along with
the generated concepts. A LatticeNawigator procedure is devised which

navigates through the concept lattice and returns the desired concept.

o Workflow Pattern Lattice (WPL) and Security Pattern Lat-
tice (SPL) - WPs and SPs are formalized based on concepts from
FCA and organized into concept lattices. Such a formal approach to

organization of patterns hasn’t been attempted before.

¢ Workflow composition- Considering temporal constraints amongst
patterns within a workflow, a composition procedure has been devised
that outputs a workflow from user specifications in the form of a di-

rected graph where vertices are the patterns and edges.are the temporal



constraints amongst them. The composed workflow is secured at the
pattern level where the SPs are integrated to the constituent WPs. SPs
are defined as tasks to be executed instead of some metric to be achieved
as is usually done. This enables a WP to be integrated with SPs in
such a manner that the resultant Secured Workflow Pattern(SWP) es-

sentially remains a WP.

e Change incorporation procedure - Change incorporation into the

composed workflow has been achieved by three functionalities

—~ Transformation of a workflow graph to RIH The directed graph of
the workflow is transformed to an equivalent RIH in Allen’s TA.
Such a representation of workflow in IA hasn’t been attempted

before.

— Change incorporation - Making use of a path-consistent procedure,
changes are incorporated into the RIH such that the cascading
effect of the change is taken care of properly.

~— Inverse transformation of RIH to workflow graph- Once the changes
are incorporated into the RIH, the updated RIH is transformed

back into it’s directed graph form

The overall approach proposed in this thesis serves as a foundation for
re-engineering workflow of different domains in terms of patterns and con-

straints.

Keywords — Workflow, Workflow Pattern, Security Pattern, Secured Work-

flow Pattern, Temporal Role Based Access Control, Formal Concept



Analysis, Concept Lattice, Workflow Pattern Lattice, Security Pattern
Lattice, Allen’s Interval Algebra
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Chapter 1

Introduction

Process-centiie technologies ke worhflow have undergone a sea change over
the yeais  Advancements i different sectors have bhionght m a prohfera-
tion of specialized processes With passage of time human tendency has
been to attain a highet degiee of formalization mn processes Formalization
bimgs with it an abilitv to automate, and together with 1t the ability for
re-engmeering and 1euse This 15 important as people tend to revise the way
m which woik has been done n the past, 1euse most of the hasic tashs but

with lesser eftort

1.1 Genesis of the Research

Let us have a looh at how processing of a tequusition conld happen m an

otgamzation A tvprcal scenato s stated helow m Example |

Example 1 A requesition can be created by an employee with 12ghts as-



swgned  Once created, 1t 1s delwered to a Store Officer (SO) who pushes it to
the Approve Requisition process. On rejection. the requester 1s notified
and the process termanates. On acceptance, the requasition us archwed and SO
executes Generate Purchase Order process The Purchase Order (PO),
casted wnth the approved requasition, 15 pushed to the Approve PO process
by SO. There after, on rejectron, SO 15 notrfied and the process termanates.
On acceptance, the casted PO 1s archived and SO exvecutes Dispatch PO
process On Delivery to store, Store Keeper (SK) exvecutes Generate Re-
ceipt process. The Recewpt us casted wath the PO and Update Stock process
15 executed by SK The casted Recewpt 1s then archwved and delwered to Ac-
counts Officer (AO) AO executes Generate Voucher process and pushes
the voucher to the Accounts Verification process On being versfied and
approved, the Voucher 1s casted wunth the Recerpt. Then the processes Create
Payment and Dispatch Payment are executed by the AO and the over-
all requisttion processing termanates. On rejection, the voucher is delwered
back-to AQ who creates the voucher afresh and pushes 1t agam to Accounts
Verification. Thus process sterates until the voucher 1s accepted Thas s be-
cause a voucher for a delwered PO cannot be 1ejected wndefinitely Processes
m this workflow are temmporally constramned - PO approval starts after PO
generation, wtem delwery starts after PO dispatch, Update stock and voucher
generation can start together, Approvals could be done only during 1 of
April to 30" of March of each year etc An employee can rasse requasition
only after credentials versficatron  Changes wn the form of periodic enabling

and disabling of processes and roles were wntroduced wn due course of tume.



Observably, subsets of the processes form similar type of patterns at dif-
ferent stages - A sequence is formed out of ‘Create Requisition” and ‘Approve
Requisition’”; another sequence is formed of ‘Delivery to store’ and ‘Generate
Receipt’, so on and so forth. Execution order of the processes are seen to be
temporally constrained - ‘Generate PO’ can start only after ‘Approve Req-
uisition’ etc. Thus it is realized that formalizing these patterns structurally
and consolidating them into some formal organization would actually make
the task of re-engineering and reuse of the processes much easier. It could be
seen that the patterns would follow different walks of executions depending
on how the control-flow rules are satisfied - In ‘Approve Requisition’ process,
if the requisition is approved ‘Generate PO’ is executed and the processing
continues. If it is rejected the processing of the reguisition terminates with
‘Notify Requester’. Also, the execution order of the patterns in these walks
are temporally constrained - The ‘ExclusiveChoice’ formed of { ‘Approve
PO’, ‘Notify Store Keeper’, ‘Dispatch PO’} can ‘start’ only after Sequence of
{*Create Requisition’, ‘Approve Requisition’}. Thus the whole of the proce-
dure could in fact be composed as a directed graph of the patterns and their
temporal constraints. In addition to this, changes are seen to be incorporated.
into the workflow from time to time so that it evolves robustly. -

Considering this motivating scenario as an ideal, could we find a common
and convenient way of re-engineering workflows from various domains and

platforms ? This very question leads us to the genesis of this research -

Achieving a formal approach that considers a workflow as a graph
of it’s constituent patterns, increase it’s robustness by incorporat-

ing non-functional characteristics like security and facilitate it’s

4



evolution over passage of time hy mcoiporating changes mto 1t

A tormal ardutectume for workflow composition including mcoipotation
of changes 15 lutherto found to be mussing Most of the evisting woikflow
technologies atailable ate context-specific However the undeilhing piocesses
teman same The mayor thiust of this woik has been to provide a formal

stiuctute for such a scenario based on patterns’

Without a formal stiuctwe to base upon, 1t 15 incieasimgly cifficult to
1e-engineet workflows Re-engineeting would enable us to keep pace with
the changes happening atound In this thesis a new pattein-based appioach
for design of woikflow that bimgs a founal chaiacter to workflow composi-
tion thiough the use of concepts fiom Foimal Concept Analysis (FCA) 15
proposed This tormal aichitectue of wortkflow m terms of patterns and con-
stramts 15 the prume contuibution of this work  Composition of a woikflow
1s done on the basis of the functional and non-functional chatacteristics of
the context Functional chatacteristics like otdet mg of tashs execution rules
executing 10les etc  gne 11se to Workflow Patteins (WPs) Non-functional
characterstics ke secuiitv need to be mtegiated to the woikflon foir its
1ohustness Security needs could be mtegiated as Secutity Patteins (SPs)
to the context wheie tequiied Run-time and design-time changes occur to
the 1elationships amongst patterns within a wortkflon These WPs aud SPs
mined fiom the hiteratuie ate orgamized mto two Foimal Concept Lattice [1]
viz Workflow Pattein Lattice (\WPL) and Secunity Pattein Lattice (SPL)

It 15 the conceint of the wotkflow composer to gather the knowledge of the
workflow fiomn user specification and give a conststent composition Articu-

latmg this in terms of patterns and then 1elationships would make the tash

(@3]



casiel for the composer m two wans - fitstly, considering woirhflow at pattein
level allows hading the complexaty of the woikflow, <econdly 1t tedices the
work to he done tor the vertfication of changes to be mtioduced Foi aclier-
mg tlns a worthflow 15 composed as a dunected graph of 1t’s patteins drawn
fiom the WPL and SPL and the constiaints amongst them Foi 1epresenta-
tion of the mteiacting 1oles a Role Enabling Base (REB) fiom the Temporal
Role Based Access Contiol (TRBAC) [2] fiamewoth 15 attached with each
WP m the worhflow An REB 15 a constinct tor specitying the 10les attached
to a WP and then enabled and disabled statns duiing an execution of the
Wp

Change 15 mevitable 1 any system execnting m an mteracting environ-
ment and a worthflon 15 no exception to it A workflow would evolve with
mncoipolation of changes that keeps on aiising over passage of time Fou facil-
itating this, the workflow giaph 1s tiansfoirmed into a hietaichv of Reference
Inteivals (RI) fiom Allen s Inteival Algebia (IA) [3] viz Reference Inteival
Hierarchy (RIH), changes aie mcoipoiated mto the RIH m a path conwstent
mannei and the updated RIH 1 tiansformed back to 1t s duected graph foom
The 1equisition processing wothflow given i Example 1 15 used to illustiate

the proposed approach thiough out this thesis

1.2 Issues to be Addressed

A toimal appioach to composition and mamntenance ot a workflow m teims

of it s constituent patteins involves 1ssties as stated below

6



Organizing patterns into a formal structure - Woikflow as a process
technology has been around for quite some time now Reseaich and
development 1 this area lias actuallv resulted m a cotpus of WPs as 15
1evealed 1 the teview worh m Chapter 2 A formal approach fot o1ga-
mzing these patterns would help m consolhidating them 1 one platform
and se1ve as a cential 1epositorv for 1etuieval of existing and addition
of newer patteins Issues mvolved for such an appioach are - Foimal
definitions of woithflow constiucts Pattein 1epository Generating pro-
cedute for the o1gamzation ot patteins , Navigating procedute mnto the

otganization of patterns

Workflow composition in terms of patterns and constiaints - Users
in geneial give specification of workflow i then own way which are usu-
ally unstiuctured For a foimal appioach these speafications needs to
be stiuctured and formalized Composition with these formalized speci-
fications needs to he done m such a manner that the composed woikflow
finally 1emains consistent 1 tens of the constiamnts Hence venfying
that a constiaint heing added do not make the alieady composed part,
of the workflow 1n consistent 1s tequned A workflow thus composed
could follow different paths of execution Thus for a paiticular enact-
ment, one needs to have a way of maiking the woikflon Non-functional
chatacteristics lihe secutity also needs to be mtegrated to the workflow
for making it 1obust Thus the 1ssnes m composition of a wotkflow ate

- Forahization of user specification Constramnt venfication Mairking

workflow aud Integiatig secuiity

7



Incorporating changes - A workflow 15 an mteractine system that evolves
over passage of time The changes alses fiom time to time due to
changmg needs of nsers and 1oles  Run-time changes could be done
bv the 10les executing the tasks withmn patteins Design-time changes
conld occm due to changes 10 user specifications  These changes need to
be mcorporated m such a manner that the consistency of the woirkflow
15 mamtamed dutmg any execution of the worhflow and stinctually

the workflow 1emains 10bust

1.3 Scope of the Research

The scope of this 1eseaich 15 illustiated 1 the aichitectnie given in Chapter
3 It addiesses the 1ssues molved mn thiee modules - Foimal organmzation
of patteins, Woirkhflow composition, Change mcoiporation For foimal o1ga-
mzation of patteins the scope mcludes Van Der Aalst et al's repositors
of workflow patteins for functional charactenisties and secunty patteirns fo
non-functional characteistics Workflow comnposition 1s done m the foim ot
a directed graph of temporal constiamnts amongst the constituent patteins of
the workflon Change mcoiporation 1s done 1n terms of a new pattein bemng

mtrochuced and existing patterns bemg changed

1.4 Organization of the Thesis

The temaiming of this thesis 15 orgamzed as follows

Chapter 2-



This chapter presents an mn-depth 1eview woirk primanly keeping n
nund 1esolution of the 1ssues mvolved FCA was 1evieved m seatch of
a foimal organizing tool for patteins Thus Foual Concept Lattice
from FCA fiamework has been used for constiucting formal orgamza-
tion of WP< and SPs Review woik on woihflow and woikflow patterns
was done to explore for 1epositories of WPs and some aichitectuie of
canstiucting and maintaming a pattern-based workflown  Tewnpoial con-
strtamnts amongst \WWPs have been considered foi composing workflow
In this 1egard Allen’s Iutetval Algebra (IA) was reviewed for ways and
tormalisms of 1epiesenting a wortkflow and 1t’s patteins m terns of time
mtervals and 1elationships amongst them In oider to foimulate access
control of the workflon via 1oles TRBAC was 1eviened and the REB
constiuct from the same was used for periodic enabling and disabling
of 10les attached with WPs Review woilk on secuiity was done for
1epositories of SPs and formal o1ganization of the same Though many
1epositorles m vailed contexts were found to be existing, a formal o1-

ganmization of the same was found to be nussing and this foims a part

* of this 1esearch

Chapter 3- In this chapter an architectuite of the proposed appioach for
cotposing and mamtaning a pattern-based workflow 15 given In ad-
chtion to this, the conceptual layers and an enactment cvcle of the
atchitecture that gives the flon ot execution of the steps molved 1n

enactment of the proposed approach aire given

Chapter 4- In this chapter, an appiroach fo1 a formal orgamzation of pat-
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tetns has been achieved in the form of a formal lattice WPL has been
achieved fiom the Van Der Aalst’s iepository of WPs which ate chaiac-
tenized by Woirkflow Concerns (WC) The SPL has heen genetated from
the existing 1epository of SPs Here a tiust-based approach has been
taken and SPs has been chaiactenized bv Tinst Elements (TE) In ad-
dition to this proceduies foi generating and navigating 1 the lattices

based on Ganter Next-Closmie algorithm has also been devised

Chapter 5- This chapter achieves composition ot a workflow as a duected
graph of it’s patteins and temporal constiamts For constramts it
considets the set of 13 temporal relationships between a pan of or-
deted mtervals as established 1n Allen s IA The approach also secutes
a worhflow bv integiating SPs to WP« such that the 1esultant pattein
essentiallv remains a WP In addition to this, the proposition 1 has

been proved that estabhishes the feasibihity of the appioach given

Chapter 6- In this Chapter an mnovative appioach has been taken for in-
corporating changes in a workflon composed as a dnected graph of 1t 5
patteins and temporal constiamts amongst them Foi the fust time
the concept of Reference Interval Hieraichy bhased on the Reference In-
terval constiuct of Allen’s IA has been formalized Establishing the fact
that a workflow 1epiesentable as a duected giaph can be tiansfoimed
mto a RIH the approach works out thiee functionahties for meoiporat-
mg changes - A transform function that tiaces a RIH from a woikflow
W A constramt propagation function that mcoiporates changes mto

the RIH An wnveise transform function that tiansforms back the nup-

10



dated RIH to it's directed graph form These functionahties take care

of the changes in the patterns and constraints.

Chapter 7- This chapter finally sums up the researchh woirk done with a
critical analysis of contiibutions and milestones achieved discussions on

future direction of work
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Chapter 2

Review Work

2.1 Formal Concept Analysis

2.1.1 Theoretical Background

Formalization of human thinking helps in fosterihg the process of learning
by giving a well-defined representation to human thoughts. Formal Concept
Analysis (FCA) finds it’s core here. It considers a concept as a formal unit
of human thought. FCA ta,liés an input table specifying a set of ol).iécts and
the properties there of, and finds all the natural clusters of 1)1:ol>el'ties and all

the natural clusters of objects in the input data, where

o a naturel object cluster is the set of all objects that share a common

subset of properties, and

e a natural property cluster is the set of all properties shared by one

of the natural object clusters. Natural property clusters corresponds
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one-to-one with natural object clusters.

The input table isA termed as the formal context. A pair of natural object
cluster and natural property cluster forms a concept. This is based on the
philosophical understanding that o concept is constituted by two parts: its
extension which consists of all objects belonging to the concept, and its n-
tention which comprises of all attributes shared by those objects. These
concepts exhibit a subsumption hierarchy when organized into a lattice. A
set of algorithms based on tools, like implications, exploration etc. is used for
construction of such a formal concept lattice. V:arious operations like scal-
ing,.pruning etc. and visualization tools like the various line diagrams help
in maintaining such a formal concept lattice of a given formal context. .These
operag,i&ls faci!itat,es further inferences from conceptual human thoughts ex-
plicitly represented as formal concepts. Pioneering works of Ganter and Wille
4, l]h léys the foundation of the formal framework for FCA. Basic definitions

from these works which would be further used in this research are given here.

Definition 1 A formal context K is defined as a three tuple <O,A,I>
which consists of two sets O and A and a relation [ between O and A. The
elements of O are called the objects, the elements of A are called the attributes

of the context and ‘thfe relation [ indicates which objects have which attributes.

Definition 2 A formal concept is defined as a 2-tuple < O;,A; > derived-

from a formal context where
e 0; C O, Ois a finite sct of objects @n the formal conteut.
o 4, C A, Ais a finite set of attributes in the formal: contezt,
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o Every object in O, has every attribute m A,

o For every object in O that 1s not wm O,. there 15 an attribute m A, which

that object does not have

o For every attmbute m A that 2s not i A,, there 1s an object mn O, that

does not have that attribute

O, 15 called the evtent and A, the mtent of the concept

The extent and ntent of a formal concept follows a duality prmciple silat

to Galows connection

Definition 3 (A,<) and (B,<) are two posets A Galois Connection be-
tween these two posets consist of two monotone functions F A — B and

G B — A such that Vo € A and Vb € B we have F(a) < b off a < G(b)

The set of formal concepts 1 a foimal context exhibits an oider by the
subconcept-superconcept 1elationship among them This oider 1s defined as

a concept lattice [1]

Definition 4 Let (Oy, 4,) and (Os, A3) be formal concepts m a formal con-
text < O, A, I > The set of all concepts of < O, A, I > partwally ordered by
the subconcept relationshap < 1s called the Formal Concept Lattice where
< forms a Galors Connection as follows - (01, 4)) < (03, 42) © 0, C 0y &

A C A4

FCA tries to capture and visnahze conceptnal constincts m a context

such A mannet that given the repiesentation of a concept, we could derive
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all other concepts that may have contiibuted to 1t Thus, we could find out
the 1elationships among the concepts m the foim of wnheritance Orgamzing
concepts as an mherrtance hietarchv i the form of a concept lattice has heen
the approach of FCA We illustiate bv the common example of integer digits
and then tvpes The concept lattice for this context as given i Figue 21!
can be buld either with 1espect to the MEET operation or JOIN operation

on the context -

MEET - Heie we stait at the concepts having one attiibute mn the inten-
tions MEET opeiration on each pan of concepts 1esults m a concept
whete the mtention has all the attubutes fiom both the concepts and
the extension has the comnmon objects between them cativing this
forward we would 1each at a set of concepts where no moie MEET

operation can be performed At this pomnt the concepts are closed

JOIN -Here we stait at the concepts having one object n the extensions
JOIN operation on each pan of concepts 1esults i a concept wheie the
extension has all the objects fiom hoth the concepts aund the mntention
has the common attuibutes between them canving this forward we
would 1each at a set of concepts where no more JOIN operation can be

performed At this pomt the concepts ate closed

I'Pigwe comtesy Wikipacdia
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Definition 5 An Inheritance hierarchy s a 100ted dnected graph G(V E,< 1)
where

r = Root node

< = Some levicographic order

V = A set of nodes ordered with respect to <

E={(ad)] for someV,CV and V, CV such that VNV, =¢, aelV, b

eV, and a< b }

2.1.2 Research and Usage of FCA

Reseaich and usage ot FCA has been in different aieas since the proneerng

woth done duimng the eatly 1980s Imitiallv 1t staited to he used mn the
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area of Knowledge Representation and Reasoning (KR&R). Applications of
FCA in the area of KR&R. has heen chiefly inlontology., Natural Language
Processing (NLP) and linguistics [5, 6, 7, 8,9, 10, 11). FCA is used to enhance
an ontology by converting it into a formal concept lattice and navigate in it
for learning purpose. In NLP, knowledge descriptions are stored in a lexica.
However ambiguity remains between the text actually used and the entries
into the lexical database. To remove this, a detailed lexicon is required along
with an ontology. On the other hand, for a detailed lexicon, a corresponding
ontology is a requirement. So, as a starting point to the process of building
the detailed lexicon, FCA techniques are used to bootstrap it with an initial
concept lattice. Subsequent exploration techniques discover further specific
entries. In addition to this FCA has been used in conjugation with Ripple
Down Rule (Rt)R) to detect relationships among rules for knowledge reuse
(12].. This initial application of FCA in the area of KR&R has been followed
by z;.pplications in other areas like Software Engineering (SE), Data Mining
(DM) and Concept Classification (CC). In the area of DM, FCA has been
used chiefly for the purpose of extracting a hierarchy of mined i1‘1f01‘1‘n.ation
from yoluminous data [13, 14, 15, 16, 17}. FCA usage has been found to be
h-ﬂi:ghest. in-the area of SE where it is chiefly used for the purpose of ﬁnding
related. artifacts from- existing code [18, 19, 20, 21, 22, 23, 24, 25, 26]. CC has
been used in conjugation with Knowledge Discovery in Databases (KDD) to
classify - concepts extracted 'from unstructured databases (27, 5, 17, 28, 12,
29, 30, 31]. Also, FCA has been used for ontblogy engineering to merge
different ontologies into a co-ncept lattice and classity concepts from it which

is otherwise not possible in the sonrce ontologies (32, 33, 34].
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FCA 15 still teseatched and used activelv thiough mdividual efforts and
conferences hike the International Confetence on Foirmal Concept Analvsis
(ICFCA) Tt 1s tound to be most prolfic m the arca ot CC In the atea of
CC, [35] 15 a work that gives an approach for clnstering 1esults 1etmined by
a search engme [36] gives an appioach of 1etrieving selectine clusters from
the mpnt contexts bv constiaming concepts as pei user teciuiements, while
[37) gives an approach of 1efining 1esnlts 1etimned by web seaich engines
(38] gives an approach of mappmmg a Conceptual Graph to FCA while [39]
15 a woik that deals with ontology completion In the aiea of KR&R [40]
entends the navigation and annotation featuies of a standaid search nteiface
by creating a conceptual neighborhood of formal concepts bhult out of the

search results and allowing usets to navigate m this neighborhood

Reseaich conttibution and usage of FCA over a peniod of 15 yeals acioss
four ateas viz SE, DM KR&R and CC ate shown m Figuie 22 Out of
the 55 wotks 1eviewed a total of 11 woths have been m the atea of KRAR
27 have been m the aiea of SE, 6 have been m the atea of DM and 20 have
been m the aiea of CC Thus, the focus of FCA has been the highest m the
atea of SE and very low in the atea of DM Though less in focus FCA usage
i KR&AR has contmued till the late 2000s  The high focus of FCA mn SE
occuried dunng the period of eatly 1990s to the late 2000s The focns n DM
has been mimimmal and concentiated duing the fiist half of 2000s FCA has
been nsed m CC fiom the later pait of the 19905 Thongh 1t 15 difficult to
project a defimte usage and 1eseaich tiend of FCA fiomn these figuies a shuft
fiom KR&R to SE can be seen It could be indicative ot FCA nsage n the

ateas of Aitificial Intelligence (Al) and Machme Leainmg (ML) This could
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be substantiated from the fact that FCA has been used in SE chicfly for
the purpose of finding related artifacts from legacy codes thus automating
the process of restructuring software. These reviewed papers, along with
their focus areas, contribution and tools developed if any are tabulated in

Appendix A

IR I T T R T I O O R TR Obw

B sc <

no of puldientions

Figure 2.2: Usage of FCA

2.1.3 Existing Concept Lattice Generating Algorithms

Algorithms that generate the concepts in a given context and builds the
lattice deals with two problems, firstly how to generate all concepts and
secondly how to avord repetitive generation of the same concept. For avoiding
r@etitive generation of same concepts, an algorithm runs a specific canonicity
test. Optimality of the algorithm depends on the time taken for generation of

all the concepts. It is known that the number of concepts can be exponential
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in the size of the mput context 1 sonme cases Hence. a concept genetrating
algonithm can be considered optimum if 1t generates the concepts m the
concept lattice with polynomaal trme delay and takes hnear storage space for
the generated concepts An algorithm 1s said to have polynomaal t7m/e delay
if 1t execntes at most polynomal steps of computations befoie geneiating
the next concepts o1 halting Each of these algonithms differ 1n how they
exit the loop, how the closuies aie computed and how the canomaty test
for avoiding repetitive generation of concepts 15 done These algorithms can
be compaied and classified accoiding to a set of seven piopeities [41] We
choose Ganter’s Next-Closuie foi the puipose of generation and navigation

of pattern lattices i our approach

Ganter’s Next-Closure Algorithm

Gantet's NextClosure [42. 41, 43] generates the concepts according to a lex-
1cogtaphic otder of the subsets of attribute set A o1 object set O n a given
formal context < O, 4.1 > Set Set; 15 considered to be lexicographically
less than Sety if min((Set; U Sety) — (Sety N Sety)) € Sets In genetal, a
subset 15 considered to be lexicographically less than 1t’s supeiset  We denote

the lexicographic order by < Each step of the algotithim has two passes

o Generation of a new concept from the curient set of attiibutes A.,, -
The extent of the new concept 15 generated by intersecting the extents

of all the concepts having the attiibutes n A., A forms the intent

o Canomocity test - The closwe OF,, of the cuirent extent O, 1s calcu-

lated If O"/O doesn’t contan any object ¢ < mar(Oq, ). then the
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generation of the new concept 15 considered canomcal Here ma (O, )
gives the maximal element m O according to < If the test fails, the
algonthm continues with the next attitbute set mn the lexicogtaphic
order If the test succeeds the algonithm continues with next set of at-
tributes obtained fiom the closute of A as follows - Include the maximal

element not m the closwie 4”7  and 1emove all elements fiom 4”7 that

cut Ccu!
ate lenicographically bhigger than the newly included elemnent Thus
the next set 15 coustructed as A2, U {g} \ {h]h € A, &g < h} wheie

cul
g = mar{O/AL, }

oy

The algotithm continues until the canonical cover of 4., 15 equal to 4
Thus 1t 15 seen that Next-Closuie doesn’t 1equues an auxihaiy storage since
1t cdloesn’t use alieadv generated concepts to generate newer ones This se1ves
as an advantage of Next-Closuie Again use of lexicogiaplic oider considers
selected suhsets of the attiibute set tor generation of newer concepts thus
reducing the time r1equiied The polynomial trme delay of Next-Closure 15

O(]A%||O|IL]), where L 15 the number of concepts generated

2.2 Workflow and Workflow Pattern

Worhflow continues to evolve over the veais as a standaid technology of the
process domamn Reseaich and development m workflow have chiefly con-
centiated 1 composition of a woikflow fiomn existing components to model
a process at hand [44 45 46 47] deals with composition of woikflow n
the atea of business process, [44 48,49 50 51 46 47 52] deals with work-

flow composition chiefly rom busiiess processes m the foim of web services
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[53. 50. 54. 55] deals with 1ssnes 1egaichng vautons saentific workflows and
then composition [56] 1s the only woik found amongst the 1eviewed woiks
that decals with a genciic woikflow  Thus the focus of geneie workflow 15
found to be least amongst the teseaich communty [57] 15 a wotk that deals
with dyname stinctuial changes at task level m a Woikflow Management,
Systemn (WES) based on a conceptual giaph based model Workflow tech-
nology 1s found to have evolved chiefly m two diections - busimess processes
woikflow and scientific application workflow as 15 1evealed by the plot of
the 1eviewed papers m Figuie 23 Appendix B gives a detailed tabulation
of these 1eviewed papers along with tools, deliverable developed and then

1espective ateas of focus and contiibutions

Contemporary workflow systems, eithet business process ot scientific ap-
phication addiesses workflow iequuements as different featmies which have
vatled suitabihty, perspectives and gianulaiity However. such featuies ex-
hibit patteins mherently as 15 tine to any other system and exhibit of these
patteins m the woirkflow are constiamned by the 1elationships amongst them
Reseaich and development in the ateas ot workflow pattein and pattein-
based woikflow have been focused m 1dentification and specification of woik-
flow Patteins m vanous domans like biomformatics (58], BPR [59. 60]. SOA
[61] Knowledge-flows (62, 63] BPM [64, 65, 66, 67] genenc woikflow pat-
terns [65 68 67], Access-contiol [69] Also, focus of 1esearch on VWP 15
foun/cl m varons apphication and programning platfoims hike Oracle [70].
Java [71], Windows {72], LOTOS [73] In this effort, different 1epositories of
WPs have been developed Explorations of contemporary wotkflow systemns

by Van Der Aalsts’ group in this regaid has established a robust iepost-
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tory of WPs (74, 75, 76, 77, 78]. This repository has been accepted largely
across industry and academia as a conceptual basis for process technology
[64, 73. 79, 70, 80, 72, 71, 81, 82, 69]. However, an agreed upon framework
for composition of a workflow fiomn workflow patterns 1s found to be missing
and this forms a part of this research. Plot in Figure 2.4 gives a area wise
distribution of the number of papers reviewed while Appendix B tabulates in
details the contribution, focus and tools developed by the research presented

in these reviewed papers.
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2.2.1 Van Der Aalst et. al. Repository of WP

With the primary aim to provide a conceptual basis for process technology,
pioneering work in 1dentification and documentation of workflow patterns
were taken up jointly in Eindhoven University of Technology and Queens-
land University of Technology by Wil Van Der Aalst et. al. in 1999. These
patterns have been aggregated and documented in the public domain as a
well accepted repository of WPs across academia and industry. Here WPs
have been captured in four different perspectives namely Control-flow, Date,
Resource, Exception Handling. The control-flow perspective describes ac-

tivities and their execution ordering through different constructors, which
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pamut flow of execution contiol ¢ g sequence, sphts paiallelism and jom
svnchiomzation The data perspective gives a laver of the processing data
over the control-flow perspective  Documents and other objects which flow
between actniities and local variables of the woikflon qualfy m effect pre
and post-conditions of activity execution The resowr ce perspective provides
an o1 gamzational stiuctue anchored to the woikflow m the form of human
and device 10les 1esponsible for executing activities Typically 1eferences to
and wortkflow data ate passed wto and out of apphcations thiough activity -to-
apphcation inteifaces allowing manipulation of the data within applcations
The contiol-flow peispectine provides an essential nsight nto a woikflow
specification’s eftectineness The data flon perspective 1ests on 1t, while the
otganizational and opeiational perspectives are ancllaiv  These patteins
have been documented with sin attiibutes namely Description Syvnonyms
Examples, Problem, Solution and Name Examples state some mstances of
the pattein occuriing m some process Pioblem states a problematic situ-
ation that may anse mn a process due to existence of the pattern Solution
discusses the approach taken by vaiious Woikflow Systetns for handling the
pattetn This descriptive way of documenting WPs helps us to have a good
understanding of the design and architecture ot Workflow Svstems at laige
However 1t 15 of Iittle help i maintenance of a Worhflow m practice In ad-
dition to this the 1epository lachs a foirmal o1gamzation which could be the
hasis of finding the ielationships amongst the patteins A Woikflow 15 an
evolving svstem where changes needs to be accommodated hom time to time

These changes can be formalized as WPs and mtegiated mto the VWoikflow

N
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2.3 Security and Security Pattern

Securitv solitions of a svstem has heen laigely seen fiom a pattein-hased
petspective as 15 evident from the laige number of 1elated wotks availlable A
Security Pattein (SP) captuies expert hnowledge of a secuiity solution for a
secmity problem withm a defined context  SPs are stinctimal presciptions
to the application developer to incorpoiate security solutions m a svstem
Methodologies foi ehcitation of secutitv tequiiements has been the chief atea
of study for secunty patteins {83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93
94, 95, 96 97, 98] Apait fiom this, seciuity patteins have been studied
thiough different phases of softwaie development htecycle [99, 100], anti-

patteins[101, 102] etc

2.3.1 Repository of Security Patterns

A laige cotpus of SP 1epositories 15 bemg developed which 15 expanding
tapidly - [98] gives a hieraichy of patteins for secunity of agent based system,
[103] gives a classification of systems secunity patteins, [104] gives a catalog
of architectural patteins Based on Open Gioup template for pattein, {105]
classifies secunity patteins tor stiuctumial design, A compiehensine catalog of
suiveved SPs based on secunity concern dimensions [\Washizaki et al  (2009))
and quahty characteiistics [Laverchere et al  (2006)] 15 given m [106], [107]
Gries anew classification of SPs based on the Gamma et al s charactenstics
- Creational, Stiuctural, Behavioral and Viega’s and McGraw’s 10 prnciple
[108] gives a hst of 14 SPs classified according to the CIA model [109] gives

a hist of AAPs categorized mnto pattein classes, [110] Gives a classification of
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SPs based on multiple dimensions wheie each dimension cuts acioss a con-
tmuous concern space giving nultiple 1egions L1} proposes seven patteins
for apphcation secuiity [112] proposes 26 SPs for web application develop-
ment [113] enhances secutity of sendmail by a set of SPs Suice the contexts
of these 1epositories vary laigely, the SPs have context-specific desciiptions
and classifications which difter fiom one another Howeier, all these teposito-
11es are seen to follow the general secuiity propetties under constderation for
a secured system like authenticity authouity ntegiity, confidentiality non-
repuchation availabiitv separation of duty hinding of duty etc An SP may
addiess more than one property while thete mav be more than one SP that
addiesses the same propeity Moieover, the patteins may be otdered fiom
general to mote specific classes based on different patanteters like platform
pte-conditions etc Due to the granulatity of hknowledge captuied m design
and deployment SPs fioin difterent 1epositories are obseivably difterent Fou
enample SERENITY SPs m different levels of SERENITY tramewoik, like
oxgelmzatlon, workflon and setvice network and device levels aie coheirent
but differ observably fiomn those cited above Schummacher gives a two dimen-
sional orgamzation of SPs [114] whete oue dimension considets three levels
of abstiaction viz enteiprise svstem and application while the other cimen-
ston considers three phases of life-cycle - aichitecture, design and operation
[115 108] an o1gamzation based on taxonomy and linguwistic metaphors while
(116 117, 118 108 L19] attempt enumetations based on the Common Cii-
terta for Information Technologv secunty Evaluation In addition though
m-depth, these studies have heen made fiom analiols of secuiity <cenai-

105 of existing systems Hence theire 15 an absence of a formal organization
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amongst these classification which could properly captine and tepresent the
undetlving security conceins m a platfoim independent manner Most of

these classifications are tag based and tangled with implementation details

2.4 Allen’s Interval Algebra

Allen’s Interval Algebia (IA) deals with the pioblem of 1epiesenting tempo-
ral hnowledge It introduces an mterval-based temporal logic together with
a computationally effective constiaint propagation 1easoning algonthm In
order to contiol the amount of deduction peiformed antomaticallv by the

system  a notion of Reference Inferval 1s mtioduced

Defimtion 6 A Reference Interval RI 1s a cluster of time imtervals (1,

79 1, ) such that

o Each wnterval m the cluster 1s 1elated to this 1eference mterval by one

or more of the 18 Allen’s temporal relatronships

o For each ordered paw from the cluster, the temporal 1elatronships be-

tween the mtervals m the pan 1s completely caleulated

Intervals can be iepresented bv modehng thei end poimts Assunung a
model consisting of a fully oidered set of pomnts of tie, an nterval 15 an
ordered pan of pomnts with the fiust pomt less than the second A kev fact
used 1 testing whether some condition P holds dumng an mteival T 1s that if
a smaller mteival t 15 duning T and P holds during t, then P also holds duimg

T This durmg telationship can be used to define a hierarchy of inteivals m
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which propositions can be “inherited”. Furthermore, such a during hierarchy
allows reasoning processes to be localized, so that irrelevant facts are never
considered. Allen proposes 13 relationships that could hold between any two
intervals X and Y (Table 2.1). To facilitate multiple relationships holding
between a pair of intervals, Allen also provides a network representation.
Here a node representing an interval X is denoted by Ny. Allen computes
the transitivity relations between Reference Intervals as in Table 2.2. Based
on the transitivity t.-a,ble, Allen’s framework further provides a procedure for
calculating transitive constraints between two intervals. The procedure as
given in Algorithm 1 is used further on in this thesis for composition and

change accommodation in a workflow.

Tahle 2.1: Allen’s 13 interval relations
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Algorithm 1 Calculate Transitive Constraint

CalTransCons(C1, C2) {Civen anv thiee intervals T1 T2 and T3 C1
and C2 aie the constiammts between T1, T2 and T2,T3 1espectively}
We ate to calculate C3, the constiaint between T1 and T3 Let £ be the
null constramts, 1, be a tempotal 1elation in C1 and 14 be a temporal
relation m C2
C3e—c¢
for all 1, n Cl do
for all 7, n C2 do
C3—C3UT(14,15) {1, and 7, are T(1,13) 15 the cotresponding
entty m Table 2 2 }
Return C3

2.5 Temporal Role Based Access Control

Role Based Access Contiol (RBAC) (120 121] 15 a widely stuched Access

Contiol scheme whete pernussions for executing a tash aie grouped together

to 10les and these 10les aie assigned to users for some sessions A user

could he a human o1 an autonomous agent Temporal RBAC(TRBAC) (2]

incorpotates the following temporal dimensions mmto RBAC

I Peniodic 10le enabhng and disabling

Suppott for temporal dependencies among such actions These depen-

cdencies ate expressed by means of 10le triggers Role tiiggers ate active
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1iles that are antomatically exeented when the specified action occin
3 Individual exception

4 Support for the first and thud dimension on request basis dining tun-

time

This TRBAC model, based on the RBAC model consists of the following

components

e Sets Useis . Roles . Pernmussions , and Sessions , 1epiesenting the set of

usels, Loles, pernmussions, and sessions, tespectivelv,

o PA Roles — Permessions the peimission assignment function, that

assighs to 1oles the peinnssions needed to complete then jobs,

e UA User s — Roles the usel assignment function that assigns nseis

to 10les.
o user Sessions — User s, that assigns each session to a single nset.

e role Sessuons — 287 that assigns each session to a set of 10les.

and

RH C RolesX Roles a partially oudeted 1ole hierarchy (wiitten >)

For enabling and disabling ot 1oles over defined petiods, the Role En-

abhing Base (REB) constiuct 1s defined in TRBAC

Definition 7 A Role Enabling Base (REB) s a set of elements of the

follounng hands
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1 Perodic events of the form (I Pp FE) where I1s a e mterval P s

a pertodic expresston p E 15 a prioritized event evpression withp < T

2 Role triggers of the form E\, JELCy, Ch—p Eafter At
E!s wre stmple event expressions Cls are 1ole status ewpressions p E

15 @ prioritized event with p < T At 15 a duration evpression

For 1epresenting pertodicity of 1oles, a Perwodic Expresszon has been defined

based on the notion of calendets

Definition 8 4 Calender 15 defined us o countable set of contiquous inter-
vals numbered by mtegers called mndeves of the intervals Grven two calenders
Cy and Cy we say that Cy 1s a sub calendar of C, (C, T Cy) if each mterval

of Cy 15 eractly covered by u finite number of mtervals of Cy

Definition 9 Grwen calendars Cy C, C, a Periodic Expression P 13
defined as P =73"_ 0, C,> 1 Cy, where
O,=dall O, €2y {all}, C,ECoy for1=2, ,nC,CC, andi €l

The symbol > sepaiates the first part ot the periodic expiression i1dentifying
the set of staiting points of the mntetvals 1t 1epresents from the specification

of the duration of each mtetval in tetms ot calendar Cy,

Syntax of the constiucts used 1 these definitions ate given below

Priorities: Let (Puios <) be a totallv otdeted set of ptiotities We assuue
that Prios contains at least two distinct numbets 7 and L such that

for all 2 € Prios, L<1 <71
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Simple event expressions: These have the foim enableR o1 drsable R where

R 15 a 10le attached fo the REB

Prioritized event expressions. These have the foom p E, wheie p €

Pir20s and E 15 an event expression

Role Status expressions: These have the form enabledR or TlenabledR

whele R 15 a role attached to the REB

Conflicting events Let R b anevent It cnabling R gives 11s¢ to a conflict-
g situation, then the snbseqguent action of disabhing R to oveicome
the conflict 15 cxpressed as con fenableR) =%f disableR  Smmlaly

con f(disableR) =" enableR

The 1eview work was primanly done heeping i mind resolution of the
1ssues mvolied FCA was 1eviewed m search of a foimal o1gamzing tool for
pattetns Thus Foimal Concept Lattice fiom FCA fiamework has been used
for constiucting formal otganization of \WWPs and SPs Review woth on wotk-
flow and workflon patteins was done to exploie for 1epositones of WPs and
some architectine of constincting and mamtaimng a pattein-based woikflow
Van Der Aalst et al’s 1epository was found to be the most compiehensive
one and widelv accepted However a foimal fiamewoik of these patteins was
found to be nussing, based on which an airchitecture for composition of a
woirkflon 1 terms these patterns and then constiamts could be achieved
The same foims a pait of this tesearch Temporal constiamts amongst WPs
have been considered to1 composing workflon In this 1egaid Allen’s IA was

1ev1ewed for ways and formalisins of 1epresenting a workflow and it s patterns
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mn teims of time mteivals and 1elationships amongst them Having 1eahzed
that a wothflow could he viewed as a luetarchy of sub processes whete each
sub process 15 a tune interval durting execution each VP 15 1epiesented as
a Reference Interval In oirder to formulate access contiol of the worhflow
via 10les TRBAC was 1eviewed and the REB constiuct fiom the same was
used for periodic enabling and disabling of toles attached with WPs Revien
work on secunity was doue for 1epositortes of SPs and tormal o1ganization
of the same Though mam 1epositories m varled contexts were found to be
existing a formal orgamzation of the same was found to be missing and this
forms a part of this tesearch

With these findmgs and ditections fiom the review woik, a conceptual
architectute of the pioposed approach for composing and maintamning a

pattein-based worhflow 15 given n the next chapter



Chapter 3

An Architecture of the

proposed approach

3.1 The Architecture

A wotkflow 1s an abstiaction of teal work It 1s considered as a tepresentation
of a sequence of operations allotted to some 10les A 1ole conld be a hwman
an antomation o1 some mechanism  Patteins aie mnatiably exlubited m
worthflon as like mn any other system  However, the 1elationships amongst
these patteins withi a workflow 15 specific It 15 the concern of the woikflon
composel to gather the know ledge of the workflow fiom user specification and
give a consistent representation  Aiticnlating this in tetms of patteins and
then ielationships would make the task easier for the composer mn two ways -
fustly considermg workflow at pattein level allows to hide the complexity of

the woitkflow secondlv considening a change and the piopagation of it s eftect
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at pattein level for a workflow 1educes the woik to be done for the venfication
of the mtioduced change With this undeistanding the woik 1eported m
this dissettation 15 anned at achieving an appioach for composition of a
wotkflow 1 terins of 1t s constituent patteins and the temporal constiamnts
amongst them The approach faclitates a tobust evolution of the workflow

by mcoiporatimg secuiity and changes over passage of tune
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Figuie 31 Aichitecture of the proposed approach
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The overall architecture as depicted in Figure 3.1 involves three mod-

ules: (a) Formal organization of patterns; (h) Workflow composition and (c)

3.1.1 Formal Organization of Patterns as Lattice

In this module, depicted in Figure 3.2, a lattice theory based approach for
formal organizations of patterns are done. This is in the form of pattern
lattices of available WPs and SPs. WPs are characterized with Workflow
Concerns (WC) such that WP and WC follow a Galois Connection. SPs are
_characterized by Trust Element (TE) such that SP and TE follow a Galois
C’onnection. With these Galois Connections as basis, Workflow Pattern Lat-
tice (WPL) is formed out of Van Der Aalst et. al’s repository discussed in
section 2.2.1. Similarly Security Pattern Lattice (SPL) is constiucted out
“of the security requirements and concerns from the repositories re\fiewed in
section 2.3.1. Generation and Navigation in WPL and SPL are done using
the LatticeGenerator and LatticeNavigator algorithms. This is a one-time
phase i.e. once the lattices are formed they can be used for composition of a

workflow over and over again.
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mput to

Figute 32 Pattein Lattice generation

3.1.2 Workflow Composition as Directed Graph

With WPL and SPL being generated, the woikflow composition module 1s
used to compose the woikflow 1 the foim of a duected giaph of it’s patteins
and the temporal constiaints anmongst them Figuwe 3 3 show the schematic
of this module User specifications of the workflow are formahzed as WCs
and TEs With these WCs and TEs at hand the composel inakes use of
the LatticeGenerator algonithm and selects tlie solution patteins fiom the
WPL and SPL These selected patteins along with the specified temporal
constramts are mput to the ComposeWG algonthm  This 1esults m the
composed workflow i the foim of a dnected giaph whete the patteins foim
the vertices and the temporal constiaints forn the edges This 15 an iterative
phase whete the composer and user wteracts at each pass until the uset

satisfaction 15 achieved
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3.1.3 Change Incorporation in a Workflow

Once the wotkflow 15 composed; this nodule as depicted 1 Figuwe 34 15
used for peifornmung the maintenance phase wheie changes 1aised by usels
during execution aie mcorporated mto the woirkflow 1 a consistent mannet
For ncorporation ot the changes, the composed workflow graph 15 mpnt to
the Thansform algoithm  This tiaces a RIH fiom the giaph Theieafter
changes m the foim of new patterns bemng mtiodnced ewisting constiamts
bemg changed are mtiodnced mto the RIH by the IntroduceNewPatiern and
ChangeConstramt algonthms Once the changes are mcorporated, the np-
dated RIH 15 transformed 1nto 1t s directed giaph foim by the InverseThans-
form algonithin  The woikflow thus evolves and continnes execution This

module 15 used over and again m oider to mcoiporate changes beimg Laised
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3.2 Conceptual Layers of the Architecture

3

C‘o‘nceptuall\/, the aichitecture. of the proposed approach involves WPs and
SPs at three different layers with mtertaces between them as depicted in
Figure 3.5. Each il1tél~fa.ce has four elements that transform the lower layer
to the upper layer - A transforming function, Input to the tunction which are
th.ewalements h‘blﬂ the lower layer; Output from the function which forms the

elentents of the upper layer; Interacting entity that makes use of the function



Conceptual layers of architecture
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Figuie 35 Conceptnal lavers

e Atomic layer (Layer 1) - Heie the patteins exist mdependently
It consists of two tepositories of patteins - Van Der Aalst et al's
tepository of \WWPs along with then chaiacterizing WCs, SP 1epositorv

along with then chaiactenizing TEs

e Organizational layer (Layer 2) - Heie the patteins fiom laver 1 are
otganized mto foimal concept lattices The WP 1epository fiom layer
115 otgamzed mto a WPL and the SP 1eposttoiv 15 o1gamzed mto a

SPL The Inteiface | that transform layer 1 to laver 2 has the following
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elements -

Function .This is Ganter's Next-Closure based lattice generation pro-
cedure that generates the pattern lattices from the pattern repos-
itories in layer 1 by preserving the sub-concept and super-concept
relationships amongst them. This function is separately used for

WPs and SPs to generate the WPL and SPL respectively.

Interacting entity This is the composer who maintains the reposito-
~ ries of the WPs and SPs and makes use of the lattice generation

procedure for generating the pattern lattices.

[npui The WPs and WCs from layer 1 form the input to the pattern
lattice generating procedure for W PL.ZSimilarly, the SPs and TEs
form the input for SPL. There are no user specified inputs in this
iﬁterfa.ce. Thereforé., this interface is nteracted only by the com-

poser and is used in the pre composition phase of the architecture.

:Qutput The WPL and SPL form the output in this interface.

"o Workflow layer (Layer 3) - Here the patterns selected from the
“WPL and SPL based on user specifications are composed into a work-
flow with the constraints amongst them. The Interface 2 that transform

lai&er 2 to layer 3 has the following elements -

Function This interface consist of five functions - a workflow compo-
sition function that composes the workflow as a directed graph
of..the selected patterns and the temporal constraints amongst

~them; a Ganter’s next-Closure based navigation algorithm that
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is used to navigate in the pattern lattices for selecting patterns
hased on user provided requirements, specifications and changes;
a transform function that traces a RIH from a workflow graph;
incorporate change function that adds a new pattern or changes
an existing constraint in the RIH and an inverse transform func-
tion that transforms back the updated RIH back to it's workflow

graph form.

Interacting entity The composer and user are the interacting entities
in this interface. The composer makes nse of the set of functions
while the user interacts with the composer to provide the require-

ments, specifications and changes.

Input During the composition phase, the user provides the require-
ments and specifications to the composer. The con‘lpoécr 1 turn
formalizes them to WCs and TEs and uses them as input to the
navigation procedure for selecting the solution pa.t.t.ems.A With .
these patterns and the temporal constraints amongst them pro-
vided by the user, the composer makes use of the composition-
function to composc the workflow. - System gencrated inputs in
this interface are the -WPL and SPL from layer 2. - This inter-
face is used during the composition and maintenance phase of the
architecture. |

.

Quitput The workflow graph and the updé,ted workfow graph after in-

corporation of changes form the ontput from this interface.
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3.3 Enactment of the Architecture

Enactment of the aichitecture, depicted m Figuie 3 3, unolves thiee phases
In the first two phases, the elenients of the inteifaces amongst the conceptual
lavers desciibed 1 Section 3 2 ate spread ac1oss before and duting woilflon
composition In the thud phase, the eleinents ate spread acioss the mainte-

nance ot the woikflon

Stepwise breahdown of enactment of the atchitectute can he seen as a

thiee phased process

¢ Phase 1 (Pi1ologue) Enactment stairts with this phase which consist
of two steps - Build SPL’ and Buwild WPL SP and TE 1epository
15 the mput to Buwld SPL wlile WP aud WC 1epositonn s mput to
Buld WPL’ The composer executes both these steps making nse of
the Pattein Lattice Geneiation pioceduie Qut fron the two steps are
the SL and WPL 1espectinels  This phase 15 a one time phase and 15

?

not requued to be executed durmg the mamtenance of the worhflow

e Phase 2 This phase consists of four steps - Accept user specifications
Formalize user specification ;| Select solution patterns’ and Compose
Woikflow Giaph The fust fow steps are executed i iteration until
solution patteins for all thie user specifications are satisfactorly se-
lected tor subsequent composition of the workflow The specifications
conununicated by the user 1 the fist step 1s tormalized v the coin-
posel 1 the second step mto TE WC and Temporal Constraints With
these formalized specificatious, the composel executes the thud step to

select the solution patteins with the help of the pattein lattice navi-
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Figure 3.6: Enactment of the architecture

gator. Once all the required solution patterns have been selected, the

composer executes the fourth and last step in this phase to compose

the workflow graph.




o Phase 3 The thud and final phase of enactment takes caie of wmainte-
nance of the worthflow after 1t has been composed m the second phase
and execution starts It consists of fowr steps - Tiranstorm to RIH’

Accept Change’ ‘Incorporate Change in RIH’ and Inveise Tianstoim
RIH These steps are executed whenever a change 15 1a1sed by the user
The composer executes the fust step to transtorn the worhflow graph to
a RIH Theieatter the usel 1a1ses the chiange and the composel executes
the second step to accept this change tor mncotporation With this the
composer executes the third step to micorporate the raised chauge n
a consistent manner mto the RIH Finally, the composer executes the
fourth step to transform back the updated RIH to 1t s ongmnal directed
graph foinr and the woirkflow contmues execution with thus changes

heing mcotpotated

In this chapter an aichitectuie of the proposed approach for composing
and maintaining a pattein-hased worhflow 15 given It takes mto account the
wmputs and mteraction hetween the workflow comnposer and the user  The
usel comes up with requuements and the specifications for composition of
a worhflow and changes to be mcoiporated fiom time to time In 1esponse
the composer foimahizes these 1equnements and speafications m the foom of
pattetns selected trom the pattein lattices and compose the worhflow graph
In addition to this the conceptual lavers and an enactment cvcle of the at-
chitectuie that gives the flow of execution of the steps molved m enactiment
of the proposed approach are given  With this aichitectuie at hand the
next fowr chapters deal with the details and the foinmahzation of the modules

unohed 1 the aichitectuie



Chapter 4

Formal Organization of

Patterns

Patterns ate exhubited m a worhflow hke mn any system Stiuctuially, these
patteins wonld not be exlibitecd m 1solation but would alway< be inter-ielated
to one another A pattein itself 15 a prescription to a 1ecuiing problem in
a domaimn  Difterent people and different <chools of thoughts woihing on a
domaim document these patteins sepatately Absence of a foirmal stinctuie of
these patteins eludes them to tundamentally difterent semantics and iemams
distiibuted mto difterent levels of expiessiveness, even thongh they may lead
to the solution of the same tecuiting pioblem  Also 1t 15 the concein of
the wolkflow composer to gather the desciiption ot the <ystem fiom the
user’s specifications and give a consistent 1epresentation  Aiticulating this
description i terms of patteins and then ielationships wonld make the tash
easier tor the composer 1 two wavs - fusth considenng svstem at pattein

level allows to lnde the complexity of the svstem, secondly consideing a
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change and the propagation of it s ofteet at pattern level tor a system 1ednces
the woik to be done to1 the veiification of the mtioduced change Theiefore,
formal otganization of patterns i a s\stem could serve as a cential pomt of
1eference fiom wheie the composer could diaw mstances for 1epresentation

of the system m a stiuctmed and modular way

I this chapter toirmal concept lattice fiom FCA 15 used to oigamze pat-
tetns A foimal concept lattice 15 a stiucture that oigainzes objects in a
given context mto a subsumption hietarchy hased on a Galois Counection
between the set of objects and the set of chatactenizing attiibutes of the ob-
ject set The o1gamzation would iequite generation ot all the concepts mn the
gihven context and thie subsumption hietaiclyy amongst thew  Section 43 1
desciibes such an approach based on Ganter’s Next-Closuie algotithm It one
could chatacterize the set of patteins by by a set of attiibutes which foim
a Galos Connection with the patteins then foimal concept lattice would
serve as a feasible o1gamization of patteins With this basis WPs and SPs

ate organzed wmto formal concept lattices hete

4.1 Formal Organization of Workflow Patterns

This approach to a formal c1gamzation of WPs 15 applicable to amv pattein
tepositoty which could be chatactenized by a set of attiibutes that foim a
Galos Connection with the set of patteins in the 1epositoin Here Van Der

Aalst et al’s repository of WPs 15 considered for illustiating the approach
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4.1.1 Workflow Pattern Lattice

During the composition of a workflow, the composer has to understand the
user specifications properly and identify the solutions in terms of patterr}S.
Users communicate their specifications about the workflow in their own con-
venient way which is usually not structured enough to identify thé solution
pattern. It becomes the responsibility of the composer to capture these needs
and specifications in a structured manner, identify the solution patterns and
integrate them to the workflow. For this, we formalize Workflow Concern
(WC). A Concern in a workflow is a localized proposition. It allows the user
and the workflow composer to focus on local issues in the workflow. This
localized approach to building a workflow is helpful to the composer from
the point of modularity and maintenance. Again, pattern is a solution to a
recurring problem in a domain. We consider user specifications formalized
as Workflow Concern (WC) to be problems in the workflow domain to which
WPs are the desired solutions. Problems and solutions follow a (Galois Con-
nection by nature, since larger the problem set at hand, smaller would be
the solution set and vice-versa. Therefore WPs can be organized as concept

lattice. This serves as the basis for building WPL using FCA techniques.

4.1.2 Basic Formalization

Definition 10 A pattern P is a collection of tasks (with temporal con-
straints amongst the tasks) representing a recurring problem in a given con-

text. Here P is characterized by < T, TempConst > where

T - Set of constituent tasks of P
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TempConst - Temporal Constraints amongst the tasks in T

A pattern needs to be considered in a certain context for real life ap-
plication. The problem it exhibits may occur in more than one context but
it’s solution would be different for each of them. For example - Invalid ref-
erence occurs in both application and communication domain. The solution
of Invahd reference in application domain is initialization while that in com-

munication it is timeout and replay.

Definition 11 A workflow is an abstraction of real work that operates un-
der a system of forces and exhibits patterns with constraints between them.

A workflow 1s characterized by a swx tuple < WF, S, F, P,C, R > where
WF = A pattern that represents the workflow n 1t’s entirety.
S = A pattern it starts unth

F = A set of one or more finish patterns. The workflow finishes with one

of these patterns.

P = The set of patterns exhibited in the workflow, mncluswe of the “start”

pattern S and the patterns from the set of “finish” patterns F.
C = The'sét of constraints between pairs of elements from PUWF'.
- R = A set of roles (human or automated) that ezecutes the patterns. R 1s
a primitwe for the workflow structure.
Definition 12 A Workflow Pattern (WP) s defined as
< T, Ryp, 7, TempConst, C Frules, REB, Vinger, > where
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T 13 the set of tasks wunthan the pattern

- R., € R as the role <et uitached unth the pattern. where R 15 the set of

roles of the worhfHow wm whose conteat this pattern ws cuhibited

715 a mappwng from R to T asswgnang tashs wn T to the roles m R

TempConst qives the Temporal constramnts between pawrs of elements of T

where each constrawnt 1s one of Allen’s Temporal Relationshaips

CFrules ques the set of rules for executron of an mstance of thas pattern It

enumerates all possible evecution walks of the patiern when instantiated

REB 1s the Role Enabling Base ' attached unth this WP

- Vider 18 the mndex of thas WP wn Van Der Aalsts vepository This inder 15

retaaned for easy referencing

Definition 13 A Woikflow Concern (WC) 15 defined as a specification o

a need wn a worhflow characterized as < C, P, D > where

C(Concern) Concern states the user’s apprehension about some partrcular
sttuatron v o workflow whaich may be an wssue to be 1esolved or an en-
hancement to be made A concern 1s esther a functional one wiz coding,
design /algorithm, data structure, natralzation. approcul/verfication
etc or a non functonal one w2 security, documentatron. performance

efe

Yaee seotion 25 tor Role BEuabhng Base

[y
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P(Per<pective) This qrues the workflow perspectives i which the concein
15 evhrbited It can have values from the set Data Resource Evceptron

handling Contiol-flowe Operational and 1< represented by a vector

D(Desciiption) This states the user s appiehension wn detarls  For the
designer this becomes a point of reference for selecting a WP providing

a solution for the concern

Defimition 14 Woikflow Context 15 o J-tuple < G,,, M,, I, > where
G = Set of WPs
M,, = Set of W('s
I, = Set of mapping from G, to M,

Forge G, and m € I, gl,m 1elates WP g as a solutron to WC m

Defimition 15 4 Workflow Concept of the workflow conteit < G, M, I, >
15 a parr (4 B) wth AC Gy BC M, A'=B and B' = A where

A= {m e-M,|(Yg € 4)gL,m}

B' ={g € G,|(Vm € B)gl,m}

X

- .Hete A" 15 the mmumal set of WCs belongiug to the WPs i A such that
for evein WP 4, € A4 theie 15 at least one WC 11 4’ that does not belong to
4, B’ 1s defined accordingly W(G,, A, I,) denotes the set of concepts m

the context < G, My, I, >



Definition 16 :Workflow Pattern Lattice Let (A4,. B)) and (A,. By) are
workflow concepte an W(G.,,, My, L))  The subconcept relationship denoted
by < 15 defined as follows

(A;.B)) € (49.B2) & Ay C Ay & By C By The set of all workflow
concepts of < G, My, L, > partrally ordeved by thas relation and denoted by

V_V(G’q,,, M., L,) 1s called the Woikflow Pattern Lattice

4.2 Formal Organization of Security Patterns

A lauge and expanding corpus of SP repositories 1s hemg developed as 15 1e-
vealed fiom the ieview woik The SPs have context-speaific descriptions and
tag-based classifications which differ fiom one another However all these
repositolles are seen to follow the same set of general secuiity properties un-
der conmderation tor a secnted systemn  In addition. though n-depth these
tepositorles have been made fiom analysis of secnuiily scenanios of existing
systems  Hence theie 15 an absence of a formal o1ganization amongst these
classification which could propetly captme and 1epiesent the undeilymg se-
cunity conceins m a platform mdependent manner This absence of foimal
strncture of the SP iepositorles 1s resolved n this research by oiganizing
them mto a formal concept lattice Secutity here 15 characterized by Trust
mstead of the nsnal Threat based proposition  Tinst by natme 15 a user-
cenflic proposition m any secity context When considered, 1t makes the
system more nser friendlv and mcieases the answerability of the nser Fignre

4 1 presents the schematic of the tinst-based model taken mn this approach
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makes asset acceptable

Figuie 4 I Tiust-Based Secunity Modlel

4.2.1 Security Pattern Lattice

Lt otder to be o1gamzed mnto a concept lattice SPs needs to be chaiactetized
by some attribute such that they follow a Galors Connection The trust-
based approach to secuiity taken heie seives tlus pupose  secuity’ and
trust follows a Galois Connection by natuie since larger the tiust, smallet
would he the secutity requitement and vice-veisa Hete we formalize tiust
as Tiust Element’ (TE) and characterize SP as a tash to be peiforned for
enforcing sonie TEs Thetetore SPs can alvo be orgamized as a concept lattice

This serves as the basis for generating a SPL using FCA techniques
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4.2.2 Basic Formalization

Definition 17 : Trust Element (TE) s a property or « statement about
an entity m o contetrt whach s otherunse unknown and whose absence makes
the entity vulnerable to certaan attacks. Here an entity could be a subject, o

object or a situation wmn a gren context. It 1s characterized as < P,C, T, E >

where
P(Property) - The property definang the element.

C{(Confidence) - Confidence 1s the curent deqgree of trust that s achieved
by the TE after spending a period of tyme mn the context m conyugation
wnth at’s client entasty  Application of SP(s) heeps on increasing the

Confidence on the trust element.

T(Threshold) - Thieshold 15 that measare of Confidence which mahes the
TE acceptable. Once achieved, the entity to which the TE 1s bound 1s

considered to be fully secured.

E(Entity) - The entity to which the TE 1s bound. It 1s a contevtual mea-
sure. In a workflow security context. ot can have values from { Data,

Resource, Control flow Operational, Presentation}

Definition 18 Security Pattern(SP) is o task that needs to be evecuted
for enforcang a Trust Element wn the security contert of o domamn [t 1s

characterized by < Precondition, Task, Exhibit, PostCondition > where

Precondition(Optional) - Conditions that needs to be satisfied before thas
SP could be executed. Thas could be other SPs executed or some con-

tertual conditions bewng satisfied



Postcondition(Optional) - Conditions that needs to be satisfied after this
SP s evecuted This could be other SPs evecuted o1 some contevrtual

conditions being satisfied
Task - Describes the task that needs to be evecuted

Exhibit - The pattern demonstiates iself by Evhibit of erecuted

This definttion of SP 15 mnduced fiom Common Ciiteria for Intormation Tech-
nology Secunity Evaluation [122] which 15 accepted as the common numumum

aiterla for selection of SPs

Definition 19 Secunity Context s a J-tuple < G M,, I, > wheie

G, = Set of SPs

M, = Set of TEs

I, = Set of mapping from G5 to M,

For g€ Gs andm € I; glsm tells us SP g 15 to be applied 1n absence of TE

m

-

Example of mappmg I, conld be g/,m whete g 15 Authenticator  SP and m

1~ Authouty TE

Definition 20 4 Security Concept of the secunity contert < G, Mg, I >
15 aparn (4 B) with AC G, BC M, 4/ =B and B/ = 4 where

4/ ={m € M,|(Vg € 4)gl,m}

B/ ={ge G,|(ym € B)gl,n}

S(G, M,, 1) denotes the set of concepts m the context < G, M,, [, >
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Definition 21 Secuiity Pattein Lattice Let (41, B)) and (43, By) me
security concepts m S(Gs, My, [.) The subconcept relatronshiy denoted by <
15 defined as follows

(A),By) € (45,By) & Ay C Ay & By C By The set of all securty
concepts of < G, My, I, > partrally ordered by thes relation and denoted by

S(G. M, L) 15 called the Security Pattern Lattice

4.3 Generating Concept Lattice

Gantel < Nent-Closme generates all the concepts fiom a given foimal con-
text However the piocednie doesn’t pieseives the mtoimation abont the
subsumption hietaichy that exists amongst the generated concepts In a sub-
sumption hietaichy, any concept mheuts fiom 1t’< immediate superconcepts
o1 Least Upper Bounds (LUB) This mformation 15 cincal as 1t could be
exploited for faster navigation throngh the lattice A lattice 15 generated
by presetving the subconcepts and supeiconcepts of each generated concept
1e by presetving the subsunmption hieratchy of the concepts  The single
attitbute concepts arranged m Ganter s lenicographic order 15 provided as
mitial mput to the procedme \ith this the LatticeGenerator proceduie 1s

devised for geneiating the lattice om the context at hand

4.3.1 Concept Lattice Generating Procedure

Inputs:

Swngle Attr ibuteConcepts - Concepts having single attiibutes m the m-
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tents MarConcept - Maxnnal concept having all objects 1 the extent

MinConcept - Mimimal concept having all attiibutes m the intent

Outputs:

ConceptLattice - ConceptLattice genetated

Vaiiables:
CuwurIntent - Curient mtent calculated, Cwr Evtent - Cutient extent
calculated NewConcept - Cunent concept generated NewConcepts
- genelated concepts fiom current iteration PrevNewConcepts - new
concepts from previous iteration, Cur Concepts - new concepts from

prexious iteration

Step 1:  Appeud MarConcept as a superconcept of each concept 1u

Sangle Attr buteConcepts and mahe them subconcepts of Ma.Concept
Step 2. Imtiahize PrevNewConcepts to SwngleAttibuteConcepts

Step 3: Repeat Steps 3 1 to 3 5untll PrevNewConcepts = p o1 C'ur Concept

= MuinConcept

Step 3.1: For each subset Spyc of PrevNewConcepts statting at
the fist subset in the lexicographic oider generate NewConcept
as follows

o Cuwi Intent = Umion of the mtents of all the concepts m Spye

o CurEitent = Intersection of the extents of all concepts m

Spre



o NewConcept = (Cwi Intent C'ur Eatent)
Step 3.2: chech for canomaity of NewConcept as tollows

e Calculate Cur Extent” \ Cur Evtent the set of objects n clo-

cime of Cw Etent but not m Cw Evatent

o Neu Concept 15 canonical and the test sncceeds it Cur Eatent”\
Crur Enrtent doesn t have an element lexicogiaphically less than

the manmal element of Cur Ervtent

Step 3.3- If the canoncity test m Step 3 2 succeeds then the proce-
due contimues with the next subset of concepts calenlated fiom

Cur Intent as follows

¢ Inciude the mavimal element not i1 Cur Eitent” that aie len-
wogiaphically bigger than the mncluded element Let this set

be denoted by Templntent

o Remote all subsets i PrevNewConcepts having concepts
with mtent which ate lesser than Templntent This 15 be-
canse the concepts that would have been geneiated by the

remotved sets wonld have aheady been generated

The proceduie continmes with the next snbset i PreuNewC'oncepts

if the test fails

Step 3.4: If New('oncept 1s canomcal and 1- not the mmmmal concept
then append it to Cwr Concepts and ConceptLatfice mahe all the
concepts m Spve as the superconcepts of NewConcept Append

NewConcept as a subconcept of each concept in Spyc
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Step 3.5: If all the subsets i PrevNew(Concepts have been ex-
hausted then mitialize PrevNVewConcepts with New Concepts and

clear New Concepts

Once the procedure tetnunates Concept Lattice would liave the lattice m 1t

with the superconcepts and subconcepts mathed for each of the concept
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Algorithm 2 LatticeGeneiator (SmgleAttributeConcepts.MaiConcepts,

MNinConcepts)
Input: Singledtti dhuteConcepts - Intial set of concepts having single attiibute
m extent MairConcept - Maxiual concept MinConcept - Minummal concept
Output: ConceptLattice - The concept lattice generated
1 for each concept Cy ¢ € SimgledttuibuteConcepts do

2 Append (MaxConcept, SnperConcepts(Csac ) Append (Cs.ac,
Subconcepts(MaxConcept})

3 SwgledttuibnteConcepts — Pies NewConcepts

4 repeat

5 for each <subset Spac € PrenNewConcepts do

0 Cmntent — 0 CuiExtent — 0

for each concept C € Spyc do

8 CmExtent — CurExtent U Extent(C)

9 for each concept C € Spvc do

10 Cuilutent — Cwilntent U Intent(C) CuwmiExtent — CuiExtent N

Extent(C)

1L New Concept — (Cuilutent, CurExtent) Tewplntent — 0

12 if Miy(Cur Evtent” \ Cur Evtent) > Mao(Cur Evtent) then

13 for each a € Cutlntent do

14 Sets, — Set of elements m Chilntent lexicogiaphically eieater than
a

15 Tewplutent — Teniplutent U Max(Sets, \ Cur E vtent”)

L6 for each snhset S € Piev NewConcepts do

17 if 3 Con € S && Intent(Con) < Templntent then

18 Remove(S PievNewConcept)

19 if NewConcept <> MinConcept then

20) Append(NewConcept CurConcepts} Append(New Concept
NewConcepts) Append(New Concept ConceptLattice)

21 for each CON € Spye do

22 Append(CON SupeiConcept (NewConcept)) Append(NewConcept
SubConcept(CON))

23 if Prex NewConcepts = ¢ then

24 Piev Neuw Concepts «+~ New Concepts New Concepts — ¢

25 until PrevNewConcepts = ¢[| CuiConcept=MmConcept

G2
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The polynomial tune delay of Ganter’s algorithm 15 O(JA/)?|G]|L|), where
L 15 the number of concepts generated [42, 41, 43], G 1~ the set of object
and A 15 the set of attuibutes 1 the context This 15 the time tequuied to
ptoduce a concept In the lattice genetating procedute desciibed heie the
onlv extia computational step molved 15 the maiking of supeiconcept and
subconcept of a new concept When a new concept 15 generated 1t 15 made
the subconcept of each concept m the curient subset and each concept n
the cuttent subset 15 made it s supeiconcept Thl\lb the maxnnum nunber
of computation steps for this would be [L| + |L| = 2|L] = O(|L]) Hence
the polynonnal time delay of the proceduie temaims same as that ot Ganter’s
algonthm - O(|M*|GIL)) + O(|L])) = O(|M)*|G]||L]) The pseudocode for

this LatticeGenerator 15 given m Algonithin 2

4.3.2 Generating the Workflow Pattern Lattice

4 stepuise approdach hased on lattice theory and FCA and as depicted in
Figuie 4 2 15 tahen for generating the WPL

Rule et for WP Enumeration- The followig et of tules 15 used
tor cnutctating WPs and WGs - a worthflon content These tules ate
conformation with the 1equueinents for buildmg a concept lattice fiom a set

of concepts [123]

e Complete with 1espect to the workflow context Each WP tiaces

to at least one WC

e No spurious WCs. Each WC has at least one WP 1elated to 1t
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e Must follow a Galois Connection: The set of WCs and the set of
WPs follow a Galors connection which states if we mcrease the nnmber
ot WCs m a workflow concept, the nimber of WPs decicases and vice

versa

e Multi-valued WCs: Each WC may be mnlt1 valned m nature where

7

its values chffer 1 the ‘peispective” attiibute

New
Closure

inmcm Comenl
i~

Figuie 4 2 Flow of steps 1 generation of WPL

Step 1 Workflow Patterns Enumeration

Van Der Aalst et al 's repository discussed in Section 2 2.1 15 used for enu-
merating the WPs. Any new pattern that may arse wn the repository can be
accommodated 1f ot follows the rule set considered here Appendiw D grves a

partial lestang of the WPs enumerated
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Step 2 Woikflow Councelns Enuineration

There are no formal rules for ertracting workflow “concerns  from the con-
tevt at hand The composer and user's tacit understanding of the contextual
wssues and thewr needs to enumerate WC's s consudered wn this regard  Though
analogous wn essence, WC should not be confused with “concern wn software
engineering 7 [124 125 120] where 4t 15 used as o criterra for modularizing

evolvmy softwares

Step 3 Constructing Workflow Context

The context 15 buald as a cross table depicted wn Table 4 1 where WC's are
tabulated along columns and WPs along rows The cell at the cross section
of o« WC and at’s related WP 1s marked These WC's and WPs are enumerated

m Appendix D

Table 4 1 Woikflow Pattein Context
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Step 4 Classifying Workflow Concepts

Making use of the LatticeGenerator algorithm, the WPL 1s generated from
the context wn Table 4.1 The WPL, as wisualzed mn Figure 4 § classufies
WPs as formal concepts {W Ps,WCs}. The supremum of the lattice 1s the
concept {{all W Ps}, ¢} while the wnfimum 1s the concept {$. {all WCs}}. As
we move down from the supremum, WCs are wntroduced gradually wmto the
concepts. With an wmcrease wmn the W(s, there 1s a decrease mn the WPs wn
a concept. This leads us to the observation that concepts are more general

towards top and tends to get specific towards the bottom of the lattice.

c7 co cd c3

| /’
WPE /
WP3

Figure 4.3 Workflow Pattcin Lattice
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4.3.3 Generating the Security Pattern Lattice

The SPL 15 generated similailv as WPL was geneiated The set of SPs
duced fiom the SP coipus discussed m Section 2 3 1 and as per the 1ule set

used for WPL foims the extent

(D1 AP | RT | ATH | MBS | INT | CON | PRV | FRM | CNMP | CNF | CNS | PRS | UNQ
ATH \ N \ N kN \ N N N
ATR N N N N N N \ N \ \
CP \ N N \
DID N N Y AN N ~ N \
UDE N S
RB \ Y x N
PF AN N N BN N
SPF ~ N N ~
ECON i ~ N
SYN N S \ N N \
DAhA N N
RFR \ \
IND N AN N
LG N
NRM N N ~
Actonvins used
ATH AUTHENTIC ATOR 1D IDENTITY
ATR AUTHORIZER AP ACCESS POLICY
CP CHECKRPOINT RT RETENTION
DID DEFENSE IN DEPTH ATH { AUTHORITY
UDE USER DEFINED ENCEPTION MBS | MEMORY BUFFER SIZE
RB ROLLBACK INT | INTEGRITY
PF PROOF CON | CONFIDENTIALITY
SPF SECURE.PREFORIN PRV | PRIVILEGE
ECON | ESTABLISH.CONNECTION FRM | FORNALITY \
SIN SYNCHRONIZATION CMP | COMPLETENESS
DAMA | DYNAMIC_MEMORY_ALLOCATOR CNF | CONFIRMITY
RFR REFRESH CNS | CONSISTENCY
IND INDUCTION PRS | PERSISTENCE




LG

LOGIC

UNQ

UNIQUENESS

NRM

NORMALIZATION

Table 4 2 Secunity Context

There are no formal rules as such for extracting TEs from literature and

documentation of the context in hand. The user’s tacit understanding of trust

and complementing documented threats in some cases is nsed for hsting the

TEs in Appendix E and this forms the intent. Figures 4.4 visnalizes the SPL

for the security context in Table 4.2.

Figure 4.4: Security Pattern Lattice
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4.4 Navigating in Pattern Lattices

WPL aud SPL categoiizes pattetns to concepts atranged mn a subsuption
hierarchy  In the lattice subconcepts and supeiconcepts of a concept are
preseived along with 1t Theiefore, navigation m the lattice could he effi-
ciently done In biowsing the subconcept o1 supetconcept hiertaichy starting

frow the mimimal o1 maxmmal concept

4.4.1 Scope of Navigation

A lattice may be navigated foi difterent purposes - to find a paiticular con-
cept to find a paiticular set of concepts to find a paiticular object 1 the
extent of a particular concept etc  In the scope of this 1eseaich, 1t 15 1equired
to navigate for a set of patteins that serve as a solution to a given et of
attiibutes For WPs the set of attiibutes would be the nset chosen WCs
and for SPs the set of attiibutes would be the user chosen TEs Hence the
scope of navigation 15 to find a concept having the user chosen set of WCs
o1 TEs as a subset of 1t’s intent The extent of tlus concept will give the

requned set of patterns

4.4.2 Navigation Criteria

The user provided et of WCs/TEs forn the navigation ciitenia With this
set the navigation staits at the nunimal concept having the complete set of
WCs/TEs as the mntent and stops at a concept whose mtent 1s lexicogtaphi-

cally more than the provided set
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4.4.3 Navigation Procedure

Inputs
ConceptLattice - List containing the concepts m the lattice mn the lex-
icogtaphical order  Each entiy has a concept and pomters it s the
subconcepts and superconcepts Requrr ed Attr2butes - Set of attiibutes
for which the solution patteins ate to he found For WPL 1t will have

WCs and for SPL 1t wall have TEs

Variables
C'wr Concept - The cuitent concept bemg exploted Imitialize it to the
fust concept i ConceptLattice Cur SubConcepts - Quene containing

concepts vet to he exploied

Step 1. Repeat the followimg steps until C'oncept Lattice 15 empty o1 con-
cept desued 15 found The desned concept will hate an mtent lexico-

graphically gieater than Reqguar ed 4ttr1butes

Step 1.1:

Add Cwir Concept to Cur SubConcepts

Step 1.2
Repeat the following steps until Cur SubConcepts have onlv MinConcept

ot the desnied concept 15 found

Step 1.2 1.
If Intent(Cwr Concept) greater than Requer ed Attrrbutes, then
tetwin Cur Concept as the desned concept If not then ap-

pend the subconcepts of Cur Concept to Cur SubConcepts
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and 1emove 1t fiom Cw SubConcepts and Concept Lattice
Step 1.2.2:

Make the Top(Cwr SubConcepts) as the Cur Concept

Step 1.3.
Initialize Cur Concept as the next element i Concept Lattice Re-

move the element fiom ConceptLattice

The psendocode for this LattrceNavigator 15 grven m Algorithm 3

The objects n a context do not 1emain mn 1solation hut worhs under a
syt ot totees The fotees dofine bow the objects mtoract and conflict with
one another and also the goals to he achieved As such eacli object could
have a number of 1elated objects to 1t In that case a concept m the lattice
would exhibnt anothet lattice withm 1t whete the set of ohjects would he
the umion of the 1elated objects ot the ohjects in the paient concept and
the set of attiibutes would he the uniou of the attiibutes ot all the 1elated
ohjects m the paient concept vith this understanding at hand, we dehne
a Multi-Contert and a Formal Multr-Concept The Next-Closwie algoiithm
15 extended to MultiContertNavigator 1 otcdel to tacilitate navigation m a

Multi-Context

Defimtion 22 Multi-Context s the representatron of o (formal) concept
4 as a 3-tuple < Grye Ame Lne > where Goe 25 a set of objects correspondimg
to the 1elated objects of all the concepts m 4 An. 15 o set of attirbutes of
all the ielated concepts mm 4 and I,e 15 @ set of relations indicatimg which

objects have which attributes



Algorithm 3 LatticeNavigator(Concept Lattrce,

Requn ed Attributes, MarConcept, MinConcept)
[LatticeNavigator]
Input: ConceptLattice - The concept lattice to be navigated
Requui ed Atti1butes - Set of attiibutes for which the solution pattein 15 to be
tound MaiConcept - Maxamal concept MmConcept - Mimmmal concept
Output: - DesiredConcept - Concept contaiming the solution pattein seaiched
for
1 Cwi Concept — Top(Concept Lattice)
2 if CurConcept <> NULL then

3 Append (Cur Concept Cur SubConcepts)

4 repeat

5 if Intent(Cui Concept) > RequuedAttr ibutes then

o DestredConcept — Cur Concept

7 RETURN DesedConcept

8 else

9 Append(SubConcept(Cuwr Concept),Cur SubConcept))
10 Remove((Cur Concept) Cur SubConcept,Concept Luttice)
11 Cui Concept — Top(ConceptLattice)
12 if CuiConcept == NULL then
13 RETURN NULL

14 until (MinConcept € Cur SubConceptl &|Cur SubConcept| =
I Found(Desu edConcept)

15 else

16 RETURN NULL

Defimtion 23 A Formal Multi-Concept 15 a 3-tuple < G, 4, R, > de-

1wed from a Multr-Contert < G Ame Ine > where

- Gy € Gone and 4, C A,

- Buery object m G, has every attribute m A,
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- For every object m G, that 1s not m G, there 1s an attribute m A,

which that object does not have

- For every attribute m A, that 1s not m 4, there 15 an object wn G,

that does not have that atirmbute

- For every object in G, there 1s a subset of related objects in R,

Algorithm 4 MultiContextNavigator(Rel_Obj,

Vect_Selected_Obj, No_Atr, Atr)
[MultiContextNavigator]

Input: Rel.Obj - User provided 1elated ohject Sel_Attiih - User provided
attibute 1alue for the object to he seaiched No_At: - number of attiibutes
s the context Aty - Airay of attuibutes m the content

Output: Vect_Selected _Oby = A vector ot the objects 1esulting hiow the seaich

Cu _Attuib.Indice — 0

repeat

~ o=

3 Fmd all subsets AllSubSet_CAI of At1 of size Cwt _Attiib Incdice+1

4 Cwi Intent—0 Cut _Extent— MaxExtent Tai_ Concepte-0

5  for Each subset S € AllSubSet_CAI do

O Cui Iutent— S

7 Cui_E~tent — Intersection of the extents ot Coucepts hom
Smn_Attiih_Cou conespouding to each element m S

8 if Cui _Exntent<> 0 aud Sel_ Attiih € Cu Iuteut then

9 Tar -Councept={Cw Inteut Cwi_Extent} Tai_Extent—Cui_Extent

10 for Each object Cu1.Oby € Tai _Extent do

11 if Cur_Ohj 15 valid then

12 Seaich 1elated objects of Cur.Oby for a match with Rel_.Obj If a

match found then add 1t to \}ect_Selectecl_ObJ
13 Break from cutient loop
4 Cui Attuibute_Indice — Cw_Attubute Indice+1

15 until Cui_Attiih_Indice — No_At1
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This algonithm for navigating m a Multi-Context can be used to seatch
for a pairticula pattein m a concept n the SPL Using the pioceduie The
user seaiches for some SP on the basis of a TE Tlis takes the nser to a
secutity concept m the SPL that has SPs satisfuing the provided TE Fou
teaching at the desued SP within the concept at hand the nser lannches
a second level search on the basis of a piecondition o1 n other woids a
1elated pattetn The 1elated pattein submitted by the nser 1~ searched for mn
the precondition vector of each of the patteins m the extent of the secunity
concept at hand The seaich 1eturns all those patteins whose preconcition
vectol contains the telated pattein submitted bv the nser m the second level
seatch Since the precondition of a SP 15 multivalued m natwe, we define a

multi-context secuiity concept as a lattice viz MnltiContextSC

Defimition 24 A MultiContextSC s defined by a s-tuple < Gos, Ams Ims >

where

o (s 15 Set of security patterns m the concept
o A 25 the unton of all preconditions belonging to all patterns m G,

® [, 15 the set of 1elatronship between elements of Gos and Ay, that

tells us which preconditron 1s applicable to whach pattein

In this chapter, an appioach foi a foimal oiganization of patteins has
been achieved m the foim of formal lattice The two lattices viz- WPL and
SPL will be used further on for composition of a pattein-based woikflow
The WPL has heen achieved fiom the Van Der Aalst’s 1epository of WPs

Heie WPs ate charactetized v WCs The SPL has been genetated fiom the
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1epository of SPs as discussed m Section 23 1 Heie a tiust-based appioach

has been taken aud SPs has been chaiacterized by TEs

The LatticeGenerator procedure devised 15 apphcable to a 1epository of
patteins fiom any other context This would 1equue one to conwuder the
1epository of patteins as the extent and buwld a 1epository that would serve

as the intent hike the WGCs for the WPL and TE-s tor the SPL

The LatticeNavigator procedume chechs 1f the intent of the cuitently vis-
ited concept n the lattice 15 lexicographicallv less than the set of 1equued
attuibutes provided If so, this concept would provide the desued patterns
and the proceduie tetmiates This navigating procedure 15 used 1 compo-

sition of the worthflow giaph as discussed m Chapter 5



Chapter 5

Composition of a Workflow

Graph

Constatuent patterns in a woikflow could follow different sequences of execu-
tion based on the constiaints satisfied among them Thus, a woikflow conld
have a number of paths that may be followed for a particular execution With
this nnderstanding and the formalization of workflow as given in Definition
11, Proposition 1 is established. This proposition serves as the foundation
of the approach tor composition of a workflow as a dnected giaph where
the patterns form the vertices and the edges form the temporal constiaints

amongst them.

Definition 25 A directed graph s an ordered pan G(V.E) where

V= A{vi,v2.v5. va} 15 @ fimate set of elements called the vertices

E={(v,v)]1<2,7 <n, (m,v,) 15 an ordered pawr } s the set of edges



Axiom 1 Each pattern, erhibited wunthim o workflow has a finite mterval of

erecution during a successful erecution of the workflow

Proposition 1 4 workflow W is a directed graph G of 1t s patterns and

temporal constraints among them

Proof
Let W = (WF, s, F, P p, R) be a workflow with tenpolal constiamts
such that
WE = Pattein that 1epresents the worhflow it s cntnety
5 = The ‘stait” pattein
F = The st of  funsh  pattains
P = The set of constituent patteins mcluding S and F

p= The set of temporal constiamts between pans of patteins m PUW F

Let C = Set of tempoial constiamts amongst elements of P ¢, € C be
the temporal constramnt hetween the patteins p, and py n P Fiomn Allen’s
[A hamewoih am tempotal constiamt between two mteivals wall alwars
have an mverse constiamt between the mtervals This could be detnved
coilsldeung the merse of the constiamt fiom Allen’s 13 temporal 1elations
Therefore, tor 1epresenting a worthflow with n patteins considenng half ot

the ordered pans of patteins would sufficc This would be equal to combi-

natwon of n with factor 2 ginen by ,Ch = 52

L1 s the svinbol of factonial n' represents factorial of n
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Basis: s=\WF=f, f € F, s = f, |F|=1 |P| =1 (One pattein in W) In

this case theie could be two scenatios

o WF appears onlv once m W - In this scenaiio ¥V = {WF}, C =
{¢#} Theiefore G=(V C) forms the null giaph which 1s a directed

graph with a single vertex

e WF appeats mote than once m W - Let V = {W F W F;} wheie
1 <t <hand WEs 18 an execnbmg mnstance of WE Smce these
ate mstances of the same pattein, each mstance conld be tempo-
tally constiamed with the test mstances by one of the tempoial
telations m {so f, dm <} Theiefoie C = {c,} 1 < 3%%,@ =

(s o, fi,d,m, <) Thus G= (V C) forms a cirected graph

Case 1: |F|=1 f €F,s# f |P| =2, s ¢F (Two patteins m W) In this

case thete could be the following scenaiios

o 5 and f executes once each - Here V = {s f} Fiomn Defimtion
L1, a workflow has a <ingle start pattein and an execution of the
workflon would end m one of the iimsh patteins  Hence, the
onlv possible tempoial constramts between s and f ate {0, m f}
Thetetore ¢ = {(o, m )} and thus G= (V,C) foims a duected

gtaph

e sand f execntes more thanonceeach - Hete V = {s,5,,f, fi} 1<
) <n, 1 <A <d, s)15 an executing mstance of stait pattein s and

/
fi 15 an executing mstance of hmsh pattein f The only posaible

constraints hetween an mstance of statt pattein s and an nstance
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of finish pattein f ate {0, m,f} Simulatly the temporal constiamts
betweenl any two stait pattein imnstances and any two finish pattein
2)
mstances ate {< md f,} Thetetore C = {¢,}, 1 <1 < QL,E’,—;*%
Thus G=(V C) forns a directed giaph
¢ s enecutes once aud f evecutes mote than once - Simnlailv as for

the previous cases V = {s,f fi}, L<A<d C={¢} 1 <1 <

(d+2) -
T s G= (V,C) forms a duected graph
e 5 executes moie than once and f executes once - Smnlahy as for

the previous cases V = {s,5,,f}, L <, <n, C={¢,} 1 <1<

(n+2)!

T Thus G=(V,C) forms a duected graph

Case 2: s# f |P| =3 p € P (Tluee patteins m W) Hete the proof 15
gnien for multiple execution of s p and f Other scenatios would follow

sularly

V=~_ss,ponf i, L<7<nl<i<el<h<d Powble

temipotal constiamts are as follows

o Constiamt between start pattern mstances - (<, d f,)
o Coustramt between mush pattein mstances - (<m d f,)

e Constrant between stait pattein and fimsh pattein instances -

(0, m f)

o Constiamt between stait pattein and inteimediate pattern m-

stances - (< o, m fd)

o Constiamt between mteimiediate pattein and finish pattein -

stances - (<,m ,0 ~d)
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Thetetote C = {¢,}, 1 <1 < 5%’,—;*%’%%, Thus G= (V,0) forms a

diected graph

Case 3: Let the proposition hold for \ patteins x>3 Then the duected
graph would have at most OT(J“{—J)-, edges apait fiom the self-edges fiom

and mto each pattein

Let the pattein set be incieased bv one mote pattein In this case there
could at most \ newei edges Agam addifion of an edge to an existing
diected graph 1esults m a duected graph m tuin  Thetelore 1if the

proposttion holds for \edges then it also holds for (\+1) patteins

Thus fiom Basis Case 1 Case 2 and Case 3 the proposition i estab-

lished by wdiction

5.1 Composition without Security

Composition of the workflow 15 done as a dunected graph of 1t s patteins and
tempoial constiamts between them Foi mtiodnang parteins and constiames
to the woirkflow giaph m a path cousistent mannet, proceduies ConstraimtA-
longWalk and Validate Constraint are devised that assist m modnlanzing the

composition procednie

5.1.1 Constraint Along a Walk

Let Cons be the 1elation that stores the constiamts between the patteins in

the wotkflow giaph 1 and ) be the lexicogiaphic indices of patteins A and
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B. A consistent walk P between A and B would be of the form P"7,, P,
oo PY g PY sk PYsirr, o PYiggo1, PYog, where any two consecutive
PYs are explicitly connected by a constraint. The transitivity constraint T

along the walk P is calculated as:

T = Cons(i.i+1], the entry in Cons that gives the temporal constraint be-

tween the vertexes P'7, and P74,

T = CalTransCons(T, CalTransCons(C,,C})). C, and Cy, are the temporal
constraints between P, | PY, ., and PY,,, , PY, - respectively. Here
CalTransCons is Allen’s procedure for calculating transitive constraint

and is given m Algorithm 1

T = CalTransCons(T,CalTransCons(Cy,Crn)). Cr and C,, are the tempaoral

constraints between P'7,_y, PY,_; and P"Y,_,, PY,

Algorithm 5 presents the pseudocode for this procecure.

.-

5.1.2 Validating a Constraint

Let p, and py be two patterns and Consla,b] be the constraint between them

that needs to be validated. Let m be the number of in-edges to p, and n

" be the number of out-edges from p,. Then there could be a total of (m %

n) number of walks involving p, and p,. Each of these walks would start

with an in-edge to p, and end with an out-edge from p,. Let Wy, be such

a walk with 2" in-edge to p, as the start-edge and 7™ out-edge of p, as the
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end-edge p. and py ate duectly connected by Consfa b) m W4, Constramt
along W,,,, would be vahdated for consistency 1f 1t 15 less than o1 equal to

the constiamts along all the existing walks mvolving p, and p,

o Calenlate T the constiamt along walk V,,, neang the Conshramnt4-

longWalk algonnthm

o Foi each between p, and p, whete p, and p, are not chiectly connected
calculate C'W,,, the constiamt along walk If foo each CW,,, T C
CW,,, then Consfa,b] 15 vahdated for W,q, else 1t 15 muahdated and

the proceduie teiminates

Consfa b} will be finallv vahdated 1f 1t 15 vahdated for all the walks of type
”/mly

The pseudocode foi this ValidateConstramt procedute 15 ginen m Algo-

N\

1ithm 6

Algorithm 5 ConstraintAlongWalk(A,B,Cons)

Input. 4 B - Patteins between which the constiamnt along walk 15 to be
fonnd Cons - Relation stoing constiamnts between patteins m workflow
giaph

Output: T - The constramt along a walk P between A and B

1 P?— 4 P’ «— B {iand ) ae the lexicographic mdexes of A and B

Cons}

T — Consfi1+1] {Constramnt between the fist two patteins m the walk

P}

for 1=14+1 to )-2 do

T = CalTiansCons(T CalTiansCons(Cons[l] Cons[l+1]))

~J

- W
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Algorithm 6 ValidateConstraint(p,,p,,Cons)
Input: p, p; - Patteins between which constrant 15 bemng vahidated Cons
- Relation stoiing constiamts between patteins in workflow graph
1 m < Numbet of in-edges to p, n — Number of out-edges from p, T —
@ Flag — VALID {Flag keep trachs of the validity of constramt

between p, and py}

wo

fori=1tomdo

3 for)=ltondo

4 IndunectWalks = FidIndnectWalks(p, py) {FmdIndnect Walks
finds all the walks between p, aud p, whete p, and p, are not
duiectly connected}

T=CalTiansCons(Cous|t a] CalTransCons(Cons|a b] Cons(b 1),

(8]

6 if IncitectWalks # ¢ then

7 for each w € InduectWalks do

8 if T C ConstramtAlongWalk(w) then
9 CONTINUE

10 else

11 Flag=INVALID

12 RETURN Flag

13 RETURN

5.1.3 The Composition Procedure

The wotkflow 15 composed mteractinels by the composer with mputs from
the user The user specifications communicated to the composet 15 formalized
to WCs  Using these WCs as mput to the LatticeNavigator algonithm the
solution patterns a e‘ selected from WPL Constraints aniongst these selected
patteins ate stored mi arelation  Aunentin Consij) m this constiamts 1elation

1epresent the constramt between the patteins i mndeves 1 and j of the selected
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pattein vectol

Select the solution patterns - Solution patteins aie selected fiom WPL
nsmg LatticeNavigator based on user provided speaifications as selec-

AN

tion cliteila

Read and validate constraints amongst selected patterns - Each Con-
stramt Cons 1 )] between selected patteins p, and p, that 15 provided b

the nser 15 vahdated for consistency as follows

o If the uset tequites Cons(1,)] then find exssting walks between pat-

terns p, and p,

o If no walks ate yielded tead Consfi 3] fiom the nser and vahdate 1t

weng the ValrdateConstramt algorithm

o If evasting walks are ywelded then find Masumun Allowable Con-

stiamt (MAC) between p, and p, as follows

Initiahze MNMAC to the poner set of Allen’s 13 tempoial ielation-
ships  Calculate the constiamt along each walk between p, and
p, nsng the ConstramtAlongWalk algonithm  Each of these con-
stramts 1s mteisected mcrementalls with NAC The final value

fiom this gives the value of MAC

e Read Conslt] from the nser  If Consfr)] € MAC then 1t 1~ vah-

dated

The pseudocode for this composition procednie 1s given i Algonthm 7
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Algorithm 7 ComposeWG (SelPatSet, Cons)

Input: SelPatSet - Set of selected patteins, Cons - Relation storing
constiaints between patteins in workflow giaph
Output. Cous - Relation with validated coustiants of the workflow graph
I MAC « Powerset of Allen’s 13 temporal 1elationships
2 fori1=1tozdo .
for =1 to z do

3
4 if Cons[1,] 15 tequired then

[%;]

Walks,, = FindWalks(p, p,) {FudWalks 15 a function that
J ]

tetwins the existing walks between patterns p, and p, }

6 if Walks,, = @ then

7 Flag — INVALID,

8 while VahdateConstiant(p, p, Cons) = = INVALID do*
9 tead Cous|r ),

10 else

11 for each w € Walks,, do

12 MAC = MAC N Constraint Along Walk (w)

13 while Consf1 )] € MAC do

14 1read Cons[1,)}

The graph thus composced can have diftcrent exeeution walks based on the
mathmgs of “start’ and finsh pattcins For a mathing WE 15 added to the
zetoth mdex of the selected pattein vector WE 1 the pattein 1epresenting

the worhflow it s cutucty

o Mathing statt’ pattein - Let p, be the ‘stait’ pattetn Then mal »

as ¢[s 0]={s} whete « and 0 are mdexes of py and py

o Mairking fish’ patterns - Let theie be n fimish  patteins Maik
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the ‘fimish  pattein py as ¢[f 0]={f} whete f 15 the mdex of p; 1 the

selected pattein vector

This maihing 15 vahdated 1f the following holds -

e Foi each py theie enists a walk fiom p, to py

o ¢[15]=¢ for 15 (no w-edge o ps except <elf edges)

o ¢[f1] = & for £ 1( no out-edge fiom p; except for self edges)

5.1.4 Illustrative Example without Security

Figme 5 § visnahzes the ditected giaph composed ont of the tequisition pro-

cessing workflow m Examnple | nsing the Compose VG procedine Table 51

ginves the WPs 10les and tempoial constiamts mvolved m the woirkflow

Table 5 1 WPs 1oles and constramts i 1equisition processing workflon

| WP

| Secuencel (S1)

i E~clusnechoicel (EC1)
s Exclusiiechoice2 (EC2)

! Sequence2 (52)

Roles attached

Requester Appiover

Approver Procnement Otheer
Approvar Drocuiement Ofheer

Store Iveeper

| Constraints involved
51— —(0) = ECL
EC1 - (<) — EC2
PEC2 - — (<) — 52
52— —(0) - PS1

i

{ ParallelSphtl (PS1)

Stoie Kheeper, Acconnts Officer

PS1-~(0) — SL1

| StiuctwedLoopl (SL1)
| Exclusiechoice3 (EC3)

’ Sequence3 (S3)

Approver Accounts Officer
Approver, Accounts Officer

Accounts Officer

1 SL1 - —~(d, ) — EC1
|
I EC3 - —(0) — S3

Above WPs namels Sequence ExclusneChoiwce ParallelSpht and Stiuc-

tuedLoop ate standaid pattetns tiom Van Der Aalst et al’s 1epository
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Appendin F presents the structuie of these patteins bonowed fiom the Van

Det Aalst et al s1epositoiy As per the Defiuition 12 of WP the Exclusive-

Choicel pattein 15 illustrated here

T
R( up
T

TempConst

Cont1ol-flow

rules

REB

ApproveRequisition GeneratePO Notify Requester
Appiover, Procuiement Officer (PO)

{(Approver) (AppioveRequisition)} {(Pl()(llle:llellf Ofh-
ce1) (GeneratePO Notih Requester ) }

ApproveRequisition —  —(<) — Generate PO
ApproveRequisttion — —(<)Notr f yRequester ‘
R being the 1equisition processed, the coutrol flow 1ules ate

Approved(R) — {(GeneratePO&&~Not:fyRequester)
Demed(R) — (=Generate POSLANot: fyRequester )

(PE() ([t/1/2000 co],CurrentFinYea VH enable Ap-
prover)

(PE,) ([1/1/2000 oc],MaichEnd, VH disable Appiover)
(PE;) ([1/1/2000 o] CurtentFiYear, VH enable PO)
(PEy) ([L/1/2000 oo] MarchEnd VH disable PO

(RTy) (enable Approver — H enable PO)

V and H ae puionties of tashs and H < VH  Cur-
rtentFmYea = all year s + 4 Months > 1Y ear s 1epresents
the set of mteivals starting at the sante mstance as the fourth
mouth of each vear (In Gregoilan calender this 15 the vea
staring Ist of Apul) MarchEnd = «ll year s + 90 Days >
L Days 1epresents the set of wmtervals starting at the sause
mstance as the ninetieth dav of each vear In Giegorlan

calendar this 15 the 315 Maich
/
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Figuie 5 1 Requisition processmmg woi kflow

5.2 Composition with Security

Secnity 15 a non-functional charactenstic that needs to be mtegrated to
the woirkflow for incieasing 1t s 1obustness In this pattern-based approach
tor workflow composition, a workflow 1s secuied by mtegrating SPs to the

constituent WPs of the workflow
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5.2.1 - Secured Workflow Pattern

A SP is a task to be performed for ensuing a TE 2. Hence integrating SPs to
a WP would result in a secured version of the WP wherein the SPs would

be temporally constrained to the WP.

Definition 26 A Secured Wprkﬂqw Pattern (SWP) s defined ns <
WP, SPset,C > where

- WP is the workflow pattern being secured
* 2 SP,. is the set of SPs integratetl to WP

- C is the set of temporal constraints between patterns in SPy and WP.
SPs in SPy., are temporally independent of one another and executes

i reference to WP

A SWP is essentially a WP with the tasks in the core WP and that in the
. integrating SPs forming the task set. The SPs.in a SWP will be executed in

. reference to the core WP.

-5:2.2 :Securing a Workflow.

¥

The procedure for composition without security described in Section 5.1 could

he used for sccuring a workflow during composition as follows

~e Constructing the. SWPs from the selected WPs: For each of

the selected WP, security. requirements are read -from the user and

: 2Refer to Definition 18.
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formahzed as TE< Solution SPs foi these secunity ieguuements aie
selected hom the SPL hased on the totmalized TEs The SWP 15 thus
formed by 1eacing the temporal constiamts between the selected SPs

and the WP

Reading and Validating constiaints amongst SWPs: The <e-
lected pattern vector m this case would hold the SWPs and the con-
stramts 1elation wonld hold the constiamts amongst the S\WWP<  Fou

each enfiv Consfi)) m constramts do the followmg

— It Cons1,)) 15 tequuied then find walks between patteins SW P, and

SW P,

~ If no walks aie vielded 1ead and valhdate Consfr,y] For this fol-

lowmg two constiaints need to be vahdated

*+ Constraints between SW P, and SW P,: SWPs bemg \WWPs
essentially  the ValidateConstramt procedue 15 nused hete

* Constraints between SPs and SWPs: Let SP, be one
of the SPs mtegrated to SWPE, Let ¢; ¢, and ¢; be the
constiamts between SPy and SW P, SW P, and SWPR,, SP,
and SW Py, 1espectively  The scenaiio 15 depicted i Figmme
52 Hewe ¢; ¢, c3 bemng temporal constramts for all possible

values of ¢y and ¢ c; will be given by Allen’s Tiansitiity

Table 2 2

— It walks aie vielded then find maximum allowable constiaint (MAC)
between SW P, and SW P, as follows

Imtialize MAC to the power set of Allen s 13 tempotal ielation-
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ships  Calculate the constramt along each walk between SW P,
and SW P, usmg the ConstiarntdlongWalk algorithm  Each of
these constiamnts 1~ mtersected mcrementalls with MAC The fi-
nal value from thus gives the value of MAC Read Cons[iy] If

Consf1)] € MAC then 1t 15 validated

C
SP !

SWP a Z SW Pl3

C,

Figme 52 Secutity constiamts

5.2.3 Illustrative Example with Security

Talang forwaid the illustiation for composition without ~ecurity Table 5 3
gives the selected SPs for secuimg the constituent WPs m the 1equisition

processing woirkflow

The secmied Sequencel WP s given i Table 54 as per the definition of
SWP and depicted m Figuie 53 The secured version of worhflow with the

SWPs 15 visuahzed m Figme 5 4

In this chapter an origind approach tor composttion of a workfion as

a duected graph of 1t’s patteins and temporal constiants has been given
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Table 5.3: Security requirements of Requisition Processing workflow
WP TEs to be enforced | SPs

Sequencel Authority | ATH,ATR
Exclusivechoicel | AP, Identity, A!.lthority ATH, ATR, RB

Exclusivechoice2 | Authority, Integrity ATH, ATR, RB

Sequence?

ParallelSplit1 Authority, AP, Identity | CP

StructuredLoopl | Authority, AP, Identity | ATH,ATR

Exclusivechoice3 | Authority, AP, Identity | ATH, ATR

Sequence3 Authority, AP ATH, ATR

Table 5.4: Secured Sequencel

WP - Secuencel

SP.:- ATH for Reql_lefster‘ (ATH,), ATR for Requester
(ATR,), ATH for Approver (AT H,), ATR for Approver
(ATR,)

C - " ATH, — —(<) — Sequencel, ATR, — —(<) —

 Sequencel, ATH, — —(d) — Sequencel, ATR, -

—(d) — Sequencel

For c01lsf1'a.illt$,'it considérs the set of 13 temporal relationships between a
pair of ordered intefvals as ést_ablished., in Allen’s TA. A validating procedure
for the constraints has a.léo been devised in Section 5.1.2 which is also nsed
~in Chapter 6 for incorporating change into the composed workflow. The
approach also gives an innovative way of composing a secured pattern-based
workflow. For this, a WP is secured by integrating SPs to it such that the

resultant remains essentially a WP. It is formalized as a SWP and a secured
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Secured Sequencel

Sequencel
Create Requisition _| Approve
Requisition Requisition
[ }
Requester Approver
authority authority
‘ ATHJ ‘ ATR ' ATH ATH
AN

Figure 5.3: Secured Sequencel pattern

version of the workflow is composed with these SWPs.
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Chapter 6

Incorporating Changes in a

Workflow

Foimahzation of a workflow m teims of 1it’s patteins and constiamts as con-
aidered m this 1eseaich eases the tash of mamtammng the woikflow Consid-
eting a wothflow at the pattein level 1ednces the complexitv of vahdating
changes that would he mcoipoiated mto the workflow duning the maimnte-
nance phase Change m a woikflow over passage of tnne may occur m van-
ous forms - (a) Change m patteins (b) Change mn the temporal constiamts
amongst patteins (c) Change 1 the 1oles attached to the patteins This
Chapter gives an approach for incorporating these changes based on Allen s
IA fiamewoirh and TRBAC Heie a pattein 15 conaicleted to be stinctuially
atomic 1 natuie that conld consist of other patteins as a constitnent tash
within 1t Thus a pattein could have other patteins that would 1efer to at
dummg an execntion With this wndeistanding the change mcoiporation ap-

proach gien i this chapter considers a pattein as a Reference Intertal and
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traces a Reference Interval Hierarchy (RIH) fiom the duected graph of the
woltkflow Changes m patteins and tempoiral constiaints ae then mcot po-
tated into the RIH by a coustiamt propagation procedure Changes m the
1oles attached to tlie pattetus are mcorporated bv mahmg consistency check
on the REBs ot the eftected 10les The change meoipotation process do not

alter the stiucture of the patterns m anv way

6.1 Basic Formalization

Formalization of the change mncoiporation approach 15 done in terms of defi-
nmtions and Proposition 2 that mahes use of formal constructs of a worhflow

as done eatlier i this thesis

Definition 27 4n execution walk ¢ P, Py, , P, of a worhflow s an

cocntuelly funtc scquence of some or all of the constitucnt patterns of the

worhflow

Definmition 28 A Refeience Interval Hierarchy (RIH) is « tempoial hi-

erarchy characterized by

WFE o mavmal interval that doesnt 1efer to any other imiterval

R ={iy 12 1,} 15 the set of 1eference mteivals constituting the hi-

erarchy

C! C C where C s the set of the temporal constiamts from dilen s

frameworh



- For each pan of mtervals (1, 1,) from R of (1,,0,)€ RIH then (1,,1,)
¢ RIH and 1, > 1, = c,, where c,, € C/

Proposition 2 Grven any workflow representable as a diected graph G with

temporal constramts C 2t 15 always possible to transform of to a RIH

Proof: Fiom Tioposition 1, a wortkflon can be 1epresented as a dnected
graph of it’s patteins and constiamts among them Agam fiom Dehimtion
27 a workflow 1epresentable m terins of ite pattein can i twin be considered
as the sequence pattern (Pattein L as per Van Der Aalsts’ ndexing of contiol-
flon. WDPs) Let W = (WF, s F P p R) be a workflow with temporal

constrants such that

WEF = Pattcin that repiescuts the workflow 1w 1t’s cutnety
« = The «tait’ pattein

F = The set of ‘fimch patteins

P = The set of constitnent patteins mcluding S and F

p= The <et of temporal constiaimnts between pans of patteins m PU W F

Allen’s 1epresentation of multiple temporal 1elationships between mtet-

vals 15

Ty = —=0112, ,i0)—Th

wheire T3 T5 ate mtenvals and 14,13, 1, ate possible temporal 1elation-

ships between them
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Using this 1epresentation and considerng the fact that anv set of time m-
tetvals between a start and an end time pomt 15 covered under the set of L3
temporal relationships (as has been estabhshed m Allen’s transitnity table)

the pioposition 15 proved hete In the process of mnduction

Basis: s=WF feF s={f |F|=l |P| = | (Thete 1~ onlv one pattein m
W)

Hete
(s WF)|s——(s,=,f) = WF
(f WFE)| f——=(s,=,f) = WF

the basis case as i figme 6 1 15 transtoimable to an RIH as i figuie

WEF

s/t

Figuie 6 1 Basis of proof for Proposition 2

Case 1: |F|=1, f €F, s# f |P| =2 s ¢F (Theie aie two patteins m W)

Heie
(s, WF)|s——(s) = WF
(f,WF)|f-—=(fy—=WF

Casc L as i figuie 6 3 1s transtorntable to an RIH as i figiue 6 4

Case 2: s¢ F |F| > 1, |P| > 2 (Thete aie mote than two patteins m W)
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WF

s/f

W

WE(D)

(s.=D

| s(WF)

o

RIH

Fignre 6.2: Transform of basis case of Proposition 2

[ Je
©

WE
$ .
(<,0,m,s) f L > T fj (m)
s |
; (s)
Figure 6.3: Case 1 of proof for Proposition 2
Here,

(s, WF)|s— —(s) = WF _
(L, WF)| f, = =(f) = WF,1<j3<m
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WE(Z)

WF / \
— - ¥ N

N - f

(<om,s)

’

\
\

’

s(\\I/F )--- -(<.0.m,s)——>f(\\V F)

W RIH

Figuie 6 4 Tianstormation of Case 1 for Proposition 2

WF

| AN

s — PP

(<,0,m,s)

[y S
=

Figuie 6 5 Case 2 of proof for Proposition 2

Let P, be one of the pattetn m P other than the “start pattein and the

fimsh patteins (p, WF) 15 calculated as follows

(s.p)|s—=—=(<,0,m,8) = p———~——~ (22)

.

Now, applymg Allen’s transitivity 1elations
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(WE,p)=((WF,s).(s,p)) = ((5), (<, 0,m, 8))[ from n and i) — — — —(w)

((s:), (<, 0,m, 8)) = (5, <)U(s,,0) U (85, m)U(s,,8)) = =~ = — — ()
(8,.<) = (<,oom,dy, fi)y = ————— (v1)

(s,,0) =(0,dy, f,) =~ — — — — (v14)

(s,,m)=(o,dp. f)——— ==~ (vini)

(5,,5) = (5,8, =) = = = = = (1)

. from (iv) to (ix) above

(WF,p)=(<,0,m,d. fi,5,5,=)
& (p,WF)=(>,0,m,d, f,5,8,=)—————— (z)

1

Fromn axiom 1, patterns within the workflow are execution intervals dur-

ing run time, hence (x) above reduces to
P, WFY=(d, f. 8,8, =) — = — — — — (a2)

Again, since p, # s. p, # f;, s—=(3)>WF, f, — —(f)=WF, (xi) further
reduces to (p,, WF) | p, — =(d) - WF

Similarly, considering the “finish” patterns one can arrive at

(p, WF) | p, — —=(d) - WF

. Case 2 as in figure 6.5 is transformable to an RIH as in figure 6 6



WF

w

(s'w 0's)

Z |
N

S(WF)------ (s)——= WE(2)

7N
’ D @ (d?\ (d)\\\

(d)

'
) v
'

’

v
. \

R (WF): - (cl)_.pz(\;\/F)--- PJ(WF)' e = p,;](WF)

RIH

Figmie 6 6 Tiansfoimation of Case 2 for Proposition 2

Thus, fiom basis, Case | and Case 2 the proposition 15 estabhished

thiough mduction

6.2 Functionalities Involved

Changes that may atise m patterns m o wotkfon would also aftect temporal
constiamts Any changes m the constiamts would have a cascading cftect on
the entire workflow simce the patteins ate transitively 1clated to one another
hy the constiamts Also change m pattetus would huing about changes m

toles These chianges are acconnodated mto the workflow graph as follows

I The graph of the woikflow bemng mamtaed is tianstorined into a RIH

by the Transform proceduie
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2 Changes m the foim of new patteins beimng added and existing con-
stramts bemg changed ate mcoiporated bv the IntroduceNewPattern
and ChangeConstramnt procednies These procechines take caie of the
cascading effect of the changes bemng mcoipoiated i a path-consistent
manner Changes 1n 10les 1esulting fiom the mcoiporated changes ate

mtrodnced by the process given 1 Section 6 3

3 Once the changes aie successfully mcoiporated to the RIH the updated
RIH 15 tiansformed bach to 1t 5 ciected graph foim by the Inverse-
Transform proceduie The updated woitkflow goes mto execution n a
evolved form and fuither changes aie mcoipoiated similaily as m the

above steps

6.2.1 Building the Reference Interval Hrierarchy

Simce the RIH 15 A lietaichy of mtetvals each pattein mterval mat will be
ielated to 1t’s Reference Intervals v one o1 moie of the following temporal
relations - (during(d) start(s) fimish(f) equal{=)) To keep tiack of the
pattetns that have been selected m RIH fiom W each pan of (pattein
mteival) 1s mathed with a pau of flags (skel, stub) wheie shel flags the selected
pattein in W and stub flags the coirespondimg nterval m the RIH The RIH

could be buld tiom the woikflow giaph by the tollowimng procednie

Step 1 - Maik all the patterns that aie 1elated to WF by one o1 moie of

(sdf=) Let these patteins be given by Pipprai

Step 2 - Foi each pattein in P, ,na 1ecuisively back tiace the woikflow
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graph In each step of the back tiacing Let Py be the Reference
Interval pattein of P, - the pattein bemg visited cutrently and P
be the set of acjacent patteins duecth connected to P., To start

with @ 15 the Refeience Interval pattein of WF

Step 2.1 - Make P, the Reference Interval of those elements m P

which ate related to P.,, bv one o1 mote of (s d f =)

Step 2.2 - Label the edges amongst those elements m P, selected m

Step 2 1 by the Constiamts amongst them

Step 2.3 - Continue with the back tracing with those elements i Py,
that have outgomg edges If no such elements exist ot all such
elements have been exhausted then contimue with the bhack trac-
ing with the remaming adjacent elements of P, s yet to be ex-
plored This process continues until all the patteins i the sub
graph rooted at the cuiient pattein m P,a has been exploied

completelr

Step 3 - The RIH will be bult once all the patteins m P, has been

exploted as n Step 2

The pseudocode tor this Transform tunction 15 given m Algonithm 9 Tvans-
form niakes a call to the recuisive procedure FrploreSubGraph that hack

tiaces the graph 1ecursivelv



Algorithm 8  Exploresubgraph(P.,, W,.;, Cons, RIH,;,

TCons)

Input P, - Cuilent pattein i giaph hemng visted 1V, - Patteins n giaph
Cons - Relation holding constiamnts amongst patteins m giaph RIH,q
-Selected patteins in RIH TCons - Relation holding constiamts amongst
selected patteins n R1H

Output: RIH. - Anray holding 1eference mtervals of selected patteins m RIH

I Fhg «— Adjacent patteins of Py,

2 for each P, € Py do

3 Visted(P)

4+ if Edge(Pew ,P)) 15 one o1 more of (5, f,=) then

5 I = mdex ot P,,, m = mdex of P,

O Add Cons{l m} to TCons {Cons[l,m] 15 the constiamt between Pu,, and
P}

7 PJ,” — P, {P]N,f 15 1eference mterval ot P, }

8 Add(P;,, s RIHpat)

9 if P.,, 15 not selected then

10 AAA( Py RIHpgt),

11 FPeur — Elenients of P4 having outgoing edge

12 1f P, = ¢ o1 each element m P,y maiked viated then
13  RETURN

14 else

15 P2+ — Next element i P,,,; not visited yet

16 ExploteSubGraph( Pt Wpar, Cons RIHp, TCons))
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Algonithm 9 Transform (W,,, Cons)

Input: 1V,, - Aniay holdmg patteins m wothflow giaph Couns - Relation
holding constiamts amnongst patteins in 1V pat
Output: RIHpq - Anax holding 1eference mtervals of <elected patterns mm RIH
TCons - Relation holding constiamts amongst pattetus m RIH ¢
I NotSel(TV,q) {The patteins m graph are nntiallh marked as not selected}
2 Pona — P Py, ,P, {Patteins telated to \WWF by one o1 more of (s,d f =)}
3 Pe=¢ {Refcrence Interval of the whole workflow WF}
4 Append (P.f, RIHpqt)

for 1=1 to u do

o

6 Append constiaint between P,.f and F; to TCons

-

Visited (P, ), Selected(P,) {P, 15 natked visited and selected m 1V, with
shel and stub flags}

5  ExploieSubGraph(F, Wy, Cons RIH,w TCons)

6.2.2 Incorporating Change

In the scope of this teseaich, changes m the foim of a new pattein bheing
mtioduced and change i the value of an existing constiaimnt aie consicerec
Foi hoth the cases the 15sue to be taken care of 15 whether the 1est of the
constrants m the RIH would 1emam consistent o1 not atter mtioduction of
the changes For this, the appioach taken heie fiist validates the cascacding
eftect of the change along all the eftected paths 1n the RIH and then mtioduces

the‘desned change This make the changes path-consistent m natuie

¢ Introducing a new pattern -This would effectively mean that a new

wall 15 to be established between two existing patteins which wounld
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have onlv this new pattein as an mtetmediate vertexn If A and B aie
the two existing patteins and C 15 the new pattern then C could be

consistentlv intioduced to the worhflow as follows

Let 1 and | be the lenicogiaphic indexes ot patteins A and B A con-
sistent walk P between A and B would be of the foom PY, PY,.,

Py PPy, PP, P,y ,-1 PY,4, wheite amv two con-
secittive P7s ate exphicithy connected by a constiamt The transitivity
constramt T along the walk P 1s calculated by the Constramt AlongWalk
procednie Smilaly the constiants along all other walks between A
and B aie calculated and then mtersection 15 considered as R After
calculating R n this manner constiamt Cl between A and C and C2
hetween C and B ate 1cad  CL wouldd be vahdated ot C1 € R and C2
will be validated ift C'alTransCons(C1 C2) C R Algotithm 10 hists

the psendocode for this IntroduceNewPattern procedme

Change in an existing constraint - Let C be the constiamt between
patteins P _; and P, and C 1s to be changed This will aftect all the
walks mvolving P, _y and P, Let P = P, P, P, P P4+ P,
be one such walk Let R, , be the constiamt along walk P R, _; be the
constiamt along walk up to P_y Calenlate R, the constiamt along
the walk startmg fiom Py _, with the changed valne of C Let R,., be
the new constiamt along walk P with the changed value of C R, 19
calenlated as CalTransCons(Ry -1, Ri) Hete the changed value of C
will be consistent and vahdated 1ff Ry © Koy, The psendocode for

this ChangeConstrawnt procednie 15 given m Algonithm 11
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Algorithm 10 IntroduceNewPattein (Pat,, Pat,, Patye.s Ci,

C

RIH,qu, TCons)

Input: Pat, Pat, Patnen, - Patpen 15 the new patteru to be mserted between

8
9
10
11

Pat, and Paty, Cp - Constiamnt between Pat, and Pat, Co - Constiant
between Pat e, and Paty RIHpe - A11ay holding the patteins m RIH
TCons - Relation holdiug the coustiamnts amongst the patteius m the RIH of
the workflow graph
1 — Index ot Pat, m RIH
) — Index of Paty, m RIHp
Conwalks = Consistent walks hetween A and B {Found hv am
sttaighttforward graph search algorithin like BFS Each element CP €
Conwalks 15 of the formn P'7,, P, 4, P9y P Py,
P177+J—17 P”H—J}
R — ¢ {15 the complete set of 13 tewporal relations hiowr Allew’s TA' R
lepresents constiamts along all consistent walks hetween A and B}
for each CP € Conwalks do

Py, st — FustPat(CP)

Piast — LastPat(CP) {FustPat and LastPat aie tunctions that 1etuin the

first and last patteins of a walk tespectivelv}

T — ConstramntAlongWalk(Pf,, st Fiast TCons)

R— RNT
if C; C R aud CalTransCons(Cy,C>) € R then

Intioduce Pat . between Pat, and Paty, by ddmg Pat e, to RIH

{This aeates a walk Pat, Pat,., and Pat; m the woitkflow graph}
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Algorithm 11 ChangeConstraint (C,..,, Pat,, Paty, RIHpu,
TCons)

Input: Pat, Paty - patteins between which constiamt 1s to be changed C,., -

0

Nl s]

10
11

12

New constiamt between Pat, and Puty, RIHp. - Atray holding the patterns
m RIH TCons - Relation holding constiamnts amongst the patterns m the
RIH of the woikflow graph
Corg «— Oniginal constiamt between patteins Pat, and Paty
Eftectedwalks — walks mmvolving both Pr_; and P, m woirkflow giaph
VahdFlag leftarr ow TRUE {Flag tor imndicating vahdity of new constiamt
bemng mtioduced}
for each P € Eftectedwalks do
R, 4 = Ongmal constraint along P R, = constiamt along P up to P, R,
= constiamnt aloug P stanng fiom P, with new constiaint C ey hetween P,
and P, {Here ConstramtAlongWalk proceduie 15 nsed for calenlating Ry, 4,
R, and Ry}
Ryen — CalTvansCons( R, Ry)
if =(Ry C Ry ) then
ValdFlag — FALSE
RETURN FALSE,
if VahdFlag = = TRUE then
Corg — Chew; {Replace onginal constiamt by new constiaint}

RETURN TRUE

6.2.3 Inverse Transforming Reference Interval Hierarchy

to Workflow Graph

The meise transform function takes the RIH with changes mcorporated and

outputs the equivalent woikflow glaHlO It 15 paiameterized with a staiting



Reference Inteival, Stairtgy; A call 15 made to the merse tiansform function
with WE(¢), the pattein 1epresenting the whole wothflon that doesn t 1efer

to amnv other mtetval The procedure works as follows
e Start with Startg,

o Let Into, be the cutient mterval i the hierarchy bemng explored and

Int, .5 be the mtervals referencang Inta,

o Let I.,,5 be the latest mterval explored which had an equivalent pattein

m VW Imtialize 1t to NULL
o Fo1 each mterval I € Int, o do the following

— If this 15 a new mterval and I.,,s 15 not null, add the pattein for
this Interval m W Tl pattein will be connected to the corle-
sponding pattein of [.,, by the edge between the two m RIH
Clieck tor a new mterval can be made by using the (shel stub)
flags

— If this 15 not a new mterval then check whether the edge between
I, aud I m RIH 15 similat to the cotiesponding edge mn W If

not then npdate the edge m W accordingly

— Make 1,5 the nest element w [,.f If I, 15 found null then
the procedwe completes and W 1s updated with the mcorporated
changes If 1.,,5 15 not null then tepeat the mveise tiansfoim

recursnely with 1., as Startpg

Algornithm 12 ginves the pseudocode for this imverse InverseTiansform proce-

due
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Algorithm 12 InverseTransform (WF, RIH,,, TCons. W,,,
Cons)

Input: RIHp. - Anay holding patterns m RIH TCons - Relation holding

constiamts m RIH W, - Anray holding patteins m W, Cons - Relation

holding constramnts i W

Output: Updated W,q: and Cons,

1

Inte, — WF Int .5« Intevals 1ieferencing Inte,  Tearst — NULL {1,
1epresents the latest mteival exploied and that has a corresponding pattein
m W}
I — Fust(Int,¢f) {Fust tetmns the st element m Int, .5 }
while I # NULL do
if InWG(I) = FALSE then
Inew — I {InWG 15 a function that seaiches tor the equnnalent shel of I
m W and 1etmns tine 1f found}
if Ioh,op # NULL then
AddEdgew (Ieist Lnow,« Bdye(Toarst Inew)) {AddEdgeyy adds the new
pattein mto the graph}
else
Ipjev = Teavst. Jews — 1
if Edgevy (Ipevs Lowi) # Edgerig(Ipew Imn) then
Edgeyw (Ipy ey Ion) — Edgerin(Ip ey I ) {Edgew and Edgerry a1e
functions 1etuimng constiamts from W and RIH}
TIoqise — Neat(Int,op) I — I ooe
if Io,,s+ = NULL then
RETURN
else
InverseTianstorin(le, o0 RIH 0t TCons, Wy, Cons)
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6.3 Change in Roles Arising from Changes in
Workflow

Change m 1oles that may arise due to accommodation of changes m workflow
can be cheched for consistency v cheching the REBs that gets mtioduced
or effected by the change Change m a woikflon can either be change
an existing constiamnt o1 mtroduction of a new pattetn  Change mn an ex-
sting constiaint will have no eftect on the 10les sice these changes will not
aftect the Periodic Events (PEs) wz the REBs attached to the \WPs whase
constramts have been changed Wheteas mtioduction of a new pattein can
bimg m two possible changes - New 1oles introduced 1 the REB of the new
pattein and existing roles assigned to the new pattein The whole scenatio

15 depicted n Figuie 6 7

Changes wn Wotkflow

Change n New pattein troduced
existing constraint
No change in1oles [ ]
New role intioduced Existing 10le assigned
Given PE | !
l "‘l’(e? R,T Given RT, Same PEs — Different PEs —
check for check for PE 5 check required check as per table

Figuie 6 7 Role change scenaio
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6.3.1 Introduction of a New Role

REB of a pattein have PEs and RTs which mvolve enabled and chsabled
statns of the 1oles attached to the pattetn For a new 1ole bemg mtioduced
clie to mtioduction of a new pattein the REB of the new pattein would be
having PE o1 RT o1 both mvolving the new 1ole In this case con<stencs

check could be macde as follows

e Gnen the PEs consistency chech 15 made for the status of the new iole

n the RTs

e Given the RTs consistency chech 15 made for the statns of the new 1ole

m the PEs

An illustiation of this 15 grven m Section 6 5 3

6.3.2 Reassignment of an Existing Role

In this case the petiocic events m the REB of the new pattein imvolving the
existig 1ole 15 compated with the periochc events m the REBs of the existing
patterns mvolving the same 1ole No consistency check would be 1ecquied 1f
the penodic events ate same Consistency chech on the status ot the toles

could be done as per Table 6 1if the periodic events are different

Heie

e ER Existing 1ole

o PEeict(l,,,. PExExist) Penlodic event m existing pattein mioliimg

ER whete [,,,4 15 the mtersal and PE1 E11sf 15 the perodic expiression
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Table 6 | Consistency chech table fo1 1ole trggeis 1 REB

Iutervals Patodic ox- | status of | fcastnhty
Pressions ER
Same 5a1ne SaMe allowed
saine same chfterent not allowed
Samie difterent sale allowed
saue difterent ifferent allowed oulv f calenders i the
two eapiressions ate disjomt,
cuffercut Sale SAIe allowed
difterent same different allowed oulv iff Io i = = (< m >
y—1, ..
diffcicut diffcrent SAlIC allowed
different and disjomt different different Allowed
chfterent and | chfterent allowed
chfferent and not disjoint
disjomt
diflerent and | difletent Allowed onlv 1l different ¢alen-
not disjont dersmi PELE st PEiNew

o PEnew(/,.., PE1New)

Petiodic event 1n existing pattern i olving

ER whete [, 15 the mterval and PE1New 15 the periodic expression

6.4 Change in Security Arising from Changes

in Workflow

Secuiity aspects has been mtegiated to a workflow durmg composition

transtorning WPs to SWhs

A SWP 15 essentiallh a WP as has been for-

malized mn Definition 26 It has a core WP and SPs 1elated to 1t by temporal
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constiamnts  Thetefore secunity ielated changes could be of two foims - n-
tioduction of a SP to a SWP, change n the constiamt between a SP and 1t’s

SWP

6.4.1 Introduction of a New Security Pattern

A new SP can be mtioduced to the woikflow by integiating 1t to a pattic-
ular SWP SPs in a SWP execute ndependently of one another Thus, this
will hatve just one imphcation to be taken care of - how will this new SP be
constiamed with othet SWPs duectly connected to 1t’s SWP Fuither cas-
cading effect of this change could be avoided 1if the new SP 15 mtroduced
i stiich a manner that the constiaints between 1t’s SWP and those duectly
connected to 1t 1emams nnchanged This can be achieved bv the process
taken for valhidating a constiamt hetween a SP and SWP duiimg woikflow

composition

6.4.2 Change is Existing Constraint

In this case, the 1equued change will have a tiansitive eftect on the con-
stramts amongst the effected SWP and the SWPs duectly connected fo 1t
Thus, without changing the constiamts amongst the SWP<, the iequued
change 1 constiamnt amongst the SP and 1t’s SWP could be 1ahdated nsmg
Allen's Tiansitinity table and mcoipoiated accorcdingly This approach 1

agamn similat to the one taken duiing composition with secntity
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6.5 Illustrating the Approach

Figuie 6 8 gives the equivalent RIH tiansfoimed fiom the dunected graph
in Figute 51 of the requisition processing woirkflow ginen i Example 1
Given a pattein mterval Pat,,, and 1t’s refetence mterval Ref,,, m the
RIH 1t 15 1epresented as Pat,.(Ref,,,) All such Pat,,; are connected to
then respectine Ref,,, bv one o1 more of the following tempoial 1elations -
(d,s, f) In thas RIH, RegP)oc(¢) 1epresents the whole tequisition process-
mg wothflow as an mterval that dvesn t refer to any other mtervals Thus
this forms the 1oot of the RIH Exclusivechoice3(StiuctuiedLoopl)

ExclusivechoiceN(StiuctmedLoopl) ate the multiple mstances of Exclusive-
choice3 fiom withm StiucturedLoopl Theirefore each of these mstances aie
telated to 1t - 1eference mterval StiucturedLoopl(ReqProc) by the temporal

constrant (d)

6.5.1 Illustrating Workflow Pattern

The Exclusivechoice2 pattein m the requisition processimg workflon 1s foi-
malized accordmg to Definition 12 m Table 6 2 The equivalent RIH of this

patteiu 15 depicted m Figuie 6 9

[127] 15 the only other attempt at formahizing the temporal characteristics
of WP using Allen s IA It 1epresents the fust 20 contiol-flon WPs fiom Van
Det Aalst et al’s 1epository  This 1epresentation successtullv covers the
conttol-flow of the constituent tasks in the patteins bv a set of foinmlas
tetins of the end pomts of the tashs However the aspect ot 1oles attached to

these \WWPs while constituting a woikflow, temporal constiamts amongst the
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WPs in the workflow and that a WP could form a hierarchy of other patterns

hasn’t heen taken care of. These issues have been snccessfully covered in the
formal approach given in this research work

Exclusivechoice?2

Exclusivech
xclusivec _Q'_C_e.}<)—-—— gReqPrOC)

foy—" (ReqProc)
= a

Sequencel
(ReqProc) "™
]
Sequence?
/l}eqProi: (cg)< (dp---mee- (quProc)
o Lo Te <s>
Seqi{énce3 N StructuredLoop! __ ParaIIeIS lit]
(RegProc) ~~ 97 (ReqProc) ©) " "(ReqProc
o,
(d) {d) {d) .
! ExclusivechoiceN—1______ Exclusivechoice4
(StructuredLoop1) (StructuredLoopl)
' ).
Exclusivechoice3

1
'

)
(StructuredLoopl)

t
1

ExclusivechoiceN

(StructuredLoop)
Figure 6.8: Interval hierarchy of the requisition processing workflow
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Table 6 2_FE~clusivechoice2

T ApptovePO Disp wchPO Notifv Store Iseeper

R, Appiovet Procutement Otheer (PO)

T {{Apptorer) (ApptorePO)} {(Procurcmat Other ) (Dis-
patchPO Notify Storelveeper ) }

TempConst Approve PO~ —(<) — DispatchPO dppron e PO~ —(<)Not1 fyStorels eeper

Control-Aow rules PO being the Puichase Order gener vecd on approved reqisition the control

flow tules we
Appir oved{ PO) — (DrspatchPO) Denred(PO)
(~DispatchPOL & Not fyRequester)

(PEY) ([1/1/2000 oo] CuttentFimYear VH enable Approver)
(PE2) ([1/1/2000 oo} MuchEnd VH cisible Appiover)
REB - (PE3) ([1/1/2000 oo] CuientFinYear VH enable PO)
(PEY) (11/1/2000 0] MuchEnd VH disible PO

(RT1) (enable Appiover — H enable PO)

Via 4
Exclustvechoice2(Requisition Processing Woikflow)
(s)
/(ﬂ AppxovePO(Exclinsn:echolceQ) (Q\\
/<>>"'/ \\P)\
Dls';)/atchPO(ExcIusnvechoncez) NotlfyStc;leKeepe1(ExclusxxéchonceZ)

Figuie 6 9 Interval lnetaichy ot Exclusivechoice2
6.5.2 Illustrating Changes Introduced in Workflow
Introduction of a New Pattern

In Figuite 6 10, new pattein Secuenced showu m Table 6 3 1~ added between

the patteins Exclusivechoicel and Exclusivechoice2 m the 1equisition pro-
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cessing workflon  Here, C = (<) 15 the existing constiamt between Exclu-
sivechoicel and Exclusivechowce2 The condition for consistency and vahdity
of Sequenced bemg mtioduced 15 CalTransCons(Cl C2) C (', whete C1
= constramt between Exclusivechoicel and Sequence4. C'2 = constiamt be-
tween Sequenced and Exclisivechowce2 Making C'l = (<) and C2 = (<) as
shown m Figuie 6 10, mtroduction of Sequenced can he made consistent and

vahidated

Table 63 Sequence4

T EnablcApprovalWorkHow  AnthoiizePOApprove
Rup WorkHow -Enabler  Authonizer
T {(Woirkflow -Enabler) {EnableAppiovaliVoirkflow)}
{{Authotizer) (AuthorizePOAppover )}
TempConst EnableAppiov W orkflow - - (in <) — AuthoniePOAppioves
Contiol-flow 1ules POAppiover being the appioves of the PO the contiol-low 1udes ate

Unwithonized(POApprovet) — (Disabled(Ea clusi echoce2))

(PEYL) ([1/1/2000 oo) CruientFimYem \ H enable Woikflow-Enibler)
(PE2) (J1/1/2000 oo] Marchind VI disable Workilow-Enabler)
(PEs) {[1/1/2000 o0] CunrentFinYear, VH enable Authoniger)

REB (PEY) ([1/1/2000 oo] MaichEnd VH disable Authotices

{(RT1) (enable Woikflow-Enables — H enable Approver)

(RT5) (cisable Workflow-Enables — H disable Appiover)

(RTs) (chsable \Woitkflow-kuabler — H disable Anthorizer)

Vindes 1

Change in Value of an Existing Constraint

Let the constiamt between the patteins Exclusivechoicel and Exclusive-

choice2 be changed from (<) to (m) such that

e R,., = new constramnt along a walk having both these patteins
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N

| /
- . | )
"'(ﬂ ApproveRequisition(EC1) (f) / S4(W) !

; )>)’ M\ // g /' \ |

i | . . (s) (s)
(<) iGeneratePO(EC1) NotifyRequester(EC 1) . .

\ (>)7 - “‘\
) EC2t(\V) / ) (<’m)__AutI\1bnzePO

EnableAppoval
Workflow(S4) Approver(S4)

(s)
S4 = new pattern inserted

1
%
f

0] Applovc"PO(EC2) @ ’
' LT t ECI = Exclusivechoicel
: 7 >) =) } EC2 = Exclusivechoice2
| NoufySalesOfficer(EC2) D-ss)atchPO(Ecz)J‘

Figute 6 10 Intioduung a new pattern

o R, , = ongmal constiamt along tlus walk before the change was mtro-

duced

The change will be validated 1f the condition R,.., € R, holds for
each and every walk having the start pattein Sequencel as the mitial node
and having both the patteins m 1t From Figure 6 8, theie are four walks

“mvolving Exclusivechoicel and Exclusivechoice2

walk 1 Sequencel — (s o f,) — Evdusivechorcel = (<) = Evdusivechoce2 = (d f) —

ReqProc

walk 2 Scquencel — (s o f,) = Ercdusivechorcel — (<) — Evdusivechoice2 — (<) —

Sequence2 — (d) — RegqPioc

walk 3 Sequencel = (s o f,) = Evdusivechoicel = (<) = Evdusivechorce?2 — (<) —

Sequence2 — (s o f,) — ParallelSplit — (d ) — RegProc

walk 4 Sequencel = (s 0 f) — Eudusivcchorwel — (<) — Ervdusivechoice2 ~ (<

) — Sequence2 — (s o f,) — ParallelSplit — (in 8y — StructuredLoopl — (d} —
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ReqProc

Let Exclusivechoicel = P,_,, Exclusivechoice2 = P, Heie R,_, =
(s.0, f.) 15 the constiamt up to Pr_; which rtemams same for all the walks.
Ry 15 the constiamt fiom Py, 1 each walk with the changed value mn the
constramt between P,_) and P, Consistency chech 15 cone for the walks as

follows

walk 1:

R g = CalTransCons(CalTiansCons((s o f.) (<)) (4 f))
= CalTiansCons((<) (d fY))=(< omd s)

Ry = CalTiansCons((n) (d f)) = (o d s <)

Ricw = CalTransCons((Ry-1) (Bi))

= CalTransCons((s o f,) (0 d s <)) =(< 0o mds)

walk 2:

Rog = CalTransCons(CalTransCons(CalTransCons((s o f,) (<)) (<)) ()
=CalTransCon<s(CalTran<Cons((<) (<)) (d)) = CalTransCons((<) (1)) = (<
omds)

R, = CalTiansCons(CalTransCons((m) (<)) (d)) = CalTransCons((<) (d))
=(< omdy)

Rew = CalTiansCons((Ry-1) (R)) = CalTrunsCons((s o f) (< o d s)) =

(<omds)

With similar computations tor walks 3 and 4 1t 15 seen that R,.., C Roy

for all the walks and hence the change 15 consistent
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6.5.3 Illustrating Changes on Roles

As discussed 1 section 6 3, changes on 1oles could happen only m the case
of new patteins heing mtioduced These changes could be either new 1oles
mtioduced m the REB of the new pattetu ot existing 1oles assigned to the

new pattern

New Roles Introduced with a New Pattern

New 10les mntroduced along with new pattein sequenced are Workflow-Enabler

and Appiover Fiom Table 6 3 REB of Sequenced 15
(PEL) ((1/1/2000 20| CuntentFuntcar VH cual le WorkHow Brabla)
(PE.) ([1/1/2000 co] MarchEnd VH disable Workflow-Enbler)
(FE3) ([1/1/2000 oo] CinrentFinYeu VH enible Authonizer)

(PEy) ([1/1/2000 co] MawrchEnd VH disible Authotizer

(RT1) {enable Workflow-Enahler — H enible Apmover)
{RT,) (hisable Worhftow-Enabla — H cisable Approver)
(RT3} (disable Workllow-Cimblor — H disble Authorizet )

This REB defines 10le tiiggers that mnolves 1oles trom REB ot another

pattein Exclusivechoicel Fiom Table 5 2 the REB of Exclusivechoicel 1
(PE1) ([1/1/2000 oo) CrutentFindeu VH enable Appiover)
(FE ) ([1/1/2000 o) MuchEnd VH disible Approver)
(PEs) ((1/1/2000 oo] CuutentFinYeu VH enible PO)
(PEY) ([1/1/2000 oo} MarchEnd VH disable PO
(RT1) (enble Appiover — H enaible PO)

Periodic eveuts of Sequenced4 mvolhves oulv the newlv mtioduced 10les
Hence consistency needs onlv to be checked for the tole tiiggers i the REB

of Sequenced

RT, - Status of the two 1oles Woirkflow-Enabler and Appiover daie saine as

their status mi the similar penodic expressions they aie mvolied PE,
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1n REB of sequence4 and PE, in REB of Exclusivechoicel Hence RT)

1> consistent

RT, - Smularly consistency holds for RT3 whele the similar penocic ex-
pressions aie PE, m REB of Sequenced and PE; m REB of Exclusive-

choicel

RT; - Tt 1s a tuaal case as 1t mvolves different 10les for the <ame perlodic
events and tiom the same REB

Existing Roles Assigned to a New Pattein

Let the Appiover tole of Exclusinechoicel pattein be reassigned to new pat-

tetn Sequenced and the REB with this existing tole be

(PE1) ([1/1/2000 o] CrrrentEnablenew VH enable Appiover)
(PD9) ([1/1/2000 ~) MarchEnd VH disible Appiover)

The consistency chech 1 this case can be done fiom Table 61 The REBs
of Exclusivechoicel and Sequenced mvolve the same mtetvals and same sta-
tus of the existing 10le 1€ Approver while onlv the penodic evpiession 15

diffeient Hence fiom the thnd case in Table 61 the REB 15 consistent

In this chapter an mnovative appioach has been taken for mcoiporat-
mg changes m a woikflon composed as a dunected giaph of it’s patteins
and temporal constiammts amongst them For the fiist time, the concept of
Reference Interval Hierarchy based on the Refeience Interval constinct of
Allen’s TA has been formahized The approach woiks ont thiee functionali-

ties for mcorporating changes - A Thansform tunction that tiaces a RIH fiom

124



a worhflow V| Introduce NewPattern and ChangeConstraint procedures that
mcorporates changes mto the RIH m a path-consistent manner An Jnves se-
Transform procedure that tianstoims bach the updated RIH to 1t s duected
graph foom  These functionalities take care of the changes mn the patteins
and constiaints  Changes 1 the 1oles aftected by these changes are cheched
tor consistency and vahdity by cheching the REB of the aftected patteins
For consistency chech of the changes i the 10les Table 6 1 has been worked
out which tabulates the feasibility of all possible combmation of mnteivals
pertocic expiessions and status of a 1ole in the RTs of an REB having the
aftected 10le The onigmality of this approach steins from the formahzation
of RIH tiansfoimation of a woirkflow as a RIH, use of constiaint piopaga-
tion for mcorporating change and 1t’s cascading eftect i a workflon mverse
transforming a RIH to 1t’s ditected graph form and the consistency chech

table for 10le tiiggers of REBs attached to patteins

The change mcoiporation approach as tahen i this chapter serves the
puipose of maintenance of a worhflon over passage of tune This and the
other two appiroaches in Chapter 4 and Chapter 5 tulfills the overall approach
of composing and mamtaining a woirkflon over passage of time so that the
workflow 15 allowed to evolve m1 a 10bust wav with changes bemng mcorporated

m a valid and consistent mannet



Chapter 7

Summary and Future

Directions

7.1 Summary of the Work Done

This 1esearch wotk 135 on a pattern-based apptoach for composing and main-
taming a wothflow m a formal manner with a modular aichitectnie The
architecture consists of thiee modules - formal orgamzation of patterns as
lattices composition of workflow as a duected giraph of patteins and tem-
poral constiamts amongst them 1ncotporation of changes mto the workflow
ovel passage of time Pattein lattices of WPs and SPs are blt using pioce-
dwes LatticeGenerator and LatticeNamgator Composition of the woikflow 15
done makmg use of Compose WG procedme and valhdating procednies Con-
stramt dlongWalk and VahidateConstiamnt For mcoipoiation of changes the

wortkflow giaph 18 transfoimed mmto a RIH using the Transform procednie
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Changes aie mcorporated mto this RIH by the 4dddNewPattern and Change-
Constramt proceciies m a path-consistent manner and finallv the updated
RIH 15 transformed hack to1t’s duected graph form using the InverseTians-

form proceduie

7.1.1 Contributions

This 1esearch wotk chiefly concentrates in achieving o forinal approach which
if followed would facilitate composition and mantenance of a workflow 1n any
domamn o1 platform Thus the main contuibution here 15 a formal architec-
ture for workflow 1n tetms of patteins and temporal constramts amongst
them The ongmality and mnovation m thrs arclitecture stems trom the

contiibutions that has heeu achieved and summatized below

Foimal specification of workflow - The pinne focus of tlns 1eseaich
wolk 15 aclieving a formal approach Foi this vaiious constiucts have
heen torinally defined along with algotithins being devised foi processes
nolved The defimtion of WP covers the 1ssue of 1oles nnolved n a
wolkflow, tempoial constraimnts amongst the WPs witlun a workflon
and the fact that a \WWP could toim a hieraichy of other patteins REB
constiuct of TRBAC fiameworh has been successfully used to 1epiesent
the 1oles mvolved m a workflon  Foi security aspects a tiust-based
approach has been taken mstead of the usual thieat-based approach
and TE lias beeu defined and used tor chatacteniziug SPs  Tiust b
nature 15 a ser centric proposition It used propetlh  a tiust-hased

approach makes a secuity enahled svstemn flexible as agast the 1e-
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stirctive thicat-hased appioach An SP has heen defined m teims ot
tashs to be peiformed as agamst most of previous attempts at defining
an SP as a metiic to be achieved This has enabled mntegrating SPs
to WPs 1esulting 1 a formal seciuied version of a WP n the foim of a
SWP Realizing the tact that a woikflow 15 a sub-piocess hietatchy a
RTH has been defined based on the Reference Inteival (RI) fiamewoih
of Allen « IA RIH foimalizes the fact that a <et of RIs 1elated by the
13 tempotial 1elations torm a hietarchy with a maximal RI as the 100t
that do not 1efer to amv other RT Defimtions of woirhflow context <ecn-
nty context, WPL SPL has been muduced fiown the dehmtions of FCA
For pattein and ditected graph the tramework tetamns the conventional

defimtions

Generating and navigating procedures for concept lattices - Ex-
ploiting the cub-concept and super-concept ielationships amongst the
ncepts one can navigate taster thiough the lattice withont visiting
each and every concepl befoie the desied concept m the lexicogiaphic
order of the lattice  Yith this nnderstanding  LatticeGenerator has
heen worhed ont which preseives the sub-concept and super-concept

telationships along with the generated concepts

Generating WPL and SPL- As a toimal oigamzation of WPs \WPL
has heen genetated ont of Van Der Aalst et al’s iepository  In the
process WC's has been foimahzed as charactenizing attiibutes of \WWPs
anch that WPs and WCs foim the necessary Galois Connection for

WPL Siulailv SPL has been generated as a formal o1gamzation of
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SPs whete the sets of SPs and TEs foim the Galois Connection 1equured
for SPL Such a formal approach to o1gamzation of patteins have not

been attemiptec before

Composing and securing a workflow as a duected graph - A wotk-
flow could follow different paths of execution based on the constiamnts
bewng satishied, thus constituting o duected grapl of execution paths
With this understanding, an onigmal approach for composing a workh-
flow as a duected graph ot 1t s patteins and constiamts amongst them
has heen given The approach mtroduces constiamnts mto the graph
m a path consistent mannet  Proceduie Compose WG has been de-
vised wluch composes the workflow by mtioducing aud validating the
constramts amongst the patteins ComposeWG niakes use of two pro-
cedures viz  ConstiantAlongWalh and VahdateConstiamt Constram-
tAlongValh calculates the transitive constiant along a consistent path
between two patteins ValrdateConstramt chechs for the validity of a

consttamt between two given patterns

Opimion has been divided tor long on the 1ssue of when to addiess secu-
11ty aspects of a worhflow - durmg the composition of the woikflow o1 at
alater stage as and when 1equited The apptoach taken m this 1eseatch
tor secuiing a workflow giies a novel way ot addiessing the 1ssue m ei-
ther way Integrating SPs with S\WPs, the given appioach generates
SWPs which are essentially security enabled WPs These S\WPs could
he generated at the tie of comnposition teself and a secured workflon
could he composed out of them Altetnatively after the workflow has

heen composed, the constituent WPs could be secumed as SWPs and
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the 10sultant secmed version of the workflow conld he validated fou

consistency by making use of the ValidateConstiamt proceduie

Incorporating changes - Woikflow 15 an cvolving system where chianges
keeps on atsimg Robust crolution of a wotkflon would 1cqune accom-
modating these changes dvnamicalls and mn a path consistent mannet
Here an mnovative appioach has been tahen for achieving the same
The approach woiks out thiee functionalities for mcoiporating changes
- Thansform procudurc that traces a RIH fron a workflow graph, Intro-
duceNewPattern and ChangeConstiamt procednies that mcoipoiates
changes mto the RIH m a path-consistent manner [nwverseTiansform
proceclure that transforms back the nupdated RIH to it’s diiected graph
form In addition to this Table 6 1 has heen wotked out foi consistency
chech of 10les being eftected by the changes It tabulates the feasibihits
of all possible combmation of mteirvals, pettodic expiessions and status

of a 10le m the RTs of an REB having the eftected 10le

7.1.2 Algorithms presented

The approach presented i this thesis has been modnlarized with algonithms
tor the varions piocesses and procedies used The LatticeGenerator and
LatticeNavigator algouithms geneirate and navigate n the pattein lattices
iespectively  The complesity of the LatticeGenerator algorithm has been
chscnssed It wounld take equuvalent numbet of computational steps tor gener-
atmg the whole lattice 1if the desned pattern 15 not found and 1t’s compleity

would be sinilas to that of the LatticeGenerator  One of the implementation
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chfhiculty of these algonithms 1s 1f the contest at hand 1s too laige, then the
numiber of concepts would be exponential and hence the storage 1equued for

the same would be quite huge

Composition of the workflow graph 15 done by the straightforward algo-
1nthm ComposeWG It woiks mteractivelv with user mputs It makes nse
of the ConstiamtAlongWalk for calculating the transitive constiamnts along
varous walks hetween two given pattetns Similaily the VahidateConstrant
algorithm 15 used to validate the consistency of a new constiaint i the form
of a new pattein bemg mtioduced o1 an existing constiaint between two
patteins bemg changed VahdateConstiamt makes use of Allen’s proceduie
to calculate tiansitive constiamnts hetween mtervals  ComposeWC would
tequite the Constiamnt 1elation to be stored m an anxiliauy stotage and up-
dated as and when changes are mtioduced This updated constiamnt has to
be then cascaded thioughout the composition and tiansfoim modules and

hence synclionization would be one of the implementing 155ues

The Thansforin algonithiun traces an RIH from the workflow graplh stored
1 the form of the Coustiant 1elation It mahkes a 1ecursive call to the Ex-
ploreSubGraph algoiithm ExploreSubGiraph explores the subgraph 10oted
at the cunently visited pattetn  This algorithm would grow exponentially
i the computational steps as the size of the workflow would grow with n-
trocduction of new patteins Agan svnang the pan between the Constiant
1elation and the patteins in the tiaced RIH each time a new pattein 1s mtio-
duced 15 o'ne of the mplementation 1ssues The InverseTiansfoim algorithm
woth exacth m the 1eveise mannet of the Tianstorm algonithm  (shel—buby
pauns-at hand
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7.2 Analysis and Future Work

The scope of this thésis considers ‘pattern’ to be a structurally atomic con-
struct which contains a collection of basic tasks for a recurring problem in
a context. However, changes within a ‘pattern’ at task level which may give
rise to a new pattern hasn’t been dealt with and could serve as a future
direction of work.

The WPL generated includes the four perspectives of Van Der Aalst et.
al’s repository of WPs. However, for combositién and change incorporation
purpose, only the control-flow perspective has been considered. Composi-
tion of a workflow from the remaining perspectives could serve as another
direction of future work.

The completeness of Van Der Aalst et. al’s repository is not claimed
in this research. Therefore explorations whether the repository could be
angmented with newer patterns or not could he a potential direction of future
work.

There are the following possibilities of completeness and incompleteness

of a given context (128]
Case 1: O, A; I are completely known.
Case 2: O is incomplete or too large, A is complete.
Case 3 As incomplete or too large, O is Complete (cdual of 2). .
_ Case 4: Neither O nor A is éompléte.
Case 5: O and A are completely known but relation I is not known.
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In the content of a workflow, the set of WPs and WCs will be completely
known The LatirceGenerator procedure worhed out i this 1eseaich suffices
ton the fust case Fiither 1escaich and anahsis could be done for procedules
of generating concept lattices that would alo suffice for the 1emaining cases
The Titamc algotithm [129] that uses suppott’ of an attnibute ~et could be

a viable solution for this

The scope of tlius 1esearch cousiders changes onhv m the forn of a new
pattern bemg mtroduced o1 the value of an existing constiant hemg changed
Other types of changes m the form of 1emoval of an existing pattein meirging

of patteins m sequence etc need to be handled accordmgly

Formalization of SPs as done here considers that an SP 1s chatacterized
with pre-concitions and post-conditrons though optionalls  Thus when-
evel an SWP 15 generated fiom a \WP, thete temains the 1ssue of how pie-
conditions and post-conditions of the SPs i the S\VP would be constiamed
with one another This hasn t been dealt with m this 1esearch and remains

as a futute duection of work

The foimal defimtion of TE consideis Confidence’ as a metiic that m-
creases temporally m conjugation with 1t’s client entity However, thus for-
ntalization is done empincally only Proceduially how the Confidence’ inea-
sute of a TE would mciease over time 15 vet to be explored and worked out
Another viable dnection of futuie worh m this 1egard would be to find a
basis of deciding upon what measuie of Counfidence could he accepted as a

Tlhieshold of a TE

The overall approach given also serves as a foundation for 1e-engineering

pootly o1ganized workflow of difterent domains 1in terms of patterns and con-
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stiamts  Thus an mtegrated platform wherem difterent domains conld use
the pioposed approach for 1e-engineeiing then workflows conld be a futuie

work

TWath the advent of Avtifiaal Intelhgence, a parachgin shift has occutied in
the process of computing Today compnting 15 mote focimed towards mahing
a machme leain to petfoim tashs rather than automating them for <pecal-
1zed tashs as before In this 1egaid tahing foiwaird the foimal fiamewolk
given m this woik one can think of achieving a way of mducing newer and
context-specific patterns anfomatically mto the pattein lattices If achieved
successtnllv this wonld cairy forward the tesearch ontput of this thesis and

enhance FCA at the semantic level
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Appendix A

FCA Usage and Tools

Developed

Refertence { FCA tools puwhgms userd Fit unewoth mocdlel tools developed Areas
{29} Coneept Inttice (of services as objects | An apptorch based on SVA wd FCA toan | (C
and words mside service descuiption as | tomatic iy chasify <ervices to domyns awnd
wtpibntes) identifv concepts 1 seivices
(30) Conrept Lattice (for inhenitwce hiel Service Exploier  tool {(ginen 1 et of selated | CC
areln of services  setvices form ob | setvices the tool wialyze their mterfice and
jects and heywords n seivice desciip | 1epresents them as a Inttice)
tion form attnibutes)
(31] Concept lattice methodology for the formalization and mte [ CC
gration of geogi wphic concepts and ielation
shaps encoded m dhittcrent domn wn-specific on
tologles to 1eveal thewr assoryition wel mtei-
action
{130) visuahization tools {extracts the wm FCA s conpled with concept maps for elieita cC

phait data structime fiom an SME s
tacit dumension and chatactet iges 1t for

external cogmtion)

tion of Tacit know ledge

2




[131) Concept lattices (based on Multi- [ A browsing mtetface called ‘1\veh FC'A cC
ple Classihication Ripple down Rule
heuttsties e folder nantes of docu-
ments 1ethiened from Web) Tlns lat-
tice 15 used as an alteinate browsing
stiuctute for NNCRDR

[32) Titanic algotithin for meiging contests | Formal fiamework for outologres cC

! of source ontologtes of Lusiness pro-
cesses

{33} Titanic algonithim for meiging contexts CcC
of sowice ontologies of business pro-
cesses

(34) Titanic algotithm for met ging, contexts conceptiid Emal Meiger -a emaill mwage- | CC
of source outologies of business pro- | ment systemn and *Courseware watchdog - on-
cesses ontology for enhancing FC'A ap- | tology management sy stem
plications

(35) Subsumptton hietaichy of concept lat- Conceptual and Hietatchical  Clusteting | CC
tice (documents returned by seaitch 1e- | (CHC)  algonithin  that 1esults the most
sults are objects and terms i the (loc‘- televant concepts for the wuser query  wnd
wnents are attributes) presents themn as a hierarchical structure

|36} Support function (for selective 1e- | A process of 1etries g & sub-lattice based on | CC
trieval of concepts fiom lattice) suppott function as per the background knowl-

edge of the uset on the nupottance of the con-
cepts 1 lattice )

{33) formal context {CGs transtormed to a CGFCGA  a tool for transformmg a concep- | CC
formal context) : tnal graph to FORMAL CONTENT

{39} Attnibute explotation (ot inding niss- OitoComp  a plugm for Pxoteg,'e 4 ¢
mg, telations between classes and inss-
mg, mstances)

[17] Inheritance lietaichy of concept lattice | AOC-poset A lattice giving the Attnibute and | CC
(for induction of wonotonmc hngstic | Object Concepts DM
hieraichtes)

[37) Concept lattice (of documents te- | A process of querv teformulation for rehnimg | CC
tiuned fiom weh quertes and terms | nformtion retiieval by using concept lattice | DM
used w the queries) galors lattice)

[132) Suppoit function (for accelerated com- TITANIC algonthim for compnuting concept | CC
putation of concept lattices) lattices DM
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[16) Coneeptnal clustering, line diagrams, | leeberg concept lattice, " TITANIC” algorithm | CC,
Ganter’s Next Closure algorithm DM
[14] lceberg concept lattice . framework for rule mining CC,
DM
15 inheritance hierarchy, conceptual scal- | Review work of various applications of FCA to | CC,
ing in concept lattices linguistics KR&R
(12] Linc diagram, concept classitication RDR. is combined with FCA to give a knowl- | CC,
edge reuse approach. KR&R
(27) Heuristic based lattice proning (for | ”StarBrowser™-A GUI for displaying concepts | CC, SE
finding a minimal set of aspects from | form lattice ’
SMALLTALK code)
{28] partition in concept lattice(the lattice CC, SE
has the functions in C code as-objects
and their parameters as attributes). A
partition gives a module in the code
[13) Closure of QGalois connection (for | generic hasis for exact association rule and | DM
generating non-rechindant association | informative basis for approximate association
rules) rule
[15) PASCAL algorithimn as an optimization of | DM
Apriori algorithm ]
{40] Conceptnal scales AnnotationSlenth, a software to experiment | KR&R
with knowledge acquisition using Formal Con-
cept Analysis
[1) mathematical foundation of FCA KR&R
(133) Galois lattice (as a correspondence be- | *Graal” (for GRAph And Learning) constrncts | KR&R
tween the description lattice (giving | a Galois lattice for any description language
the concept s in a domain) and the in- provided that the two operations of compari-
-stance lattice (giving the examples in | son and generalization are determined for that
the domain)) language
(6] Conceptual clustering automatically build a lexicon of subcategoriza- | KR&R
tion frames from results of surface parsing. Re-
sults derived for the Italian language from sev-
eral corpora are presented.
[7] Extends conceptlim hierarchies in con- | A method of classifying meronymy relation us- | KR&R.

cept lattices with Dbinary relation
among concepts thus giving rise to Re-

tational Concept, Analysis (RCA)

ing RCA
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18] subsumption synthesizes a fiamewoik of abstiact and par- | KR&R
tially detmed concepts
[9] FCA desciibed v a word box KR&R
{10} concepthal hier uehy of Concept Lat- | A formal model based on Coneept Lattice and ) WR&R
tice (for depicting relationships among | Infornnsm that seives w w 1somorphic infor-
metaphotic classification) mation chnnel bhetween the contexts of two
metaphor domams
(1] Notational defimtion of concepts A hook that ciscnsses the logie behind mfor- | KR&R
mation Aow of disttibuted systemn
[18) Coneept Lattice (for clustering execn- | Cable” tool for debugging specifications SE
tion traces)
{19} Partid order o coucept  lathice | dynannc analog to static contiol flow relation- | SE
(execution-tume equivalent of control | ships in program execntions
flow umplication 1 program esecufion
traces)
[20] Ilmplications cetived fiom concept lat- | Prototype for an Unix environment using GNU | SE
tice(of progtain components as sbjects | tools (gee 1mn prof) a concept analvsis tool
and fratures as attnibutes) to And w- Concepts o graph editor  Graphlet  and
gently requuied featines when progiam | Petl scupt  Presents v case studyv on two
coinponents aie executed hrowsers Chinera and Mosate
[21) hmpheations detived fiom concept lat- | Piototype for an Ui envitonment using GNU | SE
tice(of progtam components as objects | tools (gecc nm prof) 1 concept analyis tool
and features as attubutes) hbutld on dy- Concepts  a graph editor  Graphlet and
namic mfotimation of program execu- | Petl sciipt Presents a case studyv on \hg tools
tion
[22) Imphcations derived fiom concept lat- SE
tice(of progtam components as objects
and featw es as attnibutes) to find w-
gently requiied featuies when proglam
comnponents are executed
(23] Hietatrcliucal clusteting of concepts (in | A tool for extracting configuration sttuctwmes [ SE
concept lattices) fioin souice code
[134) Suby direct decomposition of coucept | ' NORA-RECS” tool fur defining congiuence | SE

lattices (used to infer configur itrons

fiom legacy C'++ soutce code)

classes th concept lattices
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{24) Coneept lattice(of code preces s ob- [ NORN/RICS v nhgmanim managomen | SE
jects nd CPP sumbols s attiibutes) ~oftwaie
Linpheation im concept 1attice for Aind-
mg chain and anfichan in lattice lat-
tice decomposition

[135) concept lattice (for visnihang con An ppronch toadentifs gronps of fimetionnlly | SE
cepts wd concept sub concept 1ela el wted 1ecord fields m legacy code using Clus
tionship ymong concepts) ter wlysis and concept wialvars

[136] Concept  Iattice (for  modulwvizing | Vuions processes for modulwizing sontce | SE
soutce code) Implicithions to trans codes usimg concept wndysis
form clss hierarchies in the Iattice to
Asemntically eqpivalent one showing
actunl access of the clisses v the pio
gram

[(137] Concept Lattice (of ibstiactions in | A <et  of propositions  that  concept | SE
STL hibiaiv) theosetically  model the wmtintne under

stndimg of good bstiactions

[138) Coneept Ittice (with gioups of clwses | A method of discovering design pattern fiom | SE
as objects and aelations among the [ Object Onented code nsimg concept anilysis
chisses as attiibutes)

[L39) Inhenitance Galows Inttice (for el waify A formal method for buldimg wd myntunmg | SE
mg chss protocols m SNALLTALKSD) | hier uchies of clss desciiptions

[140] Line chngiwm {of 1 formd context of | A GUIL based tool for gener wting the line edin | SC
e cwes m O0A/OOD of <oftaate) | grum A
The line diagt un waist the choice wnd
defiition of objects/classes in domun

(141] Line dirgiam of concept Ihttice (where RECOCASE logic A viewpomt teconciliv | SE
ohyects nd <entences 1 use cwes of | tion CASE tool
natunad languiges and attiibutes aie
phises m the sentences)  Used fo
teoomstmctmg use Cases frcm diffaront
view pomnts for tequiiement anilysis

[142) Concept Lathice (softw ue component [ A ewy to use inciement Al component 1etnieval | SE

1w objects and kevwoids in the compo

nents s attiibutes)

method based on quenes formed fiom compo

nent kevwords
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[25) Concept lattice nested hne cia- CASS  tool (comsisty of a hnowledge base | SE
grams (concept lattice allows visuahz- | coutaming  software wrtifacts  relationships
g results retuined from graph based | among atifacts and rales for generating new
guettes on wformation tetutned I | orelationslips ) These telationshups and atty-
source code analyzet and prohlers) facts are analy zed using FCA

{143] Heunstic based lattice piunimg (for StarBrowser -& GUL for displaving concepts | SE
fincding o minunal set of aspects from | forin lattice
SMALLTALK code)

[144] Concept Lattice (of BPMN flow ob- | A set of tools for cross cuttiug concern docu- | SE
jects  and  submsequent concepts 1n mentation and exolution
the busmess domamn ontology as at-
tiibutes}  Tius lattice 15 used to find
c1oss cutting concerns

{145) Visualigation tools (for navigating and | SpecTiE-tool for visualizing and navigating Z [ SE
visualizing z-specifications)  Concept | specfications using FCA
Lattice(for analvamg and classifying
papets on software engineeting phases)

[146] Concept lattice Linphcation A inethod of analy aing andl teengmeening class { SE

hier archy
(147) Concept lattice Linphcation A java tool named KWABA for analyzimg and | SE
engineettng class hietarchv
(20] Organize and tetrieve artifacts from existing | SE

software
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Appendix B

Workflow Tools and

Deliverables

Refeience | Contnibution Focus IToola developer j’\lea
Revien on workfion

{(44) A foumd notation for composttion i | A Petri net based web seivice conipo- | husiness  pio-
the form of worhflow algebia based on [ sition using workflon viewn cess web
Peti1 net, A geneiic dehnition of woik- service
flow view Intioduces the notion of
workflow notmal forins to 1emove re-
dundancies and anomalies cue to cate-
less composition

(43) Antomatie worhflow composibion hoin [ A poliey-based model for dyvnanucally | web service
weh setvices usmg decision theotetie | composing a workflow fiom web ser-
planning, hased on Mairkov Decimion | vices
Piocess and Bayesian model

[49) Automatic composition  of bionfos- ) hfe science
matics workflow based on EDAM on- web senire
tology
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Cieating worhtlow tor stientihe apph-

cations (pranuwiy a cistiibuted ove-

A approach of composing, a workilow

for v cistibuted svotem whete vwork-

distiibuted sa-

eutihc apphca-

tent) flow task 15 an execution of a progiam { tion
on a target harcdwaie
[50] Workflow composition/completion | Composition  Analvsis Tool (CAT) | scientific \\01k-—’
hased on component hnowledge base | that anilyzes worthflows and generate | flow  web ser-
and Al planmng er1o1 checks and suggestions for users Tice
[45] An object inodel for automatic compo- | Z-language based meta model for con- | BPMN seman-
sttion of wotkftow stramed wothflow composition tic web
{54] OWL based workHlow composition of seientific work-
complex screntthc process fow
[59] A data-flon bhased scientific workflow scientific work-
model that sepatates the intetface fiom flow
the function i hocly
[51) Automatic composition of bromfor- | JORCA adesktop client that ciscovers | biomformatics
watics worhtow hoidifterent web saa- [ e inohes web services published | web service
vices tepositorles vations met wta 1epositories
[46) mtegration of web setvices to 1 e- | The concept of e-worhtow which man- | business  pro-
workflow ages e-seivices and tradihony work- | cess web
flow  An algonthue that discovers | setvice
web services and 1esolve heterogene
1ty aong then mteiface and the host
worktlow (A prototype has been devel-
oped)
[56] Worhtlow  composition with tempo- | A software architectine for composi workilow
tal 1ole constramts amongst workHow | tion and nanagement of adaptine teal
tasks . time workfows
47 Estabhshimg the apphcation of configu- | A metamodel for workflow composi- | web selvice
tation to autowatic and assisted work tion hased on conhguiation techniques | business  puo-
flow composttion cess
{52) Event Caleulus (EC)-hased plannet 15 | A tunction ontology that provides se- | semantic  web

used for automnatic genetation of a

wothflow tioin web <ervice

mantic function desctiption for Engi-
neeting Design Seaich and Optnniga-
tion (EDSO) Tash ontology that pio-
vicdes semantic desctiptions for com-

posite functions

setvice




[57) Deals with dynamic stenetial changes | A graph bascd wodel ADRPT Hex Business  Pio-
m \WEMS at tash level cess
Review on Workflow Pattan
(58] Reduccs Biomformatics workllow de- | Tavaxy, a standalone system for cieat- | Biomformaties
velopment complenity by mtioducing | myg and caeenting workHow basud on | workHow
a set of \WPs an extensible set of te-usable \VPs It
mtegrates Tavera and Galavy work-
flows
[59] Identifymg and analyzing pattetns { A woihflow stiuctine analysts tool | Reference
fiom a Petii-net moclel called PIPSA  Acqmsition handlimg | workfow
EPC model moclel for BPR
[61) A TGG based mode! for tiansforming \Vveb S0A
WPs hased on semantic telationships based svstem
amongst the \WPs
(62] The concept wd fiameworh of 1 [ Two extension modules to the WIMC | hnowledge
know ledge workHow | architectuie - Pattein-Based knowl- | How odcls
edge Flow modeler Intelligent Recom-
mendations Engine A set of knowledge
flow patteins
[63] The concept and fiamework of a | A Knowledge Workflow Management | Lnowledge
know ledge woikflow Sistem flow inodels
{64] Analysis of BPNN notations based on BPM Van Der
Van Der Anlsts \WPs Anlsts AP
{74] A mapping of Van Der Aalsts contiol- LOTOS  Van
flow WPs to LOLI'OS fiameworh Det A dsts
WP
(65] YAMWL UNML wnd BPMN 1epresenta- BPA WP
tion of vauous WP gepository (Van
Der Aalst OMG \WANIC)
(66] Dwyar «i als Pvopertyv Spoahica- | A propaty spoahcation langnage PLL BPM
tion patterns are apphed for constiuct-
mg hehaviotal properties tor workflow
(specihed 1n BPAIN)
(79) Increasing expressiveness of Van Dei Van Dei  Aal-
Aalsts 1epresentation of WP« by - ste AP

mg Cher formahem




(60]

Snuphtymg a Petin net based workllow

moclel

A Pattetn Based Process Diagran
(PBPD) fo1r for identifving patteins
A Spht-
Join Routing Table (SIRT) for anals ¢

from Peti1 net based woihfow

mg sttucture telated Aaws i workfAow

BPR

ence nodel for

refet-

workflow

{70} Evaluation ot the suppatt for \WPs m Van Det Aal-
Van Der Aalsts 1epository n ORA- sts WPy Qra-
CGLE BPEL PM cle BPEL PA

(30] Representing wothHow 1esoutce pat- Van Der Aal-
tetns m Van Det Aalsts 1epository i sts \WPs  Pi1-
Pi-cdcudus calenins

[68] Increasimg expiressiveness of Petti-net Extended Petir-net v mttoducimg D | WPs

element wnd C relation
[67) A description of the behavioial pet- | A formal sem wtics of WPs nsing Pi- | BPA WP

spective of wor kfow

culeulus

Evaluation ot the Windows VWorkHow
Foundation on bwis of the Van Der

Aalsts \WPs

Windows
WorkHow  Van
Dex Aalsts
WPy

(71

lava scripts for
Det Aalsts \WPs 1 jBOSS j)BPM and
JPDL

mnplementing  Van

Van Det  Aal-

sty \WPs Java

{31

Use of Pet11 net synchronie cistance for

specify ing basic \WPs

Workflow Management Systen JBFlo

van Der Aal-
ste WPs, Petni

net

Increasing expiessineness of Petir net

and formal seni witics of comples WPs

Extended Petti net Fornal semantics
for complex \WPS based on Extended

Peti1 net

Pett1 net Van
Dei Jalsts
WPy

(69)

Reve s unbiginties regacing the pu-
tial otder of tashs m WP at tun-
tune, entathinent specrhcation consol-
idating telated authotization requie-

ents common i wothHow dom un

A set of tash-hsed ent uliment con-

stiamts  tevealing  potential  depen-

dency between conflicting tashs n
) -4

\WPs

Vi Der Al
sty WPy
workflow ac-

cess contiol
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Appendix C

Security Patterns Usage

Reference

Contuibution Focns

SP oigunizition attempted

Aler

(v3]

presents an experimental compatison
of two technirmes for ehiciting secinity
tequiements  attack tiees and misnse

cases

none

Nod
Tech

Secutity
eling

mgnes

[148)

miestigtes the qualitative featmes
of the seciity patteins by providing
an evinition of exch pattern hased
on thiee man cutena - gmdelines
regaicling how to bmld secime soft-
wae enist (Viegy and MeGraw  2002)
main softuate-hole categoiies that of-
fer seedbed fot possible attackhs have
been analvzed (Howard and LeBlanc
2002 Viega and MMcGiaw 2002) cat
epoties of possible attachs to a sys-
tem have been dentihed (Howard and

LeBlanc 2002)

none

Information
Svetems  Secn

nty

{104]

stuchies architectine design of apphca
tion and proposes a catalog of secnnity

patterns based on the airchitectnial de-

sign of ypphcations

Gnes a catalog of architectiial pat-
teins on softwase appheation lavers

wiel components

Apphecation de
sign ane archi-

tectine




[84] suminatizes how the Method for | none Svstem  Secu-
Perforiming Diversity and Defense-in- nty - Engineer-
Depth Analysis of Reactor Protection mg
Systemns as described in SERC docu-
uents

{85} A echawsim to  precrseh  specify | none Database
orgammzational  secunity  patterns  fou desigh secunity
database thtough out the developinent
life cycle of the database Th e
ethodology uses ADOM and FOOM
techmques, and add transfoination
tules that allow the automatic genet-
ation of the desned attifacts based on K
the specified patteins Develops a tool
called Secunity Modeling Tool (SNT)

(86) The Pattern-based method for Secrue | none Database
Development (PLSD) aims at guicling design security
enforcmg and venifving the corect us-
age of security pitterns and utilizing
the knowledge encapsulated m these \
patterns to genelate sectue applica-
tions It makes use of SNMT

(87) Inmvestigates  application  composition | none Seivice oLi-
guided v conpeting objectines of per- ented comput-
formance and secunity  proposes a mg
hentistic method hased on genetic al-
gonthm for seivice selection based on
uset prefetence of petforinance and se-
cunity

(99] E~xplotes secutity patteins for different | none a sinivey i1eport of varous cata- | Software cdevel-
phases of software hifecycle logs opment lifecy-

cle

[88) Bulds a grammar i extended BNF | none Software  te-

form fiom Schumacher et s wecunity
patteins to transfotin project secunty

needs to secui ity 1equitements

quirement

eugrneeling,
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(103] Ginves o dlassihcatum of systams scon- [ Gives a catalog of patieins (hssthod | System  secu-
nty patteins mto 8 types 1ty
[149] Tiansformation of Data Ongm Au- | none, only a sigle pattein s dealt with | Software <ecu-
thentication Pattern imto Foimal De- AN
sigh and Analhvsis Framework
[105) Based on Open Gionp template for | Piovides a catalog of stiuctuial design | System design
pattein classihes secuiity design pat- | patteins for secued systems
terns
[150) Gnes a comparatne study of selected | No catalog, wstead piovides o | Apphcation se-
SPs hom existing 1epositories wherem | weighted tabnlation of the patteins | cunty
degrees of fulfillment of secunity 1e- [ bised on o set of Secnuity Rerpue-
quirements by the patterns is studied ments
[151) Proposes an appioach of hardenimg - | none Aspect Ou-
pect o1iented code by integiating secu- ented Software
1ty m thiee ways - Code-level haid- secinity  hael-
enng (secnring code withont change ening
m design) Softw ate Process hudening
(adding secunity featntes into <ofrwue
without changing corle) Design-level
haudening {1e-engimeening oftware to
mtegs wte secmity features that weie
absent imitialiv)
[106] A compiehensive snivey of distuibuted [ A compiehensive catalog of snveyed | Softwue secu-
svetem SP SPs  classihcation 1s based an secu- | ity
ity concein cimensions [\ashizaki et
al  (2009)] and quahty chasactenstics
[Laverdiere et al (2006)]
[100]) Gives a secure software development | none Secuie develop-

fiamework where secin 1ty patteins ate

mduced at design and dervelopment

phase

ment lifecycle
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(>9]

Gives a mechansim for budgmmg the
gap between enteiprise secusity wid
softwate seciunity hasec on UNML exten-
sion Hete secntity aspects ale cap
tured in UML based arclntectwne de-
sign and subsequently FDAF 15> apphed
to the aspect for analysis m the enter-

ptise context it 15 used

none

Secured Entet-

prise software

(101)

Discuss o method of evaluating how
the quality of secuiity of a software sys-
tem 15 effected by application ot SPs
Pioposes Misuse patterns that tepte-
seuts general thieits to v svstem that
1epresent low level security which may
not be covered by SPs o1 not consid-

ered by the user w important

none

Secutity  qual-

1ty of ~oftwaie

(91]

Proposes a Dociment Secunity  Lau-
guage (DSL) to secure XML docn-
ment  The enciyption and chigital «ig-
nature of v \ML document 15 stored
m a DSL docuinent consisting of sin
scctions - the hevder hev dehnition
algonthin dehimtion seemity pattern

4
tr wisformation descuption wd digit ¥l

sighatine

none

NML secunity

[118)

Uses the Authenticator pttern for ob-

j1ect based cistiibuted syvstemn

none

cistributed svs-

ten secunity

(90]

Proposes a mechunsm  Piocess fot

(PWSSec) that

would guide the development of a \VS-

\Web Setwvice Secutity

based secuiity systemn wheie each of
the development stage 15 integi ited
with a comphimentaiy secunity stage
It has thiree wam stages - tish-based
security engieermg  pattern-otiented
stwdard

secntity  architectine  wd

centered security design

No citalog gives a list of new thieats

of Wel sernice based apphcations

web service se-

cuiity
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Proposes 1 secunity fi amework for SOA
hased on authentication wnd autho-

11s3:tion SPy

none

SOA ceennity

[92] Gnes a thiee phased development pro- | Gnes a hist of secunity setvices then | Secuted Nobile

cess for secined mobile guid appheation | implementing operations and a map- [ Gnd  apphea
Phanmng phwe development phise | ping of security requiiements to the <e tion

wnd Munteninee phise ennty services

(109) Proposes st wdwdizihion of wtomat Gnes a hist of AAPS eategonized mto | Business  Ap
mg wadit requuements In w organiay pattern o wses pheation Audit
tion by 2ivimg v hst of anchit patterns
based on secunity design patteins

[153) Delimes v scomty policy pattain der | none mobile jua
dervelopng applications to  securely code
download vode from Lnteinet wnd exe
cute locilly  The pattetn can be nsed
either on the chent wide o1 the servel
side A java code illustiation s gnen

{93} A methodology for secuimg svatem de | none Secured < stem

sigh whete secunity s imcoipol wed ab
erch stage with Human Compnter In

tetfice Security patterns

design

149




(110]

a method to oiganize and seatch pat-
teins hased on multiple dimensions of
classification  Each dimension divides
a conceptually continuous space mto
multiple tegions of classihication  Fot
each tegion pat-tetns are dassified hy
whether o1 not thev plav a mewnmg-
that te-

ful tole o1 have ralue m

gion  Multiple orthogonal dunensions
are combimed to form an n-dimensional
space Patterns occupy tegions witlun
tht space and can he founel by seaich-
mg and navigating among the regions
Ot method bulds on the ideas of Per-
sonal Constivct Theory fisst described
hy George hellv 11 1955 In Peisonal
Constiuct Theory conceptual dunen-
sions ate hi-polar and dehned as a con-

tiimum hetween two opposite poles

Gives a dasaihcation of SI’s based on
multiple dimenstons whete each cimen-
Ss1on cits Actoss A Continuons concern

space giving multiple tegions

Sected

cept Guid

Con-

(4]

Uses Application-Based Doimain Mod-
eling (ADONM!) for vahdating SP nsed
m secute sottware development ADM
has thiee layers Language layer -
Do-

- Bulding elements of

metamodels and specifications,
mam  layer
the domamn and the 1elations amongst

thein application layer

none

Secuie softwale

layer

Focnses on development of a secntity
fiamewotk for GREDIA project (Guic
Enabled To Rich Media Conutent) The
mam objectine of GREDIA 1o to de-
velop  platform that would mtegtate
new and exsting middleware to sup-

port secure business applications

none

Serured

Grid

Developmient




[107)

Represents stiuctm s and hehavional
mformation of security patteins using
UML notation It modifies the Design
pattetn template v Guama et al
with new elements to clasafy SPs The
new Iy introduced elements to the de-
si1gn pattein template aie - Behavios
Constrvnts consequences telated SP«
wid suppoited punciples  Mikes uee
of the ChechPomt SP to illustrate the

proposed UNL based 1epiesentation

Cavis a ncw <hssiication of SPs bascd
on the Gamma et al < charactenstics -
Creational Stiuctural Behavioral and

Viegis and MeGraw s L0 punciple

System  secn-

11ty

[102)

Discisses two antipatterns i applic
tion secunity - Petimeter secunity with
out propes 1equirement analysis con-
sequences of lach of daty sensifivity

classihication and thieat analy sy

none

System  secn

(15

(154

Piesents 1 method of wtomaterd ver-
hcation of SP compeosition by model
checking techniques  tormally define
the behavioial aspect of secnnity pat-
terns 1 CCS through then sequence
digiams \We also prove the futh- full-
ness of the tiansformation fiom a se-

(uence diagram t01rs CCS 1epresenta-

tion

none

Softwile <ecn-

ity

Gaves a her archy of patterns for seen-

tity of agent hased syvstem

Agency Guard

Ewmbassy (speciahzation)

Pioxy (speciahzation)

Sandbox (type)

- Checkpomt(t pe)

Agent Authenticator (type)
Session (tipe) Cripto hev Gener-

ation (type) Civpto hey Exchange

{ty pe)

Access Contioller (type)

Agent b ased

syetem




[111)

proposes seven patterns for apphication

Simigle Access Pomt: Provicding a se-

Apphcation ve-

secuutty cunity module and a way to log into the | cutity
system
Check Pomt  Otgaulaing securitv
chechs and then tepetcussions
Roles: Organsing users with smulai
secunity prinileges
Session.  Locahzmg global mfoima-
tion i a multi-user e irontnent
Full view with eirois Piovide a
full view to users showing exceptions
when needed
Lunuted view. Allowing, usets to oul
see what thev have acces to
Secuied Access Layer Integratmg
apphication secusity with low lefel “e-
curtty
{112} proposes 20 SPs divided mto stiuctural 1 Gives a catalog of 26 SPs for web ap- | \veb  apphea-
and procedural patteins pheation development, tion securitv
{L13] Guves a set of SPs to give secutity en- Qruatl secunty
hanced sendhimatl mi the form of Qmail
[108] Gives a list of 14 SPs classihed ac- | kow classihcation of the 14 SP pat- | Secunty  pat-
cording to the ClA model application | teins listed tetns
context MNicrosott Classthcation model
anel the STRIDE mocdlel
{06) Detimes two types of aspects tor se- | none Aspect On-

cntity - Generic aspect hike an att wch
pattern wluch 1s platforin independent
and  contest-specific pttern which 1s
an mstantiation of generic aspect ve-
cunity treved model of the syctem 18
composcd with content-specthe attack
aspects to ghe the security-treated
misuse model  This model 15 analy zed
to ensure that the given att wck s nut-

1gatec

ented Applica-

tion Design

[N}




(97]

Conwiders SPs as design  patteins

none Design pat-
Evaluates 22 of Schumacher s SPs for terns
leanming pms pose
[155) a model-dinen tiansformation fiamme- | none System  secu-
wotk that genet ates secunity conhgua- Nty

tions ont of annot ated husiness process

models




Appendix D

WP and WC Enumeration

Woikflow Pattelns

WP 1
Name: Sequence
perspective: Control flow

Vinder? i

WP 2

Name: Parallel split
perspective: Confrol flow
Vindeso: C2

WP 3

Name: synchronization
perspective: Conliol flow
Vindeo: C3

WP 4
Name: Multi-choiwce
perspective: Contiol flow

Vinder: CO

WP 5
Name: Structured Synchro-
nezing Merge

perspective: Conlrol flow

Vinder: C7

WP 6
Name: Structuwed Discrunmator
peirspective: Contiol flow

Vindest CY




WP 7

Name: Arbstrary Cycle
perspective: Control flow
Vinder: C10

WP 8

Name: Multiple  Instance
Without Synchronszation
perspective: Control flow

‘/111de : C12

WP 9
Name: Task Data
perspective: Data

Vindor: D1

WP 10

Naine: Tash To Data
perspective: Data
Vindor: DS

WP 11
Nawe: Task  Precondition
Data Emistance

perspective: Data

‘/LII.LIL.L : D33

WP 12

Nawe: Tash Precondition Data Value
perspective: Datu

Vinder: D%

WP 13
Name: Dwrect Alloc
perspective: Resource

VLluI(_ L R1

WP 14

Name: Distribution by Offer-
Smgle Resource

perspective: Resource

Vuull; .- Ri12

Waotkflow Concuns

WwWC1
Perspective: Contiol flow
Concern: 1;17f1(1lzzai1m1
Description:  Relates to the
71:11.7(:[17,(1fmn/p1 e-condition

of a tash before it’s actwa-

ton ferecution

wC 2
Perspective: Contiol flow

Concern: Fmabzation

Description: Relates  to
the finahzation of  state
varwables/post-condition  of a

task

WwWC 3

Perspective: Contiol flow, Data
Concern: Synchromization
Description: Relates to the messag-
mg scheme amongst stmultaneous er-
ecution of multiple tasks / multiple -

stances of the same task




WC 4

Perspective: Control flow
Concern: Evecutron order
Description: Relates to the
bookmarking archivmg  of
state of a tash etc r::rnnred m

branched evecution

WC s

Perspective: Contiol flow
Concern: [teration
Description: Relates to 1ter-

ative evecutrion of a set of tasks

WC 6

Perspective: Control flow
Concern: Decrsion
Description: Relates to conditional

erecution of a set of tasks

wC 7
Perspective: Control flow
Data

Coneern: Visthility
Description: Relates to the

accessubility of data elements

wWC 8
Perspective:
Data

Contiol flow

Concern: [nteraction
Description: Relates to the

manner of commumnication of

wC 9

Perspective: Control flow Data
Concern: Transfer
Description:  Relates to the way
m which data elements are actually

transferred between workflow compo-

i a workflow data amongst actwe elements | nents
of workflow
wWC 10 wWC 11 wWC 12
Perspective: Data Perspective: Contiol flow, | Perspective: Resource

Concern: Routing
Description: Relates to the

manner 1 which data  ele-
ments can mafluence the opero-
tion of other perspective of the

worhflow

Data, Resource

Concern: Creation
Description: Relates to lim-
wtatrtons on  the manner n
which a work wtem may be ex-
ecuted They serve to restrct
the 1ange of resources that can
undertake work 1tems that cor-

They

also wnfluence the mapping of

respond to the task

a work 1tem wath competent re-

sources

Concern: Push allocation

Description: Relates to the manner
m which newly created work 1tems are
allocated to resources by the workfow

engune




wC 13 :
Perspective HResource
Concern: Visibility
Description: Relates to the
accesstbulity of an worh e to

vVATIOUS TeSouICes

wC 14 -

Perspective: Resource
Concern® Pull allocation
Description: Relates to the
manner w which newly created
work tems are advertised to
resources  Here the comuut-
ment for erecutton of the work
item comes from the resource

rather than bemng allocated by

the workflow engine

WC 15 :

Perspective: Resource

Concern: Detour

Description: Relates to the manner
w which the resource evecuting o work

item may be changed durng execution
g g

WC 16 :
Perspective: Resource
Concern. Auto start
Description: Relates to the
manner wm which an nstance
of a work 1tem may start auto-
matically It deals unth the role
the €2 CCU,}L'H_(} re;*ouvte needs to
play when « work wtem auto

starts dself ~

WC 17 :
Perspective: Resource
Concern: Multiple erecution
of work items by a resource
Description:  Relates to «
many to many correspondence
and  work

hetween resources

emns




Appendix E

SP and TE Enumeration

SP ennmeration

SP1 :
NAME:
TOR(ATH)
TASK: Accept and verify cie-

AUTHENTICA-

dentials
EXHIBIT: Result of vertfica-

tion

SP 2 :
NAME:
(ATR)

TASK: Grant prunlege to user

AUTHORIZER

on resource
EXHIBIT: User gawns uccess

to resource

SP 3 :

NAME: CHECKPOINT (CP)
TASK: [nsert a flag with timmestamp
and/or statemfo m a system under e1-
ecution SP 6 may be applied on thus
fag in the future

EXHIBIT: 4 new secured verswon of

the system s achieved




SP 4 :

NAME: DEFENSE IN
DEPTH (DID)

TASK: Insert security check

at each layer of the apphca-

SP 5

NAME: USER DEFINED
EXNCEPTION (UDE)
TASK: Encapsulate unsafe

runtune eiceptions unth user

SP 6 :

NAME: ROLLBACK(RB)

TASK: Restore system to state before
a checkpownt flag

EXHIBIT: Premous working version

twon SPs 1 and 2 are applied | defined ciceptions that s safe | of the system
here by design
EXHIBIT: Access to newt | EXHIBIT: Cominand to user
layer reqardmg erception handling
o1 erception handlimg routime
SP 7 : SP 8 : SP9 :
NAME: PROOF(PF) NAME: SE- | NAME: ESTAB-

TASK: Justify the rationality
of of an object to be ratr0mal-

1zed based on some base theo-

CURE_PREFORK(SPF)
TASK: Recreate pool of pre-

forked process in the pool

LISH.CONNECTION(ECON)
TASK. Create dedicated end-to-end

channel between communicating par-

rem EXHIBIT: New pool of pro- | tes

EXHIBIT: New hypothesis | cess EXHIBIT: Establish tunnel through

for the object to be rationalized which the two parties can commum-
cate

SP 10 : SP 11 SP 12

NAME: SYNCHRONIZA. | NAME: GARBAGE COL- | NAME: DYNAMIC MEMORY AL-

TION(SYN) LECTION(GC) LOCATOR(DMA)

TASK: Schedule or protocol | TASK: De allocate expired ob- | TASK: Allocate memory to object ref-

for a global 1esource
EXHIBIT: Multiple user

conflict resolved

Jects / processes and resolve
danghng references

EXHIBIT: Freed apphcation
buffer

erence from buffer
EXHIBIT: Access to created runtune

object




SP 13 :
NAME:
TION(NRM)
TASK: Remove redundancy

NORMALIZA-

of attmbutes and resolve de-

SP 14 :

NAME: REFRESH(RFR)
TASK:  Reload buffer unth
new content/ Recreate runtime

objects after lifetime eapiry

SP 15

NAME: INDUCTION(IND)
TASK: Induce objects based on erist-
mg ohjects and dependencies

EXHIBIT: Completeness achieved

EXHIBIT:

pendency between objects

EXHIBIT:

Newly created
Normal form of | objects updated buffer content

obyects unth enforced mtegrity

SP 16 :

NAME: LOGIC(LG)
TASK: Formalize process de-
seription
EXHIBIT: Code / Pseu-

docode

WC Enumeration

Identity(ID): Unmique identifier of a 1esouice

Access Policy(AP): Policy defining user-1esource access details m a context
Retention(RT): Piopeity of holding state mformation

Authority (ATH): Power of execution o1 possession of 1esource
Authenticity (AT C): Propetty of genumeness ot legitimacy

Meniory buffer size(MBS) Size of buffer available

Integrity (INT): Rehability of a resouice

Confidentiality (CON) Propetty of discretion or privacy

Privilege(PRV): Fieedom or opportumity of use

Formality (FRM): Piropeity of having a genetic procedure o1 1ule of execution
Completeness(COM): Property of totality or closeness

Confirmity (CNF): Propeitv of bemg substantiated with proof or helieve
Consistency (CNS):Propertv of having sinilar behavior over a period of tune
Persistence(PRS): Piopeitv of holding state mfo permanently

Uniqueness(UNQ): Piopeity of having single iepresentation
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Appendix F

Patterns borrowed from Van

Der Aalst’s repository

F.1 Pattern name - Sequence

o Description - A task i a process in enabled after the completion of a preceding task m the same
process
s Synonyms - Sequential 1outing serial 1onting

» Examples -

— The verify-account tash executes after the credht catd details have been captined

— The codacil-signituie tash follows the contract-signatine tash
— A tecept 1s prnted after the tiam ticket 15 1ssued

o Motivation- The Sequence pattern serves as the fundamental bwnlding block for processes It i
used to constinct a senes of consecutne tasks which execute in tin one after the othet Two
tasks form pait of a Sequence iIf there 15 a contiol-flow edge fiom one of them to the next which
has no guards or conditions associated with at

¢ Context - There 15 one context condition assoctated with this pattern an instance of the Secuence
pattern cannot be started agan until it has completed execution of the prececing thiead of contiol

(1e all places such as pl in the Sequence must he safe
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Figuie F 1 Sequence Pattein

Pattern name - Exclusive Choice

o Description - The divetgeiice of a branch mnto two o1 more branches \hen the mconing branch
15 enahled the thread of coutiol 1« immediately p weed to plecne’l\ oune of the outgomg branches
hased on the ontcome of a logical expression associated with the b wnch

o Synonyms - XOR-sphit exclusive OR-spht concitional routmg switch decision case statement

o Examples -

- After the treview election activity 15 comiplete eithei the declaie tesults o1 the tecount votes

activity s undertahen

o Motivation- The Exclusive Choice pattern allows the thieacd of contiol to be duected to a specic
activity depending on the ontcome of a preceding activaty the valucs of claments of spectic data
elements 1 the wotkow ot the 1esults of a user deciston The touting decision 1s made dy namcallv
allowing it to be cleferred to the latest possible moment at runtune

o Context -

The behaviour of the Exclusive Choice pattein 1s allustrated v the CPN model m Figure F 2
Depencling on the tesults of the cond expiession the thiead of contiol 1s either 1outed to activity B
o1 C Thete are two context conditions associated with this pattetn (1) the mfornation required
to calculate the logical conditions on each of the ontgoing branches must be available at runtime at
the pomt at which the choice construct s 1eached in the process and (2) the concition assoctated

with precisely one outgomg branch of the exclusive choice constiuct must evaluate to tiue

- . T
comtea
s L 00
- =3 0
- .
. X\—"EJ
\ 7

e
R = G
<

o

Figure F 2 Exclustve Choice Pattein
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Pattern name - Parallel split

F.2

Description - The diveirgence of a bianch mto two o1 more pu wlel branches each of which execute
concurrenth
Synonyms - AND-<phit parallel routing parallel split forh

Exaiples -

— When w mtiusion alarm s recened tugger the despatch patrol wctivaty wnd the mform

police ety immediatels
— Onre the customer has paid for the goods 1ssue a receipt and pack then for despateh

Motivation- The Puallel Spht pattern allows 1 single thiewl of execntion to he spht into two
or moie bianches which can execute activities concutrently These bianches inav o1 may not be
re-sy nchioniged at some futuie time

Context - Figuie F 3 illusti ates the implementation of the Parallel Spht  After activity A has
completed two distinet thieads of exerntion ate mihiated and activities B and C ¢ w proceed

concurrently

’ s -

\

P < e
~
RS B e O
e Nl

o

Fignie F' 3 Patallel Split Pattein

Pattern name - Structured Loop

Descuiption - The abihty to execute an activity o1 sub-pirocess iepeatedly The loop has either a
pre-test o1 post-test condition associated with 1t that 1s either evaluated at the begimnmng o1 end
of the loop to determine whether it should continue The looping stiucttie has a smgle entiy and
et pomt

Sywnonyms -

Examples -
~ Wihile the machine «till has fuel 1em uning continne with the production process
~ Contmne processing photographs fiom the I until all of them hae heen printed

~ Repeat the select plaver wctivity until the entite team has been selecterd
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e Motivation- There are two genetal forins of this pattern the while loop winch equates to the
classic while  do pire-test loop construct used m progiranming languages and the repeat loop which
equates to the 1epeat until post-test loop construct
The while loop allows for the 1epeated sequential execution of a specified activity o1 a sub-pirocess
4e10 ot mote tunes providing a nonunated condition evaluates to ttue The pre-test condition 15
evaluated before the 15t iteration of the loop and 15 1e-evaluated before each subsequent iteration
Once the pre-test condition evaluates to falee the thread of contial passes to the activity imme-
diately following the loop The while loop structure ensuies that each of the activities emnboched
within 1t aie executed the saine nwinber of tunes
The repeat loop allows for the execntion of an wctivity or suh-process one or more tunes contimung
with execution until A nonnmated condition evaluates to ttue The post-test condition 1~ evaluated
after the 1ot iteration of the loop and 15 te-evaluated after each subsecpient iteration Once the
post-test condition evaluates to tiue, the thread of conttol passes to the activity iminediately
following the loop The tepeat loop stinctine ensures that each of the activities embodied within
1t are executed the same number of times

s Context - As mdicated above theire ate two vanants of this pattein  the while loop iHlustiated
m Figute F 4 and the tepeat loop shown wm Fignie F 5 [n Loth cases, activity B 15 enecuted

1epeatedly

Figwie F5 Stiuctured Loop (repeat) Pattern
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