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Abstract 

"Workflow is a process-centric domain. Composition of a workflow is done 

on the basis of the functional and non-functional characteristics. Functional 

characteristics, like ordering of tasks, execution rules, roles etc. give rise to 

Workflow Pattens (\¥Ps). Non-fi..mctional characteristics ,like security, per­

formance etc. need to be integrated to the workflow for it's robustness. It is 

possible to identify patterns in a given workflow. WPs in a workflow are re­

lated to one another. In practice, both run-time and design-time changes may 

occur in these relationships after the initial enactment. Run-time changes 

could be raised by the roles executing the tasks within patterns. Design-time 

changes could occur due to changes in user specifications. It is the concern 

of the workflow composer to ga/~~\the knowledge of the workflow from user 

specifications and give a consis~~ ,A'epresentation. Articulating this in terms 
!,f'"\ 

of patterns and their relationship~ would make the task easier for the com-

poser in two ways - firstly, considering workflow at pattern level allows to 

hide the complexity of the workflow; secondly, it reduces the work to be done 

for the verification of changes to be introduced. Non-functional characteris­

tics can be integrated into a workflow in two ways - during the composition 

of the workflow or at a later stage as and when the need arises. For evolution 

of a workflow as time progresses, it needs to be maintained by incorporating 

changes in such a manner that the relationships amongst the existing pat­

terns and the new patterns remain consistent. By consistency, we mean that 

the cascading effect of these changes gets propagated duly through the whole 

of the workflow. 

The work reported in this thesis proposes a unique pattern-based ap-



proach for composing and maintaining a workflow. An architecture of the 

proposed approach is given which consist of three modules - (1) Formal or­

ganization of patterns as lattices; (2) Composition of workflow as a directed 

graph of patterns and temporal constraints amongst them; (3) Incorporation 

of changes into the workflow in a consistent manner. Procedures based upon 

tools and algorithms from Formal Concept Analysis (FCA) are devised for 

generating pattern lattices. For securing the composed workflow, a trust­

based approach has been taken instead of the usual threat-based approach. 

Security solutions are represented as Security Patterns (SP). An SP is de­

fined in terms of tasks to be performed. This enables integrating SPs to WPs 

resulting in a formal secured version of a WP viz: Secured Workflow Pattern 

(SWP). 

For incorporating changes into the composed workflow, \iVPs are consid­

ered as Reference Intervals from Allen's Interval Algebra (IA) where Refer­

ence Interval is a cluster of time intervals where the temporal constraints 

amongst the intervals are fully computed. Workflow being a process-centric 

representation, the constituent WPs within a workflow needs to" be viewed 

as a hierarchy of sub-processes. The temporal constraints amongst sub­

processes within a workflow are specified in terms of some reference system in­

stead of absolute temporal terms. A hierarchy of reference intervals viz: Ref­

erence Interval Hierarchy (RIH) is traced from the workflow graph. Change 

incorporation is achieved by three functionalities - a transform function that 

traces a RIH from the workflow graph; a constraint propa.ga.tion function 

that incorporates raised changes into the RIH; an inverse transform function 

that updates the corresponding workflow graph with the changes in the RIH. 



For representation of the interacting roles) a Role Enabling Base(REB) from 

the Temporal Role Based Access Control (TRBAC) framework is attached 

with each WP in the workflow. An REB is a construct that allows us to 

specify the roles attached to a WP and their enabled and disabled status 

during an execution period of the WP. The role to task assignment for a WP 

is maintained as a mapping from the set of tasks constituting the VVP and 

the set of roles attached with it. 

The main contribution of this research work is the unique pattern-based 

approach for composing and maintaining a workflow in a robust manner. 

A modular architecture for the approach has been given with the following 

components -

• Concept Lattice generation and navigation - A LatticeGenerator 

procedure has been devised which generates the concept lattice while 

preserving the sub-concept and super-concept relationships along with 

the generated concepts. A LatticeNav~gator procedure is devised which 

navigates through the concept lattice and returns the desired concept. 

• Workflow Pattern Lattice (WPL) and Security Pattern Lat­

tice (8PL) - WPs and SPs are formalized based on concepts from 

FCA and organized into concept lattices. Such a formal approach to 

organization of patterns hasn)t been attempted before. 

• Workflow composition- Considering temporal constraints amongst 

patterns within a workflow) a composition procedure has been devised 

that outputs a workflow from user specifications in the form of a di­

rected graph where vertices are the patterns and edges,are the temporal 



constraints amongst them. The composed workflow is secured at the 

pattern level where the SPs are integrated to the constituent V/Ps. SPs 

are defined as tasks to be executed instead of some metric to be achieved 

as is usually done. This enables a WP to be integrated with SPs in 

such a manner that the resultant Secureq Workflow Pattern(S'VP) es­

sentially remains a vVP . 

• Change incorporation procedure - Change incorporation into the 

composed workflow has been achieved by three functionalities 

- Transformation of a workflow graph to RIH The directed graph of 

the workflow is transformed to an equivalent RlH in Allen's lA. 

Such a representation of workflow in IA hasn't been attempted 

before. 

Change incorporation - Making use of a path-consistent procedure, 

changes are incorporated into the RIH such that the cascading 

effect of the change is taken care of properly. 

- Inve'rse transfoTTnation of RIH to 'woTkfiow gmph- Once the changes 

are incorporated into the RIH, the updated RIH is transformed 

back into it's directed graph form 

The overall approach proposed in this thesis serves as a foundation for 

re-engineering workflow of different domains in terms of patterns and con­

straints. 

Keywords - Workflow, Workflow Patten~, Security Pattern, Sec'l.lred WOTk­

flow Pattem, Temporal Role Based Access ContTol, Fonnal Concept 
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Chapter 1 

Introduction 

PIO('<,<,-(('ntl1(, t('dmoio):!,l('s IIk(' \VOl kflo\\ h8.v(' 1\])(\('1 gOllC' a "eel chelng,e ovel 

thp )P8.Ie; A.dV8.11('('m(,llt<, I1l (hffpI('nt "prtOle; h8.\<(' lllonght 111 a prohfela­

tIOn of speCIalized plOc.esses WIt h passage of tIme human tendency has 

been to atta111 a hlghel deglee of fOlmahzatIOn Jl1 plOc.e"ses FOlluahzatJOn 

bungs with It eln ablht\ to automate, and tog,ethel with It the ablhty fOl 

re-engmeellng elnd leu"e ThiS I'> Important a." people tend to re\ be the \\ el\ 

111 which \\olk ha..<, been done 111 the pa..st, leuse mo<,t of the h<'l..sl(. td .. ..,ks bllt 

\\ It h Ip"'''Pl pfiOl t 

1.1 Genesis of the Research 

Let Ib hitve it look at how plOcessmg of it lecpn"ltlOn collid hitppen III an 

Olg,itl1JZatIOl1 A tvplcal Sc.enitlIO I') "tcl.ted helO\\ III E\.dmple 1 

Example 1 A leqmsztron ran be created b'lJ (m employep zU?th nqhls (lS-

2 



su;nerl Once c'I'Priferl, zt zs delweTe(/, t.o rt. StO'l e O(fireT (SO) who pushes zt to 

the Approve Requisition 7n ncess. On Te)ectwn. the 7'eq7lesier' zs nobfied 

and the pTOcess teT'nnnate'i. On acceptrmce, the Teq'l.l,zs'dwn 1,5 (LTchwed and SO 

executes Generate Purchase Order 1)'roce5~ The P(LTchase Onle'!' (PO); 

casted 'l.mth the (LppToved Teq'l.L1.sdwn; 1.S pushed to the Appl'ove PO pTocess 

by SO. TheTe aiteT, on Te]ectzon, SO 1,5 noi1.fied and the p10cess tenmnates. 

On acceptance, the casted PO 1,S ar"Chwed and SO e.'cec'(des Dispatch PO 

]JToceS8 On Delivery to store, StoTe KeepeT (SK) execzdes Generate Re­

ceipt pToceS5. The Recezpt 1,S casted 'Wzth the PO and Update Stock pTocess 

zs exec'l.ded by SK The casted Recez]Jt zs then (LTchwed and delzveTed to Ac­

co'unts Office'" (A 0) A 0 e:cewte5 Generate Voucher ]JTOcess and 1J'l.Lshes 

the vO'l.lcheT to the Accounts Verification ]Jr'oceS8 On bemg vel ~fied and 

a]J]JTOved, the VO'l.lcher' 28 casted 'Wzth the Recer]Jt, Then the pTOce85e8 Create 

Pay.ment and Dispatch Payment aTe exewted by the A 0 and the oveT­

edl' Teqm.51.twn ]JTOCeS51.nq ter'm1.1wtes, On Te)ectwn, the vO'lLcher' zs delzveTed 

berck·to AO 'Who creeLtes the vO'l.LcheT afTesh mul pushes 1,t aq(L1,n, to Accounts 

Verification. Thr,B pToce9S 1,temtes 'w?,tzl the vozicheT 1.8 accepted TIm 1.8 be­

wuse 0. vOlI.che'l fO'1 0. delweled PO cannot be 'I ejected zndefi:mtely PToce9se8 

In tIns wOTkfio'W aTe tem,pondly constmzned - PO apvroval staTts after PO 

genemtwn, 1,tem delzveTY staTts after' PO dzspatch, Update stock and vO'I.LcheT 

qeneT,!dzon can stfLTt together, ApPTOvals co'(dd be done onl;1j during lsi of 

Apnl to 3rJ:h of MaTch of wch yeaT etc An employee can m1,se Teqv.zsztwn 

only ofter cr'edentwls ve1Ztico.twn Changes zn the fonn of penodzc enablmq 

and dzsablznq of pTOce5ses and TOtes weTe mtTOcizlced m cine COZl,T~e of tnne. 
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Observably, subsets of the processes form similar type of patterns at dif­

fererit stages -. A sequence is formed out of 'Create Requisition' and' Approve 

Requisition'; another sequence is formed of 'Delivery to store' and 'Generate 

Receipt', so on and so forth. Execution order of the processes a.re seen to be 

temporally constrained - 'Generate PO' can start only after' Approve Req­

uisition' etc. Thus it is realized that formalizing these patterns structurally 

and consolidating them into some formal organization would actually make 

the task of re-engineering and reuse of the processes much easier. It could be 

seen that the patterns would follow different walks of executions depending 

Oil how the control-flow rules are satisfied - In 'Approve R.equisition' process, 

if the requisition is approved 'Generate PO' is executed and the processing 

continues. If it is rejected the processing of the requisit.ion tenl1inates with 

'Notify Requester'. Also, the execution order of the patterns in these wel.lks 

are temporally constrained - The 'ExclusiveChoice' formed of { 'Approve 

PO', 'Notify Store Keeper', 'Dispatch PO'} can 'start' only after Sequence of 

{'Create Requisition', 'Approve Requisition'}. Thus the whole of the proce­

dure could in fact be composed as a directed graph of the patterns and their 

temporal constraints. In addition to this, changes are seen to be incorporated. 

into the workflow from time to time so that it evolves robustly. 

Considering this motivating scenario as an ideal, could we find a. common 

and convenient \ovay of re-engineering workflows from various domains and 

platforms ? This very question leads us to the genesis of this research -

Achieving a formal approach that considers a workflow as a graph 

of it's constituent patterns, increase it's robustness by incorporat­

ing non-functional cha.racteristics like security and fa.cilitate it's 
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e\ olutlOn 0\ el pa.':>,::>age of tIme b) mCOl pOl atll1g change'::> mto It 

A fOlmal aldlltectUle fOl WOlkflo\\ compOc,ltlOn mdudmg Il1COlpola,tlOn 

of change'::> IC, 11lthel to found to be n1l':>':>mg rvloc,t of the e\.btmg \\ 01 kflo\\ 

techl1ologles a\ allable al e conte\.t-speclhc HO\\ e\ el the undel h mg ploce<.'::>e'::> 

lemam ':>ame The n1<\.JOl tluust of thlC, wOlk ha..c, heen to plovtcle a, fOlmal 

stlUctm e fot such a sceliallO ba .. ':>ed on pa,ttel nc,' 

\,Vlthout a fOlmal ,::>tl uctUle to bd::,e upon, It IC, mClea::,mgly clIfflcult to 

1 e-engmeel \\ 01 kflows Re-ellgmeellng \\ ould enable us to keep pace \\ Ith 

the change':> happemng alOuncl In thlc, theSlc, a ne\\ p<i.ttel n-ba..':>ecl applOach 

fOI design of \\ 01 kflo\\ that blJngs a fOllnal chat actel to WOl kflow comp051-

tlOl~ tl1lough the u':>e of concept,::> flom FOlmal Concept AnalY'::>l'::> (FCA) lC, 

ploposed TI1lc, fOl mal al cllltectUl e of \VOl kflovv III telms of pa,ttell1'::> dncl COI1-

,::>tlamt'::> I'::> the pllme contllbutlOn of thl'::> wOlk Compo'::>ltlon of a, WOlkflo\\ 
, 

tS elone on the ba..slc, of the fUllctlOlla.l a,nel non-functIOnal C hel.! acteltstlCc, of 

th'''e' COl{t~:At FUllctlOnal chal actelt':>tlCc, 11ke 01 dellng, of ta::,b e:AecutlOn lUlec, 

e\.ecutmg lOles etc gl\ e lise to "VOl kflO\\ Pattel ns (\VPs) NOI1-ful1CtlOl1dl 

chalacteu'::>tlc'::> hke c,ecuutv need to be mteg,lated to the wOlkflov\ tOI It c, 

J()blbtnec,s SecutJty needs could be Il1teglrl.tecl a..<; Secullt) Pattel11c, (SPc,) 

to the conte:At whele lequlled Run-tIme and clec,lgn-tlme change':> OCUll to 

tlw lelcLtlOnshIpc, (unongst pCLttelllc, wIthm CL \\oIkflo\\ These \iVP,:> allCl SPs 

l11ll1ecl flOm the hteldtUle ale Olg,amzed mto two FOllnal Concept LattIce [1] 

vIZ WOlkflO\\ Pa.ttell1 Lcl.ttlce (WPL) and Secullt") Pattell1 La,ttIce (SPL) 

It h the concelll of the \\otkflow COmpOc,el to g,athel the knowledge of the 

\\ 01 kflow flO111 usel speClficCLt IOn cl.nci gIve CL COl1c,lstellt COll1PO'>ItlOl1 Al tICU­

iatmg, thl'::> 111 telln'::> of pattern'::> and then leidtlOl1slllp'::> would l1ldke the ta.'::>!. 
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0:'\.<'IP1 tm t lw (,0111POo;(,1 III t\\ 0 w~\ 0; - fi1 <,t lv, (Ono;lri011l1l2, \\ oIl,Jim\ Pit PPltt(,11l 

If''vpl ctllow,:> 11lf1m,l2, thp (mnplp"\.lt) of tIlt> wmkftmv, <'P( ondl) It led1lce':> the 

"oIl, to h( don(' to! th(' v(,llfi( <"thon ot dlcl,ng('c, to 1)(' ll1tlO(hl(('d FOl dcllle\­

mg, tills a "Olkft0'\ IS composed (1,,'0 a dllected g,laph of It's pattell1<' drawn 

fLOm the V/PL and SPL and the constlamts c"\,mongst them FOl leplesenta­

tlOn of the llltelc"\,ctmg loles a Role Enabling Ba.se (REB) flom the Tempolal 

Role Ba.':>ecl Acce<,.,:> ContLOI (TRBAC) [2J fIameWOlk b attdched \\Ith each 

\iV P III the \\ OlI,ftow An REB IS c1 const111ct fOl speCltymg, the IOle'> attached 

to a \\lP and then enabled and ch-,abled -,tatu'> dlllmg an e"\.ecutlOn of the 

WP 

Change IS mevltable many '0) stem e\.ecntmg m an mtelactmg environ­

ment and a. WOlJ..ft0\\ IS no e'{ceptlOn to It A \\olkfto\\ would e\olve with 

mCOl pOI atlOn of changes that I,eeps on allsmg ovel prt.ssage of time FOl faClI­

Itatmg thl'3, thf' wOlkftow g,laph IS tlan':>follllf'c1 llltO a Illela1dw of Refelence 

InLelvc"\,ls (RI) hom Allen '0 Intel\c"\,l Algeblc"\, (IA) [3J \IZ Refelence Intelv"l 

Hlerar('h~ (RIH), change':> die lllcOlpOlated mto the RIH 111 a pdth con"btent 

mannel and the updated RIH b tlan,>foIlllecl back to It':> clllected g,ldph fOlm 

The I equhItIoll pi oce'3"mg \VOl kfto\\ gl\ en 1I1 E\.cunplf' 1 I':> lI'3f'd to lliustl c"\,te 

the pLOposed aPPlOach tillongh out tIllS theSIS 

1.2 Issues to be Addressed 

A fOlmal applOach to compositIOn anel mamtenance of a wOlkftow 111 tellll'> 

of It s constituent pattel n-, II1voIves ISS1leS cl"S stated be)o\\ 
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Organizmg patterns into a formal structure - \\IOlhfto" ac, n, PIOC(,C,C, 

technolog) hd.':l been cHound fOI qUIte ':>OIlle tune now Re':>ealch dnd 

development Il1 tIm, <u ea. ha.s a.ctua.llv I esulted m A GOl pHS of W Ps a.s IS 

1 evea.led m the I eVlew \\ 01 h 111 Cha.ptel 2 A fOl mal a.pPI OeLC h fOl 01 ga.­

l1tzmg the':>e pdttelll':> would help ttl con':>ohdatll1g theIll Il1 one platfoun 

and ':>el ve as a centlallepo':>ltol v fOl letllevcd of e"\'l':>tmg dnd adchtlOn 

of l1eWel peLttellls Isc,uec, mvolved fOl c,uch a.l1 a.PPloctch a.le - FOIIlla.1 

c\phmtlOll'> of WOI hfto\\ GOnstl ucb P a.ttPlll I epoe;ltol J Gellel a.tmg pIO­

cedUle fOI the Olga.l1lZa.tlOl1 of pa.ttell1s , Ncwlgatll1g plOceclme 1l1to the 

olgal1tZatlOn of pdttell1':> 

Workflow compositIOn m terms of pattel ns and const! amts - U':>el':> 

Il} genel Ell give e;peclficatlOll of \\ 01 kftow III t hell 0\\ n \\ a\ wlllch al e uc,u­

<til) unstlUctUled FOl a fOlmal applOach thec,e speclhLMlOns needs to 

be Stl uctmed and fOlIlldhzed Compo':>ltlOn with the':>e fOIIlldhzed ':>pecI­

hlcLtlOns needs to he done Il1 such a mannel that the GOlIJPosecl \\OIJ...ftO\\ 

hnall) I ell1a1l1S Conc,I':>tent III tel1llc, of t Iw GOnc,tl alllh Hell( e vellh 1l1g 

tha.t a. Con':ltl a.ll1t hemg a.clcled clo not melle the eLh ecl(h GOmpo':lecl p,:u t . 
of t Iw \\ 01 kftow Il1 Conc,lc,tpnt Ie; 1 eq L1ll prJ A wot!,ftow thus cOlnpo':led 

could foHO\\ clIffel ent pathe, of eAecutlOl1 Time, fOl a pal tlculc\l endct-

ment, one needs to have a \\a, of mmkmg, the \\olkfto\\ Non-functlOlldl 

chal (tctellc,tIC':l lIke ':lecullh also needs to be mtegl a.ted to t lw \\ 01 kftL)\\ 

fOI ma.kmg It IObust Thu'> tilE' hSlleS III COlllPO'>ltlOll ot (t \\Olkftow alP 

- FOlIl1a.itZdtIOlI of u':>el '»WUhcatlOll COll<;tl dmt \ Pllhc cttlOlI lvlcu k1l1g 

\\ 01 kfto\\ allCl Integl a tlllg e,ecullt, 
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Incorporating changes - A. \\mHiow Ie., <'tn mt(,l8.ctl\P <.y<.h'm th8.t ('\o\we., 

ovel pa.ssage of time The changes <tllses flom time to time dHe to 

dldngll1g needs of H':>el':> dnd IOle':> Rnn-tune changes conIel be done 

bv the 101e':> e"\.ecutll1g the ta.':>ko; wlthm pattell1':> De':>lgn-tllne change~ 

C'Olllrl OC'(1\l rlllP to ch8.ng,p .... 111 l1<'PI .... pPClfi(8.tlOllQ Thpe.,p (h8.nges lleed to 

be ll1COlpolatedll1 sHch rL l11<tnnel that the consbtency of the \\OltftO\\ 

IS l118.111tcLll1pd rim lUg <tl1y p,(pclltlon of t 11P \\ OJ Him\ <tl1r1 stl IIdmall) 

the \\ 01 tftO\\ I em Ltlll S IObust 

1.3 Scope of the Research 

The scope of tillS lesealch I':> Illustl<ttedm the <tlchltectllle given m Ch<tptel 

3 It CLc\c\res<;e'> the Is<;ue<; lln ohed 111 tlllee modllles - FOl mal Olg<tlllZrttlOB 

of p"ttPIl1S, \\/mkfto\\ (Omposltlon, ChrLngp ll1(OJpmrltlon FOI fOlmrd Olgd­

l1lZatlOn of pattelll':> the ':>cope mclude,:> V dn Del Adbt et at'., repo .... ItOi \ 

of \\mI,ftow prtttPlll .... fm fllndlOnrll (hmrU tPll<.tlC'e., rmrl .... P( HUty pClttell1<' fOl 

non-functlOllal ChLtl actPllstJ(',:> WOl tftow COll1P0':>lt 1011 IS done III the foull vt 

d clllected glaph of tempolal con':>tlall1ts amongst the con':>tItHent pdttell1'> of 

the \\ od\ ft 0\\ C'hmlge mCOI pOI atlOl1 IS done III tell1lS of a ne\\ pattell1 bemg 

ll1tlOdllced and e"\'I':>tll1g pa ttem':> bemg changed 

1.4 Organization of the Thesis 

The lem<tmll1g ot tIll'> thesIS IS oIgal1lzed i1~ follow,:> 

Chapter 2-
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Tlu':> chaptel ple':>ent':> an m-depth leVlew wOlk plllndllly I-.eepmg, m 

mmdle':>olutlOn of the I':>':>ue':> mvolved FCA \Vd.':> levle\\ecl m ':>edlch of 

<t fOt m<tl 01 g<tl11zmg tool fOl p<tttel n':> Tlm<, FOlll1<tl Concept L<tttlce 

ft om FCA ft <tlneWOl I-. ha.c, bE'en u':>ed fOI C Onc,tl uc tmg fOl m<tl 01 g,<tl1lZ<t­

tlOn of \iVPc, r"tnd SPc, RE'vIE'''v V\Olk on wOlkflow c),nd \\ 01 kflow pattE'rn':> 

wa.':> clone to e\.plole fOl lepo':>ltolle':> of \iVP<, and ':>ome <tldutectUle of 

(on<;tt llctmg i'll1d ll1i'lll1tr"tll11ng i'l prtttE'll1-hc\,.c,E'd wOlkflO\\ TE'll1POl<t1 COI1-

<,tl<tmt<, amol1g<,t \VP<, heWE' been consIdered fOI compo':>mg wOlkflow 

In thl':> leg<tld Allen's Iutel v<tl AIgE'bla (I A) \\,t.S lE'VIE'Wed fOl ways <tne! 

fOl mahsms of I epl esentmg a \\ oIl~flow and It's pc),ttel ns 111 telms of tIme 

mtel v,),!':> andlelatlOn':>hlp':> e1111Ong':>t them In Oldel to fOlmulate clcce':>':> 

contlOl of t 111" \\ 01 kflo\\ VIa 10ies TR BAC \\ as I eVIe\\ eel auel thE' REB 

constl uct flom the samE' WCl.S used fOl pellochc enc),bhng and chs<tblmg 

of loles attached WIth WPs ReVIew wOlI-. on ':>ecullty ,va.':> done fOl 

lep0::'ltolle<, of SP':> and fOllnal Olgal11ZdtIOn of the ':>ctme Though nMn) 

lepo':>ltolle<, m valled conte}.t':> \\ele found to be e}'lstmg, cI fOlm,d 01-

g<tl1lZ<ttIOn of the ':>dme wa.s found to be mlsc,mg <tnd thIS fCll mc, <t p<tl t 

of thlc, lE'<,ealch 

Chapter 3- In thl':> chc)'ptel <tn cuchltectUle of thE' plOpoc,ed <tppIoc),ch fOl 

COlllPO':>lllg ewel Uldllltdllllllg d pe1ttelu-bd.,:>eel wOlkflow I':> glvell In ad­

clItIOn to thl':>, the conceptual IdyeI':> and an endctment cvde of the 

cudlltectUle thdt gl\e,:> the flo\\ of e\.ecutlOll of tht' ':>tt'P" ll}\olved m 

enactment of the plopoc,ed c),PPlO<tch <tl e gIven 

Chapter 4- In thl':> chdptel, ,111 apPlodch fOl a fOllnal Olgdl11ZdtlOl1 of pat-
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teln':> h.=t.':> been adlIevedm the fOIlll of", fOllllall",ttJce \i\tPL ha.':> been 

aclueved hom the Van Del Aaht":> lepo':>ltol'> of WP':> \\ hlch ale chalac­

t(,lIz('d h\ \i\tOl !dimv Conc(,lll<" (\i\lC) Th(' SPL h<1.<; b(,(,11 g('l1f'l r),tf'd flom 

the e'{l':>tmg lepo':>ltol) of SP':> Here a tl u':>t-ba.':>ecl apPlodch ha:, been 

taken and SP':> ha.') been chalactellzecl bv Tlll':>t Elements (TE) In aci­

clItIOn to tIllS plOcecime':> fOl genel atmg ",nd l1<'Wlg",tlll?, III t he 1M tlce':> 

ba!::>ed on Gcll1tel Ne"\.t-Clo':>1Ue algonthm hd." elbo been devl,:>ecl 

Chapter 5- Thl':> (haptel ad1le\ es compo':>ltlOl1 ot aWOl kfto\\ as a clu ected 

graph of It":. pattell1':> dnd tempordl con"tldlllt':> FOl con':>tlamh It 

con':>ldeu" the ':>et of 13 temporal relatIOnslup,:> between a pall of or­

deled mtel v.:tls i'l.S estabh,:>hed m Allen '3 IA The .:tpplOr),ch ",Iso seWle,:> 

a \\orkfto\\ bv mteglatmg SPs to WP", ':>uch tbat the le':>ultant patteln 

e':>':>entIallv remam':> a WP In adchtIOn to tlu" , the PIOpo':>ltIOn 1 ha.,:> 

been proved that e':>tdbh':>hes the fea.':>lblht) of the applOdch gl\en 

Chapter 6- In tillS Ch",ptel ",n ll1ll0v",tlve "'PPlOach h,I.S been taken fOl 111-

cOlpOlatmg change':> m a wOlkfto\\ composed ai'. a dnectecl gl",ph of It ':> 

pdttell1':> c),ncl tempO! al canstl a1l1ts among':>t them FO! the iiI ':>t tllne 

the concept of Retelence Intel\dl HleldlCh) bd':>ecl on the Refelence In­

tel val canstlUct of Allen"> IA ha .. s been fOl m",hzed E"t abhslung the f.:tct 

thM a \\olkfto\\ leple':>entable a..':> [1 dlleded !Slaph can be tlansf0lI1lecl 

ll1to d RIH the dPPlOdch wod,,, out tluee functlOnahtle':> for lllCOlpOlat­

mg changes - A tlan"form functIOn that tlace':> d RIH from a wOlkftow 

W A con':>tldlllt plOpagdtIOn functIOn that lllcOlpolate':> change':> mto 

the RIH An Il1VelSe tlan':>f0ll1l functIOn that tlctn':>folIll':> b",d. the np-
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dat.ed RIH to it's dIrected graph form These fUllctionahties take care 

of the changes in the patterns and constraints. 

Chapter 7- This chctptm fin8.11y SlI111S 1Ip the reS(~cti ril WOl k dOllP with 8. 

critlca.l ana.lysis of contllbutions and milestones a.chieved discussIOns on 

future directIOn of work 
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Chapter 2 

Review Work 

2.1 Formal Concept Analysis 

2.1.1 Theoretical Background 

Formalization of human thinking helps in fostering the process of learning 

by giving a well-defined representation to human thoughts. Formal Concept 

Ana.lysis (FCA) finds it's core here. It considers a. concept as a. formal unit 

of human thought. FCA takes an input table specifying a set of objects and 

the properties there of, and finds all the nat'll1Y.d clusters of properties and all 

the natv,ml clusters of objects in the input data, where 

• a nat7l;ro.l object cluster is the set of all objects that share a common 

subset of properties, and 

• a no.tuTO,1 property cluster is the set of all properties shared by one 

of the natural object clusters. Natural property clusters corresponds 

12 
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one-to-one with na.tural object clusters. 

The input table is termed as the formal context. A pa.ir of natural object 

cluster and natural property cluster forms a concept. This is ba.'3ed on the 

philosophical understanding that a concept is constituted by two parts: its 

extension which consists of all objects belonging to the concept, and its in­

tention which comprises of all attributes shared by th~se objects. These 

concepts exhibit a subsumption hierarchy when organized into a lattice. A 

set of algorithms ba.'3ed on tools, like implications, exploration etc. is used for 

construction of 'such a formal concept lattice. Various operations likescal­

ing, pruning etc. and visualization tools like the various line dia.gra.ms help 

in maintaining such a formal concept lattice of a given formal context. These 
.. " 

operations facilitates further inferences from concept.ual human thoughts ex-. . 

plicitly Tepresented a.'3 formal concepts. Pioneerin? works of Ganter and Wille 

[4, 1] lays the foundation of the formal framework for FCA. Basic definitions 

from these \vorks which would be further used in this research a.re given here. 

Definition 1 A formal context K is defined as 0. three tuple < O,A,!> 

whi.ch consists of t'wo sets 0 (md A and (L rel(dion I bettueen 0 and A. The 

eleme1.ts .of 0 a7:e called the objects, the elements of A aTe called the aitTibutes 

of the context andth'e relation I indicates which 0~7ects have which attribv,tes. 

Definition 2 A fOl:mal concept is defined as a 2-t'Uple < Oi,Ai > derived 

fTOm a fonn(d cord ext where 

• Oi ~ OJ 0 is a. fi:n:itc set of ob.iect::; i'll, the fOT1nal cu'll,te:d . 

• Ai ~ .4, Ais a finite set of attributes 'in the fonnal- conte~ct. 

13 



• Everlj obJect w 0, has every att7'1bll,te 17), A, 

• FOT eveTY object zn 0 that? s not zn 0,. the?'e 2S an attnb~tte zn A, wInch 

that object doe~ not have 

• F01' eve1"IJ att1'1btde 111 A that 1,S not w A,; theTe 1S an obJect w 0, that 

does not ho:ue that attnbv.te 

0, 1,S called the eTtent CLnd A, the mtent of the concept 

The extent .1.nd 111tent of a fOl m8.i concept follows a. d1\.1.hty plln(.lpie ~1l1l1ial 

t.o Galozs connectzon 

Definition 3 (A,S) CLnd (B,S) aTe two posets .4 Galois Connection be­

tween the')e two posets conS1.st of two monotone fv.nctwns F A ---+ Band 

G B ~ A such that Va E A and Vb E B we have F(a) S b zjj as G(b) 

The &et of fOl mal conceptI', 111 a fOlln.1.1 context exhlblt& .1.n Ol del by the 

subcol1(,ept-&llpeLC,oncept lelatlOnsiup among them Thls Older IS defined as 

a concept lattIce [1J 

Definition 4 Let (01,4.1) onri (0.2 , A2 ) be fOTm.al concepts 111 0 jon)l.((,l con­

text < 0, A, I> The set oj all concepts of < 0, A, I > paTtwlly oTde7'ed by 

the subconcept Te/atzo17shzp ~ 1S called the Formal Concept Lattice whe1'e 

~ fonlls 0. GoJ01C, C'onneGt1.On as follows - (01 , AI) ~ (02 , A2 ) ¢:? 0 1 ~ O2 ¢:? 

A2 ~ Al 

FCA tneb to captnre dud V1blli:thze conceptnal COll':>tlllctb 111 a context 111 

such .1. mannel thilt gIven the replesentatlOn of a concept, we conlel dellve 
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aU othel concept" that lllay ha\ e wntubuted to It TIm':>, we conld find ont 

the lelatlOn"lllp" d1110ng the concept,:> m the fOlm of znhe17tonce Olgdl1lZmg 

concept" a..s a.n mhellta.nce hlelcuchv m the fOlm of «(, concept la.ttlce h(I.." been 

the a.pplOa.ch of FeA VIle Jllustlate bv the common e;..a.mple of mtegel c\Jglts 

and then t\ pes The concept ldttlce fOl tlll':> C'onte"\.t a.,:> gl\ en 111 FIgme 2 1 1 

Cdn be bUlld elthel wIth le"pect to the MEET opeldtlOn 01 JOIN opelcltlOn 

on the conte;..t -

MEET - Hele we ':>t(u t a.t the concepts ha.vmg one attllbute m the ll1ten­

tlOn':> .tvIEET opeldtlOn on eclch pan of concepts le"ult':> m a concept 

whele the mtentlOn ha.,::> all the attubute,:> flOm both the concept':> and 

the e"\.tenSlOl1 ha..s the C01l1mOll objects between them Ca.11 \ mg thIS 

fOl\Va.ld \\e would lea.ch at a set of concepts \\hele no male rvIEET 

opelatlOn Cdn be pelfollned At thI'::> pomt the concept'::> eue clo':>ecl 

JOIN -Hele we '::>tcut at the concepts hd\ll1g Olle object m the e"\.ten'::>lOns 

JOIN opelatlOn on each pdll of concept,:> le'->ult':> Il1 a concept whele the 

e;..tensIOn hel..':> all the obJect,:> flOm both the concept" a.llcl the mtentlOn 

ha.':> the common a.ttubutes bet\\een them CCtliVlllg thI':> fOl\\ald we 

would leach at cI '::>et of concept'::> whele no mOle JOIN opelatlOn can be 

pelfollned At tlu'::> pomt the concepts dle clo'::>ed 

I FIg,tIlC COUI tc'» \Vlklpaccl!.:t 
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FIg,llle 2 1 Integ,eL Concept lattIce 

Integel Context 
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1 " 
2 " 
3 " " 
-I " 
5 " " 
6 " 
7 " " 
8 " 
\) " " 
10 " " 

E S 

" 
" 

" " 

" 

" 
" 

" 

DefimtlOll 5 An Inheritance hierarchy 15 a 100ted dl1ecterl qwph (,'(11 E)~ I) 

whe1e 

T = Root node 

~ = Some le'L1coqmph1c onle1 

V = A 5et of nodes ouieTed wtfh le5pect to ~ 

E = {(a b) I fO? some \/, ~ \/ and \/) ~ V 511ch that V, n \/7 = 4), a E \1, b 

E \~ and o~ b } 

2.1.2 Research and Usage of FCA 

Resealch and usage of rCA ha~ been 111 chffelent alea.c, S111ce the plOneellng, 

\\oLk done Ch.lllLlg, the ecl.Lh 1980s Imtlcl,llv It stat ted to be Hsed 111 the 
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area of Knowledge Representation and Reasoning (KR&R). Applications of 

FCA in the a;rea of I(R.&R. has been chiefly in ontology, Natural Language 

Processing (NLP) and linguistics [5,6,7,8,9,10,11]. FCA is used to enhance 

an ontology by converting it into a formal concept lattice and navigate in it 

for learning purpose. In NLP, knowledge descriptions ~i.re stored in a lexica .. 

However ambiguity remains between the text actually used and the entries 

into the lexical database. To remove this, a detailed lexicon is required along 

with an ontology. On the other hanel, for a detailed lexicon, a corresponding 

ontology is a requirement. So, as a start.ing point t.o the fH:ocess of building 

the detailecl.1exicon, FCA techniques are used to bootstrap it with an initial 

concept lattice.· Subsequent exploration techniques discover further specific 
.. 

entries. In addition to this FCA has been used in conjugation with Ripple 

DQ~vn R,ule (RDR) to detect relationships among rules for knowledge reuse 

[~~]. This il!itial appiication of FCA in the area of KR&R has been followed 

bX ~~.pplications in other a.reas like Software Engineering (SE), Data l'vliiling 

(Dl\l1) ~.nd Concept Classification (CC). In the area of DM, FCA has been 

ll~ecl .~~lie_fly for the purpose of extracting a hierarchy of rnined information 

fl;9m ,voluminous data [13, 14, 15, 16, 17]. FCA usage has been found to be 

hjghest in ,the. area of SE where it is chiefly used for the pUl'pose of finding 

relatecLartifac~s from existing code [18, 19,20,21,22,23,24.,25,26]. CC has 

bee.n u,sed in con.iugation with Knowledge Discovery in Databases (KDP) to 

classify concepts extracted from unstructured databa..ses [27, 5, 17, 28, 12, 

29, 30, 31]. Also, FCA ha..s been used for ontology engineering to merge 

different ontolo~i_es into a concept lattice and classify concepts from it. which 

is other}vise not p.ossible in the sOllrce ontologies [32, 33, 34]. 
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FCA IS still lesecuched and used rtctlvelv tlu ough I1lcliv!Clual ('ffO! hand 

conferences like the Intel natIOnal Confelence on FOllnal Concept Analvsls 

(ICFC'A) It IS fOllnd to 1)(' most pIOhfic Il1 tlw (110,1, of CC In tIl(' area of 

CC, ['35] IS a wod\. thclt gl\e<.., cln approach fOl clll::,termg lec.,ults letmned bi 

a sealch engme [36] gives an applOach of letlle\lng selectne clllsteis flOm 

the mput conte"\.h bv con':>tirtIllIllg concepts rt.s pel usel 1 eqll11ement':>, whIle 

[37] gl\TPS an apploC"l,ch of IPfimng IPslllts IPtm npd bv wpb c.,pmeh engme':> 

[38] gl\ e':> an clpplOach of mappmg a Conceptual Glaph to FCA while [39] 

I':> a wOlk that deal':> With ontolog\ completIOn In the area of KR&R [40] 

e"\.tends the IHvIgrttlOn rtnd rtnnotrttlOn ferttmes of rt standrtld sertIch mtelfrtce 

bi ClerttIllg a conceptual neighbolhood of fOlmrtl concepts blllit 01lt of the 

':>earch re<..,ult,:> and allowmg ll':>el':> to na\ Igate m tIll':> neighborhood 

ResE'aIch contllbutlOn and uc.,a,ge of FCA ovel a pellocl of 15 ) eal s aCIOSS 

fOUl alea.s VIZ SE, Ot--/I h.R~R and CC ale shown III FIgtlle 22 Ollt of 

the 55 \\olks levJewed a total of 11 wOlk':> hrtve been m the alea of KR~R 

27 have been III the area of SE, 6 ha\ e been III the clrea of OrvI and 20 helve 

been m the arecl of CC TIm':>, the focu':> of FCA ha.,:> been the lllghe':>t m the 

alea of SE and vel) 10\\ m the alea of or"r Though lec.,,:> Il1 foc1ls FCA lIsage 

m KR~R ha.':> contm1led till the lrtte 2000s The high focus of FCA m SE 

occulled durll1g the penod of eClrly 1990., to the late 2000s The fow., III OM 

ha.s been mmllnal and concentI ated elm mg the fil st halt of 2000':> FCA ha~ 

been ll':>ed 111 CC flOm the later par t of the 199fh Thollgh It IS chfTIcult to 

PIO)f>Ct a elefimte usage and If>seaIch tlend of FCA flom these figllles a Shitt 

flom KR&..R to SE can be -.,een It could be Illchcative of FCA llsrtge Il1 the 

areas of Ar tIhC181 IntellIgence (A.I) and Machme Leauung (NIL) TIm could 
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be i:iubi:itantiatecl from the fact that, FCA hC\J:l been u~ecl in SE chiefiy for 

t.he plll'pose of finding rplated mtif8.('ts from legRcy codes tl1U~ automating 

the process of rl3structuring software. Thei:ie reviewed papers, along with 

their focus areas, contribution anel tools developed if any are tabula.ted in 

Appendix A 
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Figure 2.2: Usage of FCA 
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2.1.3 Existing Concept Lattice.Generating Algorithms 

Algorithms tha.t genera.te the concepts in a given context <md builds the 

lattice (lealS WIth two problems, firstly how to generate all (;oncepts and 

secondly how to aVOId repetItive generation of the same concept. For avoiding 

repetitive generation of same concepts, an algorithm runs a specific cC\nollicit~: 

test. Optima1ity of the C1}gorithm depends on the time tc1ken for generation of 

all the concepts. It i::; known that the number of concepts can b~ exponential 
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111 the size of the 111put context II1 some crt.ses Hence, rt concept genel atmg 

algollthm can be consldelecl opt11111lm If It generates the concepts 111 the 

concept lattice With polynomwl hme delay (mel ti:lkes lmear storage !:>pace EOl 

the generated concept!:> An algonthm I!:> !:>ald to have polY77omwl t?me deloy 
I 

If It executes c1,t most polynonual steps of computatIOns befole genelatmg 

the next concepts 01 haltmg Each of these algollthms (liffer m how they 

eXit the loop, how the clo!:>Ules ale computed and how the CanOl1lCIty te!:>t 

fOl aVOlclmg repetitive geneiatIOn of concepts I!:> clone These algorIthmb can 

be compalecl and c1a.sslfiecl accOlcl111g to [l set of seven plOpeltle!:> [41] \Ale 

choose Gc1,ntel's Next-ClosUle fOI the pm pObe of genel c1,tIOn and navigatIOn 

of patteln lattices 111 Oul applOach 

Ganter's Next-Closure Algorithm 

Gantel 's NextClosure [42, 41. 43] geneIates the concepts c1,ccOldmg to a lex­

lCOglc1,plllc Olciel of the subsets of c1,ttnbllte set A 01 object set 0 111 a given 

tOIIllc1,l context < 0, 4, I > Set Set l IS consldeled to be lexlcoglc1,phlccLll) 

Ief,!:> than Set2 If l11'ln((Setl U Set2) - (Set l n Set2)) E Set2 In genelal, a 

bub!:>et IS con!:>Ideled to be leXicographically les!:> than It'.., bupelbet \\le denote 

the lexICograpIuc oldel by -< Ec1,ch step of the algollthm het.s two pet.':>."e" 

• GeneratIOn of a new concept from the cunent bet of attllbute:, AclLI -

The extent of the new cOl1(ept I!:> genelatecl by mtersectmg the extents 

of all the concepts hF1V111g the attllbutes 111 A''111 A fOI IllS the 111tent 

• Canol1lC'lty te:,t - The clo!:>Ule 0~1LI of the CUlrent extent Or", I~ calcu­

leLted If QII/O doesn't contc1,Jl1 any object q -< ma?:(Or",), then the 
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genel atlOn of t he new cOllcept I':> COlbldel ed CanOlll( al Hel e nw /., ( ° elL' ) 

gJ\ e':> the ma\.1l1lal element m ° dCCOl dmg to -< If the te.,t fall", the 

aJgolithm contmue., wltll the ne\.t a.ttllbute "et 111 tlle le\.lcogla.phlc 

ordel If tlle te"t "ucceed", the a.lgollthm cont1l1ue" with neAt "et of c1t­

tubute,:> obtamed flOm the clo':>Ule of A a.,:> follow,:> - Include the ma\.Ill1c1.1 

element not III the clo':>Ule 4.~", dndlemove dll element,:> ftOm 4.~", that 

a.1 e le\.lcogl a.phlca.lly hlggel tlla.n the newl) 1l1clucled element Thu., 

the ne\.t "et I" cou-.tl ucted a..':> A~1t1 U {q} \ {hlh E A~IlJ.tq -< h} \\ hele 

q = nuL't{ ° /A~71/} 
The cllgollthm contll1ue':> untIl the cdnolllcdi covel of 4.UI/ I':> equdl to 4. 

Tim., It I':> ':>een that Ne\.t-Clo':>me doe.,n't lequlle" dn aU\'lhal) ':>toldge .,ll1ce 

It doe"n't ll':>e aheadv genela.ted concept" to genelc1te newel one" ThiS selves 

a..s a.n a.dva.nta.ge of Ne\.t-ClosUl e Aga1l1 use of le\.lc ogl c1plnc 01 del C on.,Jdel s 

selected ':>ubsets of the a.ttllbute set tOI genel c1tlOn of ne\\ el concept.., t hu., 

leducll1g the tll11e lequlled The ]Jolynomud t?7ne delay of NeAt-Clo':>Ule IS 

O(IA2110llLi), whele L J':> the numbel of concepts geneldted 

2.2 Workflow and Workflow Pattern 

\VOlhfiO\\ contmues to e\ohe O\el the yeals a.s a <;tanclald techno log) of the 

ptOce<;s clomall1 Reseal ch and development Il1 \\ 01 kfiow ha\ e cluefi) con­

centl dted 1I1 COll1pOc,ltlOn of a. WOl kfiow ftOm e\.Jst mg components to lJ10del 

a. ploce':>s a.t ha.nd [44 45 46 47] dea.l", Wltll COll1P0..,ltlOlJ of \\olkfiow Il1 

the cl1ec1 of bu.,me..,., ptOcess, [44 -18,49 50 [)1 40 47 52] ciec1b \\)th \\olh­

fiow compo<;ltlOl1 dllefiy hom bU<;lUess plOcesse<; m the fOlln of \\ eb ':>el Vice., 
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[53. 50. 54. 55J eleal." with Is.SlIe<, legal elmg V,11 lOllS ':>ClentJfic \vOlI ... ftmvs etnd 

then wmposltlOn [56J IS the only \VOlk fonnel amongst the lenewecl wOlks 

t llc1 t dc::t.lc, Wit h 8 g,f'l1Cll( WOl kflow Thue, the foe ue, of gC11011( WOl kftow 1<, 

fonnel to be lea:o.t among&t the le&ealCh (OmmuUlty [57J IS c1 wOlk that deals 

Wit h rlyn<'l,lllJ(' <,tlllctlUPtI dl<'1,ngp<, etf t,i\.<,k 11"\ 1"1 III rt "VOl kfimv Mmletgement 

Sy':>telll (V/F~IS) bc\,.,:>pd on a conceptual glaph ba...,prllllodel VlOlkftow tech­

nology IS found to hr,,ve evolved chlefty 111 two rillechon') - hl1e,mes& plOceSbe':> 

\VOl kftow and sCIentific applIc atlOl1 \\'01 kfto\\' ct.S IS I eve,),lec1 by the plot of 

the levlewed paper& 111 Flgme 23 Appenchx B gIve,:> c1 detcllied tabnlatlOn 

of these levlewed petpel s along with toob, dehvetable developed etHd theu 

lespectlve alei\.S of focus and contllbntlOns 

ContempolalY \VOlkfio\V systems, elthel busmess plOcess 01 sClentlfi.C' ap-

plica tlOl1 e\.dch esses \vOl kftow 1 equu pment.., ct.., chffel ent feat III es \\ Inch hetve 

valled smtablhty. pelspectl\'es emel glanulallty Ho\\,evel. &lIch featllle::. ex­

hibit patteln,.., 111helentl\ d .. <, IS tIlIe to an) othel system and exlublt of these 

pattell1,s 111 the \\'oIkftow ale constlamecl by the lelatlOl1shlP& c1l110ngi->t them 

Rese;uch rtnd development 111 the alea.s of wOlkfimv pettteill and pattell1-

based \VOL kfto\\' have been focused Il1 Identification and speCIficatIOn of wod,-

fiow Pattel ns III vallous dom<'l,lll~ hke blOlllfollnatlc" [58], BPR [59. 60J. SOA 

[61J KnO\vleclge-fto\\'s [62, 63] BPr"I [64, 65, 66, 67] genellc wOlkflO\\, pat­

tern':> [65 68 67], Acce,:>~-contlOl [60J Abo, foeu':> of lesedrch on \\IP I':> 
.-

found III Vc111on.., apphcc1tlOl1 and plogiammmg pidtfolll1b hke Oldcle [70J . 

.}aVr) [71], Wmdo\\,s [72], LOTOS [73J III tillS effOl t, rhffelent lepo,sltolles of 

\VPs IM\'e been developed Explol ettlOl1S of contempOl al y \vOL kfto\\' S) stems 

by Vdll Der Aabt,:>' group 111 tlus regald hc1.,:> estabh"hed a robu&t lepO&I-



tory of \\iPs [74, 75, 76, 77, 78]. This repository has been accepted largely 

across industry a.nd academia. as a. conceptual ba.':iis for process technology 

164, 73. 79, 70,80,72, 71, 81, 82, 69]. However, an agreed upon framework 

for cOll1position of a workflow flOm workflow patte1'lls IS found to be missing 

and this forms a part of this research. Plot in Figure 2.4 gives a area wise 
\ 

dist.ribution of the number of pi:lpers reviewed while Appendix B tabulat.es in 

details the contribution, focus and t,ools developed by the research presented 

in these reviewed papers. 
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F'igure 2.3: Area wise publications in workflow 
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Figure 2.4: Area wi::;e publication in ViP 

2.2.1 Van Der Aalst et. al. Repository of WP 

\,Vith the primary aim to provide a conceptual basi::; for proce::;s technology, 

pioneering work in IdentificatIOn and documentation of WOl kftow patterns 

were taken up jointly in Eindhoven University of Technology and Queens­

land University of Technology by Wil Van Del' Aalst et. rd. in 1999. These 

patterns have been aggregated and documented in the public domain a.s a. 

well accepted repo::;itory of WP::; acro::;::; academia and indu::;try. Here WPs 

have been captured in four different perspectives namely Cont'l'Ol-fiMu: Data, 

Reso1~rce: Except1.On Handl1,ng. The cont'l'Ol-fiMU per::;pective describes ac­

tivities and their execution ordering through different constructors, which 
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P(,ll11lt ftm, of (''{('ClitIOn contlol (' g, S('qll(,I1C(,, sphts peLlalleh':>m dnel Jom 

WnChlOl1lZatlOn The dat(L pel':>pectlve give,:> d lelver of the plOce"':>mg data 

OVE'1 thE' ('(mtlol-f/ollJ Pf'I<;j)('ctlvP D()('IIlI1(,lIts R.nd oth<'l ohW(ts whl(h flow 

Jwtween attn ItIP,:> and loced vall abIes of t lw WOl kflo" qualIfy III effpct pi P 

and post-condltlOn':> of dCtlVlt\ e\.ecutlOn The le'JOU1ce pel':>pectlve PIO\ Ide':> 

an 01 ga,l1IzatlOnal stluctm e anchOl ed to the WOl tfto" m the f01111 of human 

and devICe lOles I espol1'olble fOl e'{ecutmg activities T) plcall) 1 efel ellce'o to 

etIld \\ 01 kflo\\ data atP pa.s'3edmto and out of applIcation':> tllloug,h activit) -to­

applIcatlOl1 mtetfaces aJlo\Vmg mcLl1lpUlatlOn of the data Wlthll1 applIc,atlOl15 

The conti aI-flow pelspectn e pi m Ides cLn essential ll1slght mto cL WOI tftm" 

speClhccLtlOn'" eftectn eness The deLta fto" pelspectn e I est<:, on It, whIle the 

olgal1lzatlOl1al al1el opel atlOl1al pel specJlves <1.1 e anc,lllal \ Tlle'oe pattel ns 

have been doc,umented With 'oIA attllbutes namely Desu IptlOl1 S, nonyms 

E\.ample,:>, PlOblem, SolutIOn clnel Name EAdmples stdte ':>ome ll1':>teUlCe':> of 

the pattell1 OCCUll111g 111 ':>ome plOce':>s PlOblem steltes a plOblematlc ':>Itu­

atlOn that ma) dll':>e 111 a proc,e,:>,:> elue to e\.l,:>tenc,e of the pdttern SolutIOn 

ch",cu'3ses the apPloach taken b) va1l0U'3 \\tOI kflo" SY'3tem,> fOI handlll1g the 

pCLttel l1 Thl., deSc,llptlve WeL) of documentmg, \VPs help,> us to ha, e cL good 

undel stcLndmg of the deSign aile! eU chltectm e of \\101 Hi 0\\ S\ stem" at lalge 

Hm'evel It 15 of lIttle help 111 ll1cuntenance ot a \VOlkfto\\ 111 Pl3ctlc,e In del­

clItIOn to thiS the leposltOl y lad"s a fOlmal olgamza.tlOn whICh colllel be the 

ba.sls of findmg t lw I elatlOnshlps flmong..,t the patte1l1,> -\ VVOI kflo,\ IS an 

evolvll1g s\ .,tem whE'le cha.nges needs to bE' ac,commoc\cLtE'c1 hom time to time 

The':>e chell1ge':> can be fOl mcthzed a.':> \",1 P':> dnel mtegl d ted ll1to the \ \t0l kfto\\ 
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2.3 Security and Security Pattern 

SecuIltv sollltlOn" of a svstem ha:s been lalgely seen fLom a p.=ttteln-brt.sed 

pelspect\ve a.s IS eVIdent from the l.=tlge numbel of lelated wOlks av.=til.=tble A 

Secunty Patte111 (SP) captmes e'\.pert knowledge of a ':leculltj ':lOlUtlOI1 fOI d 

C,(,(llllty plohkm \othm a (if'fin('d cont(').,J SPc, <11(' C,tlllctlll.=tl ple':lCllptlOns 

to the appltcatlOn developel to mCOl pOl ate seCUll t\ ,:>ollltlOns m .=t ':>\ ':>tem 

Ivlethodologles fOl eltut.=ttlOn of seculltv leqllllements hrt.s been the chief ,:)le.=t 

of ':ltudy fOl ':leCll11t\ patte1l1':l [8'3, 84, 85, 86, 87, 88, 89, 90, 91, 02, 93 

94, 95, 96 97, 98] Apalt flOm tIm, secllllty patte1l1s hdve been -.tncited 

tlllough chffelent phases of soft\\ate development hfec} de [99, 100], dI1tl­

pattems[101, 102] etc 

2.3.1 Repository of Security Patterns 

A lalge COlPllS of SP lepo':>ltOlleS IS bemg developed \\ l1lfh IS e"\.panchng 

lapldly - [98] gIve" a hlelalchy of pattelns fOl SeCllllt\ of .=tgent ba.sed s) stem, 

[103] gl\ es a dasslficatlOll of systems secnntv pattel11s, [104] g1\ e':l d catalog 

of archItectural pdtte1l1S Ba.sed on Open GlOup template fOI patteln, [105] 

das"lnes secullty pattell1s fot Stl uc.tmal desIgn, A compi ehen':l1\ e cat dlog of 

':>m ve\ eel SP" brt."ed on seclIllty concem chmen':>1011':> [\ V,:)SlUMl\.1 et al (2009) J 

.=tnd quallt\ Ch.=tl.=tc.tell"tICc, [L.=tvelchele et.=tl (2006)] b gl\ren 111 [lOG], [107] 

Gl\e~ a ne\\ cla.sslncatlOn of SPs ba.sed on the Gammel et al s c.haldc.tell':ltLC':l 

- CledtlOnal, StLUctnral, BehaVlOlal and Vlega\ and MCGId\\ 's 10 plmcIple 

[108] gIves a hst of 14 SPs cla..sslfied accotdmg to the CI..\ model [109] gl\es 

a hst of AAPs c.=ttegollzed mto p.=ttteln clrt.sses, [110J GIve,:> a cla.':lc,lficatlOn of 
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SPS ba.sed on multiple climenslOns whele edch dimensIOn cuts dCIOSS d COI1-

tmuous concell1 space gl vmg I1ltlltlple 1 eglOns [111] plOpOSei:> se\ en pel ttel ns 

fOI CtpphCCttlOn SeGUllty [112J plOpOSe., 26 SPs fOI web a,pphGCttwll develop­

ment [113] enh<tnce.s secuut\ of .,endmeul b, <I. ':>et of SPs Slllce the conte,t':> 

of these leposltones val y lalgelv, the SPs hdve conte,t-spe(]h(' des('uptJOns 

and cLl':>':>lhcc1tlOn':> \\ hlch cliffel hom one c1nothel Howe\ el, ~I.H these leposlto­

lIe<, eU e <,een to follo\\ the genel aJ <,ecullt, pi opel tie,:> undel con':>ldel <ttwn fOl 

<t secmed ,:>y<,tem lIke <tuthentICity <tut houty mtegut\, (onfidentJahty non­

I epudl<ttwn <tv<tllel.blhtv <,epeU el.tlOn of duty bmdmg of dut) etc An SP m<ty 

addless mOle than one pi opel ty wlule thele mdV be mOle thclll one SP th<tt 

elddl e<,.,e<, the same plOpel t} l'vIOl em el, the pattell1<' melY be 01 del ed ft 0111 

genelal to mOle c;pecIfi.c clas.se., bdsed on (hffelent patametel s lIke plel.tfOLI11 

pi e-condltlOlb etc D1\e to the gl <tnul<tllt\ of knowledge CrtptUl ed 111 de.,lgn 

and deployment SP':> hOll1 dlffeLent leposltolle':> ale obsel Vcl.bl} chffelent FOi 

e"\.ample SERENITY SF;;, m chffelent le\el<, of SERENITY h cune\\ 01 h., like 

olgamzatlOn, \vOlkfto\\ and ':>el \ Ice net\\olk etnd de\ Ice levels cue cohelent 

but chffel obc;fl vably fl0111 those Cited above Schullladwl gives a t\\ 0 chmen­

'>lOnel.l olg<tmz<ttlOn of SPs [114] whele oue dllllensioll cousldel<, tluee levels 

of ab.,ttdctlOn \ lZ entelplIse S\ <,tem and dpphcatlOn wlule the othel chmen­

<,lOn consldel S thlee pha..ses of lIfe-cycle - dlclutectme, de<"lgn dnd opeldtlOn 

[115 108] eU1 01 gCtl1lz<ttlOn ba..<,ed on tCt"\.onom, eU1d llllgm<,tlc 111et <tphol <, whIle 

[116 117, 118 108 119] ctttempt enumelatlOn<, ba..<,ed on the Common Cll­

tell<t fOl InfolmatlOn Ted1l1010gv secullt\ EVcl.lu<ttwn In (I.dclitwn though 

m-depth, these .,tudles IM\ e been mctde flom andh SIS of <.,ecullt) <"cendl-

10<, of e\.lstmg systems Hence thele IS <tn dbsence of et fOllnal olgamzatlOn 
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ctmong;st tllf'<;p clc"''-,'-,lfirR.tion \\ l11rh (01110 plop<>11) (ctptllll' "'-nel leple.,ent the 

uneletlvll1g seclIllty concelllS m a platfoll}} ll1elepenelent ma,nnel 1v!0.,t of 

these d::t.c,c,lficcthons me tR.g b(t.seel c"l1e1 tR.l1g,kd \\ Ith Implel1wntatlOn detalb 

2.4 Allen's Interval Algebra 

Allen's Interval Algebla (IA) electls WIth the plOblelll of leplesentll1g tempo­

ral knowledge It mtroeluce,:> an mtel\al-ba.':>ecl tempmalloglc together WIth 

a computatIOnally effectIve constiall1t plOpagatIOn leasomng algollthm In 

oldel to contlOl the ctmOllnt of eleclllctlOn pelfolmed alltolllcttlcallv b\ the 

'»)stem a notIon of Refe1e11ce hlfp1va/ls ll1tlOeluced 

DefimtlOn 6 A Reference Interval RI1s a c/V~tp1 of time mte1 va/~ (/1 

12 7" ) svrh that 

• Each ~nte1val m the clu5te1 ~s 1elated to tlU5 1efe1enre mte71J(Li by one 

01 mOle of the 13 Allen's temp01al1elat1Onshl]J'3 

• FOI each ou/e1ect pcm f10m the riuste1, the tempo1CL/1eIcLt1on~h1ps be­

tween the 117teT"(Jrds 117 the prm 15 rornplete/7j ca/rll/rded 

Intel vals can be leplesented bv 1ll0clelll1g then end pomts ASSll111ll1g ct 

model COIl':>lstmg ot a f1l1h oleleleel set of POll1ts of tUlle, ctn mtel \ ctl IS cUl 

m del eel pan ot pomts \\ Ith the f11 st pomt less than the second A ke\ fact 

u':>eclll1 testll1g whether ':>ome conchtlOn P hole!':> clllll11g an ll1tpnal T I':> that If 

a ,:>mallel mtel \ al t I':> dUllng T cUld P holel., dunng t, then P also hold,:> elullng 

T ThIS r/vT1nq lelatlOn.,lllp cCln be u'3Pcl to define c\, lllf'lctrchy of mtel\als III 
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which propositions can be "inherited". Furthermore, such a. dUTing hiera.rchy 

allows reasoning processes to be localized, so that irrelevant facts CI.re never 

considered. Allen proposes 13 relationships that could hold between any two 

interva.ls X and Y (Table 2.1). To facilitate multiple relationships holding 

between a pair of intervals, Allen also provides a network representation. 

Here a node representing an interval X is denoted by lVx . Allen computes 

the transitivity relations between RefeTence InteTvals a.s in Table 2.2. Based 

on the transitivity table, Allen's framework further provides a procedure for 

calculating transitive constraints between two intervals. The procedure as 

given in Algorithm 1 is used further on in this thesis for composition and 

change accommodation in a workfto\~;. 

Table 2.1: Allen's 13 interval relations 
1 I I I ' 
!Relation ,SymbOI11ll1lstrationlsymboloCR

I
, .elation on end-points 

i ,> '. ' [nverse . 

Ix before Y 1< . ,xxx vvv I> Ix + < y-:. I -.... I 
i~eq"f\IHY 'I'~ (XX 1= I(X-=Y-)f\lId(Y+=X+) 

i • ~'.\'.Y I 
IX meet.s Y ~ll. Lxx)'v\' 1~1l.i X + = Y-
I 01 I' .... . I , 
:~_o~erl."ps Y(' fXX 1m. I;'~: ~ < Y -) and (X + > Y -) and (X + 

! I 1 yyyyy !' 
IX.duringY lei Ixx" lei·j, I(X-> 1"-) and(X+ <Y+) 

1" . j ~'yyyyyy I ! 

Ix sta:'t.s Y -'09 lxx lsi ;)( - Y 

i " II l~YY I" II" - - -

Ix tinbhes Y,J. ~ xxx .fi X + = Y + 
I . l' ~'Y.\'Y I I 
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:Network represen.\ 

. ~ation I 
I. INx - -«) ~ Nl'" 

iNx - -(=)....., Nl."! 

INx - -(111)""" N l · 

<!Nx - -(0) ~ N l·· 

I 
i 1 
iNx - -(ei) ~ Nl' I 
1 
I 
I 

i 
iJVx - -(8) ...:;, Ny 
1 
I 
I 

iNX - -(.f) ..... Ny 



Ta,ble 2.2' TransItivIty table for the 12 temporal rel.'l.tlOns 111 Allen's IA omit-

ting '=' 

l 
I 

/ 

i< I> 'el ~no info i<, o. m·l> 0,.1

1

< I>:d I>· o,,:d k. 0.1 

i I I I ?eI 1m" eI, f I' I :m,.d.fl :m d.; 
I I I: 1 1 I ! i' 

I Iii ' d f I d I I fl d I, f Ii 1,/,.s,.I(i, o'f 0,. C·l, 1° ,. '1°" "sf' c" '1°" "r" ,.0(, I 1 

"''t ' , i ! t I I" I I r i 
0,.'0. C/., 1<.0.111.1<.0.111 l. 0, 0,.1< 0,. d,.lo ~f,. f,.o k '. o~<. ° 

I 1 1 I I 'i! I 
"', ,d, f, I IS,. d d,. IS'! i m 

1 ! i If. f" = I I 
, If' lid I ! l 

:<, 0, m.!>, 
1 I 
d,. 711,.!d,. 

is Is 
i' ! / 
1< I>' 
I I 

(' 
s, 

!< 0. ml> 
I 
,d" f, 
I 
i 

r" (. [' o,t 0,. "r o'r' f,/> t,· rI f ;a'. >'1°' (" d" 

I :''''' d,.(,. rI. d"i'" I I I 1
m

, IS' 
i , 'S, ,f. f,. = I I I 

,< k <.< 
I 

° I , , 

, I I I f Id : I f I I d f' I I 10 d 

:::~:l11r r"r'I' 1°'(" T r' ,. '1"" r·o'·=i
S' I' I' I 

i< Ii> rei :>. O,{ 0. eI I>· O"lm :> rl I> o'l :f. f,., 
'/H,. at'! ;'11, I I 1 ~llt -

I ~, I I ) I I 
1< 
I 
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Algorithm 1 Calculate Transitive Constraint 

CaITransCons(Cl, C2) {Given anv tluee mtelv(lls T1 T2 and T3 C1 

dnel C2 ale the con':>tl<1mt':> between T1,T2 anel T2,T3 lespectlvely} 

We cue to calculate C3, the COl1':>tlamt between T 1 anel T3 Let c be the 

nul! constl a,lI1tS, 7 (f be a. tempOI a.l 1 f'latlOn m C1 a,lld I h be a. tempol a.l 

If'latlOn m C2 

C'3 - c 

for all 7 a m C1 do 

for all 7 b m C2 do 

C3 - C3 u T(7 (t) I h) {7 (f a,nd 7 h a.lf' T(7 (/ 7 b) IS the cOllespondmg 

entl) 111 Table 2 2 } 

Return C3 

2.5 Temporal Role Based Access Control 

Rolf' .!3a..sed Aeees':> Contlol (RBAC) [120 121] IS a. wldel) ,:>tuclied Access 

Contlo1 ':>cheme whele pelmb':>lOl1S fOI e"\.eeutmg cI tcl.sk clle glOupeel togethel 

to lOle,:> clnel the':>e lOles clle a.sslgneel to usel s fOI some ':>eSSlOn':> A usel 

could he r!. hUl1la,n 01 an (!.utonomou<, (!.gent Tell1pOlc!.1 RBAC(TRBAC) [2] 

lI1eOI pOl ates the fol!owlI1g tempol a,l ciImensJOn,> mto RBAC 

1 Pelloc!Je lOle enclblmg clnel c!Jsclblmg 

2 SUPpOI t fOI tempol a.l dependenCies among such aetlOn<, Tlw':>e clepen­

elenoe':> al e e"\'pl e':>':>eel b) mecln':> of lOle tuggel':> Role tllggel':> cll e dctlve 
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3 Inchvldual e'(ceptlOn 

4 SUppOl t tOl the fil.,t and thud dllnen.,IOll Oil I eqlle.,t ba<"'I'S dllllllg, lun­

tIme 

This TRBAC model, bcu-,ed on the RBAC model consIst-, of the follo\\ Illg, 

components 

• Sets U'Sels . Roles. Pel miSSions , and SeSSlOll'S , leple'Sentmg, the set of 

uselS, tOle." pel miSSions, and seSSlOns, le.,pectlvelv, 

• PA Roles -..,. Penmc;szons the pelll11~~lOn a.sslg,nment fUllctlOn, that 

a.ssigns to tOles the pellll1SSlOnS needed to complete then Jobs, 

• U A. U sel S -.. Roles the ll.,el rt.::,slg,nment function thrt.t a..s<,lgns 1 bel S 

to 101e~. 

• nse7' SeSS107?5 - Use7 5, thrt.t a.ssigns each seSSlOn to rt. smgle llsel. 

• role Sec;c;'W77s -..,. 2Ro1
f'5, that a"'~lgn~ each se~~lOn to a .,et of tOles. 

and 

• RH ~ RolesXRoles a partially Oldeled tOle 11lelrt.lchy (wLitten 2:) 

FOi enablmg and dl'Sclbllllg ot tOle'S ovel defined pellod", the Role En­

ablmg Ba..se (R EB) constl uct 1'S defined 111 TR BAC 

Definition 7 A Role Enabling Base (REB) 2S a set of elements of the 

follow2nq I.,znds 
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1 Penoci1c events of the f01'm (I P P E) where 1 Z9 a (nne mteTval P zs 

a pe rzodz(' e'C])Te" S1 on p E zs c~ ])7107 zt? zed event e'Lpn' 5 Ston w? th p -< T 

2 Role tnggeTs of the fonn E1 , ,E",C1 ) c" ~]J Eafte? 6.t 

E:5 ale 517nple event e'Cpresszons C:s cLle lole status e?,pres51Ons p E 

1S a pnontzzed event W1th p -< T 6.t 1S a dumtzon e?"pl'ess1On 

F01 1ep1e':>entll1g pellocltClty of lOle,:> , a Penodzc Express10n h<1.<, 1)('('11 dd1nrd 

b<1.':>ed on the notIOn of ca.lende1 '0 

Defil1ltlOn 8 A Calender 1S defined as 0 coantable ')et of contiguous Intel­

vals numbered by mtegen called mde?"es of the 2?1tervals Gwen two calenden 

C1 and C2 we say that C2 IS a 9ub calendar of C1 (C2 ~ C1) If each mterval 

of C2 1'1 e10ctllj woeled blJ U (inlfe lIumbe7 of IIIteTuol'J of C1 

Definition 9 Gwen calendm" Cd C1 C" a Periodic Expression P 1S 

defined us P = L:;'=1 0, C, I> I Cd) whele 

0 1 = all 0; E 21 U {all}, C, ~ C,-l faT z=2, ,nCd~C71 and I EI 

The':> ymbol I> sepcu ates the fll st peL! t of the pellochc exp1 esslOn 1clent1fYll1g 

the set of ':>ta1tll1g pomts of the mte1vals It leple'3ents hom the '3pecif1C'(I,tlOn 

of the elm atlOn of each mtel val 111 tel111s of crtlenelal Cd 

S) ntax of the canstl ucts used III the<;e ciehmtlOns at e gl\ en below 

Priorities: Let (PllO':> ::5) be a. totc\.llv oldeLed set of pllollties We CI.':>':>Ullle 

tlHt PlIO"> canta111<; at le<1.':>t two clistlllct llumbel"> T and 1.. such thc\.t 

f01 all 1- E Pnos, 1.::5 1- ~ T 
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Simple event expressions: These have the fOL m e71ob! eR OL (11 sob! e R \\ here 

R IS <I. L01e attached to the REB 

Prioritized event expressions. The"e ha\ e the fOlm p E, whe1e p E 

P1 zoe; and E 1':> an e\ ent e\.pre':>':>IOn 

Role Status expressions: These have the form enab!edR 01 1enab!edR 

whele R l':> a role attached to the REB 

Confhctmg event" Let R hc dll (:cvellt It Ulctb1lllg R gn c':> l1',C to c\ collfhct­

Illg SItuatIOn, then the -,llbsequent <l.ctlOn of dls<l.bhng R to ovelcome 

thc conflICt ,':> C\.PIC:'':>U\ d .. ':> (on f(enobleR) =d
p ! (/7.':>obleR Smlllad) 

con f(dzsab!eR) =np! enableR 

The leVlew wod\. wa.s pnmalll,) done keepmg m mmd re':>ollltIOn of the 

lssue,:> mvohed FCA wa.s levIewed III search of a fOlmal olgal1lZmg tool fO! 

pattelns Thus FOlmal Concept LattIce flom FCr\. flamework has been lIsed 

f01 constLUctmg f01m<l.l o1gal1lZation of \VPs and SPs Review \\Olk on \\011-.­

flo\\ d!lel \\ 01 kflO\\ pa ttel I1S WAS done to e\'p\ol e tOl 1 eposltolle':> of \\I P,:> dnel 

':>ome alcllltectllle of COll<.tL llctmg and mamtall1mg a pattell1-ba.seel \\Olkflo\\ 

Van Del Aabt et 01":> lepo':>ltoq wab fOllnel to be the mo':>t complehensl\e 

one and wldeh <'tccepted HO\veVel a fOllll<l.l h amewoLl\. of the-,e p<l.ttel ns \\ ClS 

fonnd to be mls':>mg, based on whIch <l.n <l.Lchltectllfe fOl colllposition of <I. 

wOlkflO\\ m teuns the'Se pattern'S anel then constldll1t'S could be aChle\ecl 

The same foun':> a pm t of thl':> le':>earch Tempola1 COll':>tlamt':> among':>t \iVP,:> 

have been con'Slclelecl tOl compo'Sll1g \\olkflo\\ In thlS legald Allen":> IA \\a" 

1 e\ Iewpd fO! We\,\ <, ('mel fOIl118lJsm':> of 1 eplf'sentmg a \\ 01 kflO\\ iwcllt s patte1 ns 

34 



m teLm':> of tune mteL vdb and LeiatlOl1':>h1P':> clmol1g':Jt them Hclvmg leahzed 

th'Lt ,) \\OLkftow ('onid lw VIt'"pd (\.<' i\. illPL()'l(liy of c,llb p10CPC,C,Pc, wheL8 each 

sub plOce~s IS a tune mtel\ai dULll1g e,-eGutlOl1 each \VP IS leple':>ented ,).s 

a Rete? ence Inter-val In Ol dPl to fOllnulate aGChS contlOl of t hf' \VOl hfto\V 

via lOie':> TRBAC \Va.':> levlewed and the REB con':>tl uct flOm the ':>ame \Va.':> 

uo;ed fOl pellochc enabimg and dl"abhng of lOie':> attached wIth \i\tP" Revle\\ 

\\olk on seGUllt) \VA.S dOlle fOl leposltolles of SPs and fOll11ri.1 olgal1JZatlOn 

of tbe same Though mam Leposltolleo; 111 valled Gonte,-t'> wele found to be 

e'-I"tmg a fOI mal olgal1JZatlOn of the "ame wa.':> found to be m1'>smg and thIS 

f011n':> d pal t of tin':> lesectlch 

\\11th these fmdmgs and dn ectlOns ft om the 1 eVle\\ WOl k, a conceptual 

aLchltectme of the plOpo':>ed approach fOl wmposmg and mamtammg a 

patte1 n-b~\.sed \\ olkftow 10; gn en 111 the ne,-t chaptel 
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Chapter 3 

An Architecture of the 

proposed approach 

3.1 The Architecture 

A \,olkflo\\ IS an ab"ttactlOl1 of leal \\olk It Ie, col1e,ldeled d.':> a leplesent(ttlOlI 

of a ':>equence of opeldtIOll<" allotted to ':>ome 101e,:> A 10ie collid be d hllman 

dll dlltomatIOll 01 some mechamsm Pattellls ale lll\dlldbl) e"\.lllblteel 111 

\\OlkflO\\ ae, hke many othel system HO\\eVel, the relatIOnshIp" dl1l0llgSt 

t he':>e pattel ne, Wit hill a \\ oll\.flow I':> ':>peufi.( It IS the COllcel n of tlw \\ 01 kflo\\ 

compo':>el to gathel the kno\\ ledge of t hi> \\ 01 kfto\\ hom u':>el specIfied tlOn and 

gl\e a consl':>tent leple':>ent.:ltlOn Altlclllatmg tIll':> 111 telm':> of pattelns anel 

then lelatlOllslup':> \\ould make the task ea.'Sler fOl the compo':>el III two \\a},:>­

hI stl) conslclellng \\ Olkfto\\ at p(tttell1 level allo\\ s to 11lCle the comple"\'lt\ of 

tlw \\01 kfto\\ seconclh (OlblrlPllllg a clMni?,p and the plOpag21tlOll of It,:> pftpd 

3G 



of the IlltlOduced change \iVlth tIll':> undehtcll1chng the \VOl Ii: 1 epOl ted III 

this ChSS€'lt<l.tlOl1 IS (\.llned at (\.dll€'vmg (\.11 (\.pplo(\.ch fOI COl1lPOSltlOll of (\. 

\VOl kflo\V 111 telll1S of It ':> conc;tltueut pdttel n<, cmd the telllpol (\.1 (oUStl (\.1l1t::, 

dl1l0ng::,t them The apploach fdclhta,te::, d lObust evolutIOn ot the "'Olkflmv 

by 111(01 pOI atmg ':>ecullt) and chcll1ges ovel pd.':>sdge of tllne 

RIH 

I{eler~n\"e IUlen ., 
Hltlll'l.h\ 01 \\ 

(+ .. un:.l! 11iI1:.) 

( h .. lIIgc 1111 flrpOI .111011 

rOlIlIJI 0''': IIII/IIWII 01 11 lilt II'" 

I' 

'HI ~~,,:~~~lf'~ r(;r\~ p) 
IIId U 1I)[n!llb ImUII'..:'1 fhlUH 

up(hlt'<; 

(\\+0\\1 

I 11:.t'd dl III t' 

,50 I 

()\\ c1111dh<' ,"e ~111""(' )' \\r~ 
~r~ l)I. tUl'l.r.II~~lll~I)II'Hnh \ 

1t'IlIIXllll ... uU:.1I II/II:. 
(delllt'nt:. IlUlTIlht' 'XI\\t'1 :.('1 u 

111t'III,"Io)(l1 rehll)II<;lltr<;) 

S~III ... II lUll:. (\\ ( mtl TlI 

1111 el>'''C'ol 

"orJ.l1o\\ I flllIpU~1I101i 

FIg,UI€, 3 1 Ald11t€'ctm€' of the plopo':>ed <l.PPI0<l(1I 
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The overall architecture as depicted in Figure 3.1 involves three mod­

ules: (a) For-mM.! orgrlllizrttion of patterns; (b) Vlorkftow composition and (c) 

3.1.1 Fornlal Organization of Patterns as Lattice 

In this module, depicted in Figure 3.2, a lattice theory based approa.ch for 

forma.l organizations of pa.tterns are done. This is in t.he form of patt.ern 

lattices of available WPs and SPs. \iVPs are characterized with vVorkftow 

Concerns (WC) such that WP and WC follow a Galois Connection. SPs 8.re 

. characterized by Trust Element (TE) such that SP and TE follow a Galois 

Connection. \iVith these Galois Connections as basis, Vlorkftow Pattern Lat­

tice (WPL) is formed out of Van Del' Aalst et. aL's repository discussed in 

section 2.2.1. Similarly Security Pattern Lattice (SPL) is constructed out 

of the security requirements and concerns from the repositories reviewed in 

section 2.3.1. Generation and Na.vigation in WPL a.nd SPL are done using 

the LatticeGenemt()1' and LatticeNavigato7' l:).lgorithms. This is a. one-time 

phase i.e. once the la.ttices are formed t.hey can be used for composition of a 

workflow over and over again. 
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Ollll'lIlS~ 
~ 

3.1.2 Workflow COluposition as Directed Graph 

V/lth WPL and SPL bfll1g geneldtecl, the WOlkflo\\ COlllPOSltlOIl lIIoelule IS 

used to compose the wOlkflo\\ m the fOlm of cL clllectee! glcLph of It\ patteills 

cine! the tempol al con':>tl clll1t':> cll1long':>t them FlgUl e '3 '3 .,how the ':>chemcl tIc 

of thIs module USPl s]wClficcLt lOllS of the \\ Ol kflo\\ at P fOlillahzeel cL,s '''10:, 

a.nel TE" \\11th the,>e 'VC'> a.ncl TE" a.t hauel the composel lI1a.ke" u"e of 

the LrdtlceGenewtol a.lgollthm eLnel select., the solutIOn prLttelI1':> hOlIl the 

,t\1PL cUle1 SPL These selected pCLttel ns alollg \\ Ith the speCIfied tempol ed 

c,onsttclmt., cHe mput to the Compose WG edgOllthm TIll':> le-.ultb Il1 the 

compo"ecl \\olkflu\\ III the fOlln of a duetted glaph \\helf the pattelns fOl111 

the veltIGe., a.ncl the tempola.l COll..,tlc1ll1tS £01111 the eclge" T11l'~ I.., a.n ItelCttlve 

phc1..,e \\ hele the GOlIIpo':>el cUleI thel llItel elch <it e<ich pcw;, untIL the thel 

':>cltl':>fclCtlOll 1':> ctduevecl 
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3.1.3 

\\~-----., 

,-----------, 
I I 

I I , r llkrn LalliI.- ... ,l:U1C'11Hon I 

I I 

\\ (\1 1.. Jk'm 21lph 
\111 lenns 01 \\ Ps SPs 

Inti (..(lI"tl'lllllf" 11m nl!'" wr ... ) 

ICI·r"r'lI ... )l\cannw:; 
tck llc: 11<: Inn II'H: ('ItJ\\a<;c:1 r 
1"\ 1(' lll~ nl nd III n<;I,[,<;) 

.. ITE) 

Change Incorporation In a Workflow 

Onu" the \\olkfto\V Ie, compo':>ed, this module a.s depIcted III Flgllle 34 b 

lIsed fOI pedol nung. the ma.mten;:tl1ce ph.=t.e,e \\ hel e ch.=t.ng.ee, I a.le,ecl by 11':>(:'1 e, 

dUllng executIOn ale IllCOl pOlateclll1to the \\olkfto\\ \l1 a consbtent mannel 

FOI Il1COl pOl atlOn ot the cha nges, the compo':>ecl \\ 01 kfto\\ gl aph l':> Il1put to 

the T7onsfonn algollthm T11l'., tIMe':> a RIH from the gI<lph Theleaftel 

ch.=t.nge':> m the fOllll of new pattel ns bemg mtI oduced e'dst mg cou ... ,t I .=t.mts 

bemg ch.=t.ngecl file Il1tlOduceclll1to the RIH b\ the InhoriIJreiVewPotle1 17 .=t.ncl 

Chonl)eConsh amt ctigolltlull':> Once the chelnge':> ell P lllCOI pOI el ted, the np­

dated RIH I':> tlclllsfollnedmto It':> dllected gldph fOllll b) the Inve15eT1ow,­

jOl1n algollthm The \\ Olkfto\\ thus evolves a.nd contUl1les e"\.ecutlOl1 Thle, 

module IS 1Ised 0\ el and .=t.g.=t.ln ll1 Ol del to ll1c,ol pOl ate ch.=t.nges bemg. I.=t.becl 
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wIth pas!:iage of tiine. 

{S\Vt,)ul(l1't",lf,<",lt'm,>,<.',.j \\1<.0;:/' • 
• "r"u1(t'li('(l(,'~"~lr;)lIw·1 

,----- -----~ 

, I , , 
I \\ ,)",,0,1\\ ('(\IHI")~II"""I I 

, I 
l. __________ -' 

Figure 3.4: Change incorporatIon 

3.2 Goncept ual Layers of the A~chitect ure 

Conceptually, tile ~l-chitecture. of the proposed ;-l.pproach involves WPs i1.ncl 

SPs at three chftel'ent layers wIth mterface~ between them a,s depicted in 

Figure :3.5. Ecl.ch i11terface ha.,; four elementl:> that tnll1!:iform the lowel' layer 

to the upper lay~r - ·A ~ri1.nsforming function, Inpnt t.o the function which are 

th~ E;~erne.nts f~·om the lower 1.1.)'er; Output from the ftlllction which fonns the 

elemellt.s of the upper li1.yer; Interacting entity t.hC\.t. makes use of t.he function 
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layel 

I 
I 

Fun(tlons I Composition 
I , 

Interactlllg Entity I Composer, user 
I 
J 

Input I User pro,fI{!en 
I 
I System generded 
I 
I 

NaVigation 
Inverse Transform 

requirements. :peclficatlons, rhanges 

WPl, SPl 

-----------... 
f 1~ ~~------------~------~~--~~----~------------------~ 

Fun(tlon 

Interactmg Entrty 

Input 

Output 

l3tticeGenerator 

romposer 

User pro"lded 
System generated 

WPl, SPL 

None 
WP, we, SP TE 

Flgme 3 5 ConceptnaJ la\ el S 

• Atomic layer (Layer 1) - Hele the pdttell1" e"\.bt mclepenclentl) 

It con':>l':>h of two lepo':>ltolle':> of pattell1':> - Van Del A"dst et al":> 

lepu':>ltOL)l of \\tP" ,:dong with then chct[<'Lctellzmg WCs, SP lepo'>ltol v 

<'Llong \\It h t hell chal CtctellzlI1g TEs 

• Organizational layer (Layer 2) - Hele the pdtteln,> fIomld\el 1 die 

Olgdl11Zecl mto fOlllldl concept ldttlce':> The \\IP lepo':>ltOl \ f10m ld)el 

1 I" olgdlllzed mto d WPL anel the SP lepo':>ltol v 1<' olgdBlzed mto d 

SPL The Intelface 1 th<'Lt tlansfolill la)el 1 to 1<'L\el 2 hCl.s the followlllg 
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elements -

Function . This is Canter's Next.-Closme based lattice generation pro­

ceclme t.hat generates t.he pattern lattices from the pat.tern repos­

it.ories in layer 1 by preserving the sub-concept and super-concept. 

relationships amongst. them. This function is separately used for 

ViPs and SPs to generate the ViPL and SPL respectively. 

Inte'mcting entity This is the composer who maintains the reposito­

ries of the WPs and SPs and makes use of the lat.tice generation 

procedure for generating the pattern lattices. 

In]J'ut The ViPs H.nd VlCs from . layer 1 form the input to the pattern 

lattice generating procedure for VlPL. Similarly, the SPs (I.nd TEs 

form the input for SrL. There arc llO user specified iuputs in this 

interface. Therefore, t.his interface is interacted only by the com­

p'oser' and is used in the pre composit.ion phase of t.he archit.ecture. 

,Outp7d The 'NPL and SPL form the output in this int.erfa.ce. , 

. :~ 'V~rkflow' layer (Layer 3) - Here- the pat.t.erns select.ed from the 

:\~iPL and SPL ha:sed on user specifications are composed into a work­

flow with the constraints amongst thenl, 'The Interfa.ce 2 that transform 

Li.,)rer 2 to layer 3 has the following eleil1~nts '-

Function This interface consist of five functions - a workflow cornpo­

.sition function that cornposes the workflow as a directed graph 

of"the selected pat.terns and the t.empora.l constraint.s i:l,mongst 

,them; a Ga.nt.er's next-Closure bused navigation algorithm tha.t 
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is used to navigate in the pattern lattices for selecting patterns 

based on user provided requirement.s, specifications li,nd d1t1,nges; 

a tnmsf'orm flll1ction thlit traces a RIH from a workflow graph; 

incorporate change function that a.dds a new pattern or changes 

an existing constraint in the RIH and an inverse transform func­

tion that transforms back the updated RIH ba,ck to it.'s workflow 

graph form. 

Intero,cting entity The composer anel user are the interacting entities 

in this interface. The composer makes use of the set of functions 

while the user interacts with the composer to provide t.he require­

mcnts, specifications and changes. 

Input During the' composition phase, the user provides the require­

ments and specifiec:l,tions to t.he COlllposer. The COlnposcr ill tl.irn 

formalizes them to wes a.nd TEs and uses them as input to the 

navigation procedure for selecting the solution patterns. .With 

these patterns and the temporal constraints amongst them pro­

vided by the user, the composer makes use of t.he composition 

function to COIUj)OSC the workfluw .. System gencratcd illput.s in 

this int.erface are the\,vPL and SPL from la.yer 2 .. This inter­

face is used during the composition and maintenance phi:lse of the 

architecture. 

Ov.tput The workflow graph and the upda,tedwol'kflmv graph aft.er in­

corporation 'of changes form the output from this interface. 
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3.3 Enactment of the Architecture 

Endctment of the dlciutectme, deplcteclm FIg,me 33, ul\ohe,:> tluee phd.se,:> 

In til(' fll st t\\ 0 phc\,.Sb, the elelllents of tile mtel fctces amongst the conceptual 

la\elS descllbed m SectIOn 32 (!,le spIE'ad aoo':>':> befolE' and clullng \\Olkflo\\ 

compo'>ltlOl1 III the t hll d pha..se, the elE'ment,> al e ,:>pl E'ad au os':> thE' l1lc!'mtE'­

nance ot the \\ 01 Hlm\ 

StepwIse blE'il.kdo\\ n of eIMctl11E'nt of tilE' (UcllltE'CtULE' CrUl he SE'E'n a..s (!, 

thlee pl!a..':>ed place':>,> 

• Phase 1 (PI ologue) Endctment "tal t" wIth thI" pha':>e whIch con':>I,:>t 

of two ':>tep,:> - BUIld SPL' cmd BUIld WPL SP cmd TE lepo':>ItOi y 

I':> thE' mput to Budd SPL whIlE' WP rUld WC LE'PO':>ItOl\ h mpllt to 

BlIIld W PL' TIlE' compo':>E'L E'"\.E'cutE'S both tliE''>E' '>tE'P':> lIlr\,kmg Il"E' of 

the Pdtteln Ldttlce GeneldtlOn plOcedme Out flam the t\\O ':>tep':> clIe 

the SL and \\1 PL I e':>pectl\ eh ThI':> phcl.':>e I':> cI. onE' time pha~e clnd I':> 

n;t lequlled to be e"\.ecuted clmJl1g, the mamtenclnce of the wOlkflow 

• Phase 2 ThI'> pha.'>e COIlShts of fOUL '>tep,:> - Au ept usel speeJii.ccl.tlOns 

FOIlI1c1.hze lbel speCificcl.tlOn, Select solutIOn pattellls' (!,nd Compo':>e 

\\101 kftow GI aph The fll '>t fOUl steps cl.l e e"\.ecuterl III Itel atlOn uBtll 

solutIOn pattell1s fO! all the usel specificatIOns rU e c,atlsfclctOllh ':>e­

lectecl tOI sul?sequent compOSitIOn of the \\olkftow The specifi.catlOns 

COlllll1Ullicated b\ t lie usel 111 tlw hi '>t '>tep IS fOlBlrthzerj b\ the COll1-

POSE'1 m the sE'cone! '>tep JIlto TE WC etne! TE'lllpOlal Con'ltletmts \iVlth 

the,>t' fOllllahzecl '>lwclhcatIolls, t lie eompo,:>el e"\.ecllt",,> t he thud stE'P to 

':>elect the ':>olutlOn pdttelll':> \\ Ith the help of the pattelll lattice na\ 1-
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Figure 3.6: Enactment of the a.rchitecture 

gator. Once a.ll the required solution pa.ttern~ ha.ve been selected, the 

composer execute~ the fourt.h anel last ~tep in this phase to compose 

the workflow gn·tph. 
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• Phase 3 Tlw thu d r"tnd fmid phr1"(' of (,llrl,('tlll('nt tr'lk( C, (eLl (' of llliunt('­

nrUl('f' of tl1f' \\mkflo\\ rlftf'I It ha.c, hf'en col1lpoc,ed III the c,e(()J1d pha':>e 

and e\.ecutlOn ':>tal t':> It con':>Ist<, of fOUl <,tep,:> - Tl rl,l1..,fOI 111 to RIH' 

I\ccept Change' 'IncOt pOl ate Cha,nge 111 RIH' £md Invehe Tl a,n,>£ol 111 

RIH The':>e ':>tep':> dIe e\.ecuted \\ henevel a chell1ge 1<' IdI':>eel b\ the Uc,el 

The compo<,el e\.ecute<, the fll<,t <,tep to tIitl1<,follll the \\OtUlo\\ gldph to 

cl, RIH Thelerl£tel the usel litlSe<, the clir!,lIge r!'nel the compo<,el e\.ecutec, 

the ..,econd "tep to a,ccept thl<' change fOI I11COlpoldtlOn \\11th thl<' the 

COlllpOc,el e\.ecutes the tl11tc\ c,tep to llICOlpola,te the iitlc,ec\ cliauge 111 

a con':>I':>tent mdnl1el mto the RIH Fllledl), the COlllpo':>el e\.ecute,:> the 

fOUlth ':>tep to tlcll1':>follll bact the upeldteel RIH to It':> ollgmdi dnected 

gl etph fmlll etnel the \\ 01 kflo\\ CO lit muec, e\.f>( utlOll \\ It h tIll':> c1letngec, 

hemg mCOI pOI (!'ted 

In tlll':> dlc1ptel e\11 cllchltectUle of the p10po':>eel dPPloach fOI comp0':>ll1g 

el,l1d malllt<!'ll1mg a p<l,ttell1-bel.<,eel \\ 01 kflo\\ 1<, gl\ en It t<!,ke<, mto clCCOlll1t the 

mpllts rmd mtf>l rtd lOll IwbH)ell the \\ 01 kflcm (Oll1pOc,el (tlld the uc,el The 

U..,f>1 lomes up \\ Ith 1 equu ell1ent<, and t hf> speclhcettlOUC, fOt (0111pOc,ltlOn of 

f\. \\ 01 kflo\\ rl,nd clMnge" to be 1l1(,01 pOl ,l,tf'd hom tll11f' to tll11f' In I e':>pOlbe 

the COmpOc,el fOlm<t!Jzes these lequllement<, <l!lcl <'peClhc<ttlOn':> 111 the fOlm of 

patteln,> ,:>elected hom the pe!,ttelI1 lc!,ttIGec, (Ll1d COl1lpo,>e the \\olkflo\\ gldph 

In a,clclItlOn to thl" the Gonceptlla,l i(1.\ el '> and (1.n en(1.ctmeut cvde of the ,1,1-

GhitertUl e that gl\ f>S the flo\\ of e\.eCtltlOlI of t hf> ':>tep<, 111\ olved 111 ena,ctnlent 

of the plOpo':>eet applOach ale g,l\en ''''1th thI':> dichitectme cit hemet the 

ne\.t fOUl chaptel':> dedI wIth the detellb dnd the fOll1letiIZd tlOn of the module,:> 

IlI\ohed 1lJ the (1.1dlltectUle 



Chapter 4 

Formal Organization of 

Patterns 

Pelttf'I11<: (1)(' f'"hlhlte'r1 111 (I wOlkflO\\ like' 111 (In) '" stf'1l1 Stll1dlllrdlV, the,>e 

pattell1'-> \\ol1ld not be e"hlblted IllI'>olatlOn but wonld cdWd) '-> be mtel-Ieldtec\ 

to one cmothel A pattell1 It,>elf IS a plescnptlOn to d leCUllll1g plOblem III 

(t rlom::Ull DlftplPnt IlPoplf' etnel rhfff'1 f'nt "chools of t h(1)ght" \\ 01 kmg on rt 

domrtlll docnment these prttte!l1s ,>epct\ atel) t\bsence of it tOl mal stl1lctllLe of 

thpsf' pflttell1S ell1des tl1Plll to hmr\nment;:dly (IIftel ent Se11lrtntlC'> andlemams 

chstllbutecl mto chftel ent le\ els of e"pI ec,Slveness, e\ en thongh the\ m<l) ledc\ 

to the solutIOn of the sa,me lecuIIlllg ploblem ,-\bo It IS the c.oIlcelll ot 

tlw \\olkfto\\ (ompo'>el to gfltiwi the cle'->clIptlOll ot the '-»stem fLom the 

1.1<:el's speUfiC1'ltlOll<: c\,nel gl\ e (t COnSI'3tpllt I epl esent <I tlOll Al tlclIlCltmg this 

descllptlOn III telll1S of p<lttell1s and then lelatlOnslups \\onld mak.e the ta.'->k. 

ea.Slel tOl the composel III t\\ 0 \\ avs - fl1 sth C'onslc\ellng, S\ stem at pattel n 

level alio\\ s to lude the c.ompleAIt\ of the S\ stem, sec.oncll') c.onsldelll1g a 
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changc rl.nd thc plOpagrl.tlOn ot It s cftrct rl.t IMttcln Ic\d tOI d .,)':>te1111eelnce':> 

the wOlk to be donI" fm tl1P VPlIh(rltJon of the IlItlOdl1ced (hangE' ThelE'fOle, 

fOlI1la.l 01gcu11zcl.tIOn ot pattell1s 111 a '->\ .,tem c01ild '->el VE' c\"'-> Cl. centlcl.l pomt of 

lefelellce hom \\ hele the composel could chaw m.,tct.nce,:> fOl leplE"')E'nt",tIOn 

of the ,:>ystem 111 a ':>tl uctmeel dnel mocluldl way 

III thIs chaptE'l fOl111cl.l concept IrtttlcE' flOIl1 FCA 1'-> n"'E'd to olgal1IZE' pat­

teln., l\ fOlmrt.l collcept Icl.ttice 10, a StlUctUle that olgrtlllZeo, ob]E'cto, ll1 a. 

given conte)..t mto a o,uh.,umptIOn hlel al ch\ ha . .,ed CJlI a Ccl.lo)o, COIlIIE'C tIOn 

bet\\E'en the ':>et of object':> (md the ':>et of chcllactellzmg dttllbnte .... of the ob­

Ject ':>et The olgdl1IzdtlOn \\Oulellequlle geneldtlOn of edl the concept.., m the 

gnen conte"\.t and the subsumptlOn hlelalcll) cl.mong..,t thell1 Sel tlOlI -! 3 1 

cJescllbeo, such an apPloach ba...,ed on Gcl.ntel'" Ne)..t-Clo.,U1E' algollthm It one 

could chdldctellze the set of pclttell1S bi by a ':>et of attllbute':> WlllCh f011n 

d Cdlol':> COl1nectlOll with the pcltteIl1':> then fOlmed concept IclttJce wcndcJ 

.,el \e cI':> a fecl.':>lble Olgcll1IzcltIOn of patteln':> \\llth thl':> b"'.':>l':> \\IP,:> clnd SP':> 

cue olga.lllzed llIto tOlI1lal collcept lattIce., hele 

4.1 Formal Organization of Workflow Patterns 

Thh cl.pPlocI.Ch to cl. 101l11cl.I Olgct.lllZrltlOn ot \\IP.., 1<' a.pphcr'hle to <1,11\ pClttelll 

lep0.,ltOl\ \\ hIGh conle! be dMlclctellzeel h) d .... et of ctttlll)1lte., thrtt £01111 a 

Gct.IOl .... COllnE'ctlOll \\lth the SE't of patteln'-> 111 the lepo .... ltOl\ Hele Va.n Del 

-\abt el al,., lepo':>ltol \ of \\IP,:> I':> con':>lcleled fOl IlIu':>tlcltmg the apPlOadl 
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4.1.1 Workflow Pattern Lattice 

During the composition of a workflow, the composer has to understand the 

user specifications properly and identify the solutions in terms of patterns. 

Users communicate their specifications about the workflow in their own con­

venient way which is usually not structured enough to identify the solution 

pattern. It becomes the responsibility of the composer to capture these needs 

and specifications in a structured manner, identify the solution patterns and 

integrate them to the workflow. For this, we formalize vVorkflow Concern 

(vVC). A Concern in a workflow is a localized proposition. It allows the user 

and the workflow composer to focus on local issues in the workflow. This 

localized approach to building a workflow is helpful to the composer from 

the point of modularity and maintenance. Again, pattern is a solution to a 

recurring problem in a domain. vVe consider user specifications formalized 

as vVorkflow Concern (WC) to be problems in the workflow domain to which 

\i\TPs are the desired solutions. Problems and solutions follow a Galois Con­

nection by nature, since larger the problem set at hand, smaller would be 

the solution set and vice-versa. Therefore WPs can be organized as concept 

lattice. This serves as .the basis for building WPL using FCA techniques. 

4.1.2 Basic Formalization 

Definition 10 A pattern P is a collectwn of tasks (with temporal con­

straints amongst the tasks) representing a recurr'ing problem in a given con­

text. Here P is characterized by < T, TempConst > where 

T - Set of constztuent tasks of P 

50 



TempC'onst - Tempoml C'onstrmnts amongst the tasks zn T 

A pattern needs to be considered in a certain context for real life ap­

plication. The problem it exhibits may occur in more than one context but 

it's solution would be different for each of them. For example - Invalid ref­

erence occurs in both application and communication domain. The solution 

of InvalId reference in application domain is initialization while that in com­

munication it is timeout and replay. 

Definition 11 A workflow is an abstmctwn of real work that opemtes 'l.Ln­

der a system of forces and exh'/,b'/,ts patterns w'/,th constraznts between them. 

A wOTkfiow '/,s chamcten'zed by a szx tuple < W F, S, F, P, C, R > wheTe 

WF = A patteTn that repTesents the wOTkfiow zn '/,t's entzTety. 

s = A pattern '/,t starts w'/,th 

F = A set of one or more fimsh patterns. The workflow fimshes wzth one 

of these patterns. 

P = The set of patteTns exhzbzted m the work;fiow, zncl11,swe of the «staTt" 

pattem S and the patterns from, the set of 'Jimsh" patterns F. 

C' = The"set of constmznts between pa'/,rs of elements from P U W F . 

. R = A set of TOles (h'l.tman or automated) that executes the patterns. R '/,s 

a pnmztwe fOT the wOTkflow stntct'iJTe. 

Definition 12 A Workflow Pattern (WP) zs defined as 

< T, R..I)P' T, TempConst, CPrules, REB, \!;llder. > wheTe 
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- T z~ the set of task.., wzthzn the IXI,tten? 

- HI/,p ~ R 1,5 th f' TOle "iet o.tto.ched w1,th the po.ttp?'?1. whe?'f' R 15 the Sf't of 

'Iolt:;, () j til e 1110'1 ~ flo /I} '1:11 IIIlw;,e contc'/,t til,/,;' po tte'l I/, I,;' e /,/i:IJJlterl 

- T 7,5 0 ma]Jpmlj from R to T a557,gmng to,,5~,S 'l11 T to the TOles 7,11. R 

- TempConst Ijwes thf' Tempoml constm1,71t5 between ])0,1,1'5 of elem,ents of T 

where each constm1,71t 25 one of Allen', Tem1)Oml Relo.twn 5h7.]) 5 

- CFn,ze"i Ijwec; the "iet of nt/e5 for e:recvf7on of an 1nc,tcl17ce of th1,5 patte'!'n It 

~numemtp,c, oil ])05 57,hle p,Tecntwn walJ,;~ of the pattern 'When w,'3tantw.teri 

- REB 7,S the Role Enabi-mlj Bose 1 rdtachNl vnth th" HIP 

- V",,{u 1,S the znrip.r of th1,,) WP 1,71 l/im Der Aohts' 7'ep051,toT7j Th1,~ 1,nde:c 1,'3 

retamed fo?' eO,sy 7'eff'renrmg 

Definition 13 A WOlkf/o'IIJ CO/l,Ce1/1, (We) %~ defined 0, 0 ,.,peC'irrottOn 0/ 

o lIeer! 'l,//, 0 wo'/I"floll) cho /Yi,cte'llzed as < C, P. D > when> 

C(Concern) Conrern '3tates the use7"'" o.])]J'rehen'3wn ahout c:orne partzc7Lior 

Ylhwtwl/, 1,//, 0, 'IIJO!'/"f/OIlJ 'llJh?,ch 'l/7,oy be 0,11, zssue to be 'Ie;,olved or on en­

h,o,ncem(7),t to be made A concern ?,s ezther a fU/1ctwnal one 1J1,Z coriwq, 

rle'l'/,qn/algonthrn; drl.ia ~tru,ctv,1'e; /,n,1,twlZZrr.t'i,01I. O]IP1'OI uljuell,jnlltwlI 

etc O?' (f, lion functwno{ onf' VlZ secl/TZty, dOC1I,melltoi?on, pe'/jonna:nce 

etc 
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P(PPI c,]JPrtlvp) Thl~ r;7I1P,) thp IIIm/,flolII PPI <;PPI fll)p,) 1/1 wll/cll the concenl 

7'3 e'Lh7b7ted It can have value'3 1101n the <;et Data Re<;oU1ce Euepbon 

ha17rlllJ7f/ COlltlo/-flow ()j)erotlOllol and " lepf(J<;Plltpr/ In} (/ ve(Jol 

D(Descl1pt70n) TIm "dates the ZlSfT'3 Clpp7ehen'37077 m detm/'3 For the 

de'37gner th?" become, a pomt of Tefere77ce fOT '3electmg a W P p7 ov?dmg 

(I <;o/ubon fOI the concern 

Defil1ltion 14 WOlkflow Context 2, a 3-tzlple < GWl J11w 110 > whe7e 

M", = Set of IVC, 

Iw = Set of 11wppmq fron! Gw to l11w 

FOI 9 E Gw and In E Iw gIwlll lelatec, WP 9 a, a 50lut70n to WC III 

DefuutlOn 15 A Workflow Concept of the (I)oJ!,flolIJ c-olllett < Gil) 1\111) I" > 

IS a pClIr (4 B) with A ~ Ow B ~ Mw) A' = Band B' = A where 

A' = {m E 'M1O 1 ('1g E A)gI",7n} 

B' = {g E Gwl (\7'm, E B)gIu m} 

- . Hel e A' IS the l1l11l!lnal .,et of VlC" belollgmg to tile \", Ps 111 A sHcil tilat 

fOI even ,WP 4, ~ A tilele 1., at lert..,t one we 1lI 4' that doe" not belong to 

-1, B' h clefllleci C1cGOlClmgl} W( Ow IHw I u)) denott:'s the "et of GOllcept., m 

the conte"\.t < Ow l1110lIw > 
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Definition 16 :Workftow Pattern Lattice Let (AI, B 1) ond (A2' B2 ) ([,1'e 

'l/)O'lk{10711 r{)lIrept~ 'In vV(GlIIJ 1'1111 ) 1111 ) The 51/,bconc(;J)t reirdw11'ihzp denoted 

by :; 7<; defined 0') follow,) 

(AI, Bd :; Vb, B2) ¢::? Al ~ A2 ¢::? B2 ~ Bl The set of all 'WOTl.fiow 

concept'! of < G1II ) 1'1111 , 1,,) > p{[l'tralilj o1Y/ered by thzs re/rdwl1 (['lid df'1?Oted b1j 

W(GlIIJ 1'1ll}) 1111 ) 'l~ called the WOll.fI,07U Potten?, Lu.ttlce 

4.2 Formal Organization of Security Patterns 

A lcuge Ci.nd expdnchng corpllS of SP repo~ltolles IS hemg de\'eloped c\..s I::. Le­

vealed hom the LeVLew wOlk The SP~ hCi.'ve (ontext-spellfic de::'cllptlOns and 

tag-ba.':>ec1 classlficrl,tlOns WhKh chftel flOm one anothel Howevel cdl these 

repo~ltolle~ are ~een to follow the f-,ame ~et of genelal SeCllIlt), propertle~ un­

deL con::'ldeLCi.tlOn fOL a becmed ::.ystelll In arichtlOn, thollgh m-depth the~e 

Leposltoues hrwe been lllCi.cle flOlll Ci.nCi.lysls of ~eCllllt) bcenallOS of eXlstmg, 

'''y"temf-, Hence thele l~ an abf-,ence of d formdl OlgamzdtlOn dmong~t the~e 

classIficatIOn which could plopedy c aptUl e and 1 epl esent the undellymg f-,e­

CUIlty concell1f-, 111 a pld tform mdepenclent mdnnel Thl~ d b~ence of fOllnal 

::.tmcture of the SP Leposltolles IS resolved m thIs reseMch by oLgCi.l1lZmg 

them mto Ci. fOLmCi.1 concept lCi.Ulce SeclIuty heLe IS ChCi.lCi.ctenzec1 by T1'1.I'it 

lllbtead of the llf-,llcd ThTerd bdsecl propo~ltlOn 1\ liSt by natme I~ d lIber­

centIlc PlOpo':>ltlOn 111 any SeCll11tv context \Nhen con~ldelecl) It mdkes the 

by stem more lIf-,er fnencllv ancl111Clea.,:>e~ the rln~\Yerablhty of the m,el Flgnre 

4 1 plesents the schematIc of the tlllst-bC\..sed model tCi.ken m thl:-> Ci.PPlOach 

54 



~ OWNER I 
value 

Wish to 
mll1lllllZe 

I RISK L to 

I 

lowers 

I TRUST I 
ELEMENT 

I CONFIDENC~ J 5ECURlTylrelatedi Entity I gives rise to 011 I PATTERN J to .. L 

t 
makes a55et acce table p 

FIgUle 4 1 TlU,,>t-Bct.sed Secullt\ I'vloclel 

4.2.1 Security Pattern Lattice 

III 01 del to be 01 gei,l11zecl mto a COllcept lattIce SPs need., to be chcll etC tellzed 

b\ sOllle attllbute such theiJ the) follow a C(l,lols ConnectIOn The tl u">t-

bel.,ecl dPPIOelch to secullt\ tdken hele .,el\e,:> tIll':> pUlpo':>e ':>ecullt" , dnd 

tl tbt follow,:> d Cellol':> ConnectIOn b\ neltUl e ':>ll1ce leil gel the tl u':>t, ':>l1ldllel 

\\ mild he the secullt) I equll ement (l,nd VIC e-vel ">(l, Hel e \\ e fOllll(l,hze t lUst 

ct.S Tltht Element' (TE) a,nd Chrll ctCtellze SP <I.':> <1 t<l.,,>k to be petiollned fOI 

enfOi cmg .,ome TEs Thel eiol e Sp" C<1n r1J,,0 be 01 gcll11zecl cl." et concept J(l,t tICe 

Tlu':> ':>el \e':> d.':> the bd.':>I':> fcn geneldtmg d SPL u':>mg FCA techl11que., 
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4.2.2 Basic Fornlalization 

Definition 17 : Trust Element (TE) '/,s ([, pTOpe1'ty 01' ([, statement about 

(m enbty 1,n (L conte'Ct wh1,ch zs othe7'1./JZse 1I,nknown and whose absence makes 

the ent1,ty V1i.lnem,ble to ce1'tam attacks. H e1'e all, entzt1; could be a subJect, (L 

object 01' a szt1wtwn m a gwen context. It 1" cham,ctenzed 0,8 < P, C, T, E > 

wheTe 

P (Property) - The J)m]Jatlj deji"/l,'l,'/l,g the e/em enf 

C(Confidence) - Confidence 'I" the clI:nent rlf'r;l'ee of tnr.,..,t thllt 7<; w;hze'l'ed 

by the TE (JjteT spendznlj a penod of tzme zn the conte:d zn c01ql/,ljatwn 

v)'I.th 1,t's clzcT/,t entzty Applzwtwn of SP(s) /',eeps on 'l,rlC1'easznr; the 

Confidence on the trust element. 

T(Threshold) - Th1e:,h,olrl t~ that 111.(:;(/,:,1/110 of Cou!u/r;ucr; whzch 'lll(d.,(~~ tlu; 

TE acceptable. Once achzeved, the entztv to wInch the TE ?,s bound zs 

con.5I.de7'ed to be fully secm'ed. 

E(Entity) - The entdy to whzch the TE 1.8 bov,nd. It 1,S a conte-dual 'mea­

S'lJ.1 e. In 0. 'llJ01 kflow secw zty conte:l:t, zt can have values .from { Data, 

Resou'/'ce, Contml,flow Opendw'n{J/, P7'esentatzon} 

Definition 18 Security Pattern(SP) 'I,S a task that needs to be e:cec'U.ted 

fo1' e1Ijo1y;w,q a Trust Element m the secv,7'1,ty wnte1;t of a rio7n(f.1,n It '1.8 

cha1'O.r:tenzed by < PTeconciztzon, Task, E;:r;hzbd, PostGonrhtzon > whc'l'e 

Precondition( Optional) - Condl,twns thot needs to be satzsjied befol"e tIns 

SP w1{,ld be exec1tted. Thzs could be othe7' SPs e:l;ecv.ted 01' some con­

te.l-tual condJ.twns be'l.'f),g sab.s,fied 

56 



Postcondition(Optional) - Cn/l(htlOll~ thllt llf'f'd~ to llf' ~(ftl~f7f'(1 0ltf'1 t/715 

SF zs euc1ded Th1'3 could be othe1 SF~ euc1ded 01 some c017tedual 

(o!1dtflo!1'> hf'lllq ~(tf/~fif'd 

Task - DesCllbe'i the tash that nerd'i to be euudal 

Exhibit - The pattern demon'itlate'i Itself by E'&Jublt If eucuted 

Thl':> elehmtlOn of SP I':> meluceel hom Common ClltellCl fOl InfOimatlOn Tech-

1101og\ Secullh EvaludtlOl1 [122] \ducll I':> accepted d~ the common mll11111Um 

Cll telld fOi ':>electlOn of SP':> 

DefimtlOn 19 SecUllty Context 1~ a 3-hlple < G, Ms ) Is > whele 

G. = Set of SF'3 

Ms = Set of TE'i 

I, = Set of nwppII79 /70177 G s to Ms 

F01 9 E G. and 117 E Is gI.m tell'3 us SF 9 1~ to be CLppl1ed 117 ab'3ence of TE 

117 

E\.dl1lple of l1Idppmg Is conkl be 9I,m whele q I':> Authentl(dtOi SP dnd III 

I" Authollt) TE 

DefimtlOl1 20 4 Security Concept of the secu71ty conte'&t < G S ) Ms ) Is > 

1'3 a pan (4. B) w1th A ~ Gs B ~ Ms AI = Band BI = A whe1e 

41 = {Ill E M,I(V9 E 4)9Isl17} 

B/ = {9 E Gsl(Vm E B)qI.II?} 

S(G, M 5 ) Is) deBote':> the ':>et of concept,:> m thE' conte\.t < G S ) M.,) Is > 
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Defhl.ltlOl1 21 Secullt) Pattelll Lattlce Let (4.I,Bd rl1ld (-l2,B2 ) me 

~eC7l11hj concept'3 111 S(G s, 111., I.) The '371broncept 1e/of1omh1]J de110ted by :::; 

IS df{il7fr/ 0) f()/ImlJ'> 

(AI, B I ) :::; (42 , B2) ? Al ~ A2 ¢:? B2 ~ BI The '3et of oil '3eCu17ty 

conrept~ of < G., M., Is > lXI1tW/f1j ouiP1ed b1j tll?) 7f/rd1011 and denoted by 

5(0, IHs Is) 7'3 rafled the '3er1l77f'lj Patten? Lothce 

4.3 Generating Concept Lattice 

Gantel .... Ne"\.t-Clo .... me genelate .... all the concept':> £lom a gl\en £oll1lrll con­

te"\.t Ho\\ evel the proceclllle doesn't pleseL yes the mtOL l1latlOn about the 

.... lIbsnmptlOn llleialcln thett eAI':>ts amongst the genelated concept'> In rl sllb­

"llmptlOB hlelalc!l\, dn) concept mhelIt':> fto111 It'" l111mechate ",upelCOI1Cepts 

01 Lecl.':>t Uppel Bounclt> (LUB) Thl':> mfOlB18tlOll 1':> ClllClcll aoS It cOlllcl be 

e"\.plOltecl £OL fa.':>tel na\ IgatlOn throngh the Idttlce A lattICe 1':> generclted 

b\ pLe'>eL \ mg the sllbconcepts Clncl ,>upeL concepts of each geneL rltec1 concept 

Ie b\ pLe,>eL \ mg the sllb'3l1mptlOl1 llIeletlcl1) of the concepts The smgle 

rlttllbllte concept':> alfcll1gecl 111 Gantel ':> le\Jcoglapluc Olclel I':> pro\ Icier! a.'" 

lllltldlmpnt to the plocecillle WIth thl':> the Lott7ceGene7ot01 plOceclme 1':> 

cle\ Iser! fOL geLleL d t mg the letttice it om the conte"\.t at hetnel 

4.3.1 Concept Lattice Generating Procedure 

Inputs: 

Smgle 4th Ib7deConcepts - Concept'> hetvmg smgle attllbllte,> III lhe Ill-
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tent., 1I1cnCo1lcept - ivldAlmdl concept havmg, dll object-, m the eAtent 

1I1znCoilcept - l'vIlllllllcd concept hdvmg, cdl dttllbute" 111 the mteut 

Outputs: 

COl1o:pt Loth(e - ConceptLa.ttlCe g,enetCl,ted 

Vmlables: 

GUIll/tent - Clllle!1t mte!1t celkuia.tecl, G1iIE~tel/t - CUllent e\.tent 

ccdculatecl Ne'WCol/cept - Cuuent concept g,eneldtecl Ne'wCollcepts 

- g,eneldted concept-, flom CUllent lteldtlOn P1 evNe'WConcepts - new 

collcepts hOll1 ple\ IOU,:> lteleltlO!1, Gw C011cept':> - uew concepts flOm 

pi e\ IOUS 1 tel a,tlOU 

Step 1: Appeucl MOICol/rept ct.s a ,>upelcoucept of eCl,ch concept lU 

Sznq/e -ittl zb1iteCollcepts dnel l1ldke them.,ubconcept" of 1'1 a "Concept 

Step 2. Imtldhze P, eviVetuCollceptc; to SZllq/e~ttl zbuteCollcepts 

Step 3: RepeCl,t Steps 3 1 to 3 511UtIi P, euiVewConcept<; = rp 01 ew COI/cept 

= M wCon(ept 

Step 3.1: Fot ectch .,ubset 8PNC of PleuNewCol/cepts "ta,ltlllg, at 

the fust subset 111 the le\.lcoglcLphK Olclel genelate NewCollcept 

d" follow,:> 

• CwIntent = Umon of the Illteuts of (111 tIle concepts I1J Spvc 

• C wEI tent = lutel sectlOu of the e\.tents of ell! couceph I1J 

S'P\C 
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• Ne'l.uConcept = (Cw Intent CUI E7tent) 

Step 3.2: check fOl CanOl1lClt\ of Ne7llConcept af-. tollows 

• C<1,kulate CV1 E? tent" \ CUI E? tent the set of ob jects Jl1 do­

"1I1e of Cw E ltent bllt not 111 Cw E'ttent 

• N P71 COTl(ez)t I':> C<1,110111c<1,1 <1,DeI the te"t s1Icceed.., It (.:711 E? tent"\ 

C'711 E I tent cloe..,n t h<1,\ e an element le\.lcogl <1,phlC<1,lh Ie".., t h(u1 

the llld\.llllcll element of CVI E 1 tellt 

Step 3.3' If the canOl1lotv te':>t Jl1 Step 3 2 succeeds then the pLOce­

clute contmue,:> \\ Ith the ne\.t "ub':>et of concept':> cdkuldtecl flom 

C'l.11 I ntent a~ follow,:> 

• Indllde the llla\.uual element not III C 1/7 E 1 tellt" th<1,t <1,Le Ie\.­

lCOgL ,I,pillcall, blggel than the Illdudec1 element Let this ,:>et 

be denoted b\ TelllpIntent 

• RemO\e all ':>llbsets III P7 evNe'l.uConcepts havlllg concept':> 

\\ lth mtent whIch ale lessel than TempI ntent ThIS IS be­

Cdll':>e the co'ncept,:> that would hd\e been genelatecl b\ the 

lemo\ecl ':>ets wOlllel hd\e ailedch been genelatecl 

Thp pLOced1l1 e contmne':> \\ lth the ne\.t ':>llb':>et Il1 P, f'V J\t ewCollcept '> 

If the te':>t fall" 

Step 3.4: If N ewe 'oncept 1':> canol1lcal anell" not the mll1Imal concept 

then dppend It to Cw Concepts anel (.:onceptLothce make dll the 

concept':> m Spvc a.':> the sllpelconcepts of NelUConcept A.ppencl 

N e7UConcept a.s <1, sllbconcept of each concept m S PNe 
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Step 3.5: If cdl the ,:>ub,:>et~ III P, evNewC'ollceptc; hdve been e\.­

hdu':>ted then 1l1ltldhze P7 eviYeluCollcepts \\ Ith Ne\\ Concept,:> dnd 

deaJ Ne\\ Concepts 

Once the plocedUle te1l1l1l1rlte., COI1((:'jifLuttlce \\ould bdve tbe lattice II1 It 

\\ It Il tlw ...,upel C OIlC eph <I,nel suhc one eph llle\.! keel fO! eMil of the cone ept 
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Algorithm 2 LatticeGenel ator (571l1J1eAtt 11b7tfeC071(epts. M (( I Concept~, 

11£ I nCOl1rept ~) 

Input: )lI1g/('AttllbuteCol1cept<. - Il1Itl,l .,et ot concept'> hin II1g '>II1gle r)ttllbllte 

III e"\.tent 1"101 COnCl'llt - tvlc\'"\.lll1J.1 concept IV! I nCOl?rept - MlllmlC\,1 concept 

Output: COl1ceptLrdtlrl' - The c.oncept lrtttice genelC\,teci 

fOl ertc!1 concept C:, 4C E Smg,le -\ttIlhuteConceph do 

2 A.ppeud (MB.\.COlllept, SllpeJC'O])Cepb(CS4() Append (CS4(, 

Sl1 he one E'ph( tvI.'l,"\.Concept )) 

3 C,mgle -\ttuh11teConcept'> ....... PIe, NewCOllcept., 

4 l'epeat 

5 for eo'lch '>u b'>et 5 P ,\ C E PI e\ NewCollcept':> do 
() Clldnteut - 0 CUl E\.tellt +-- 0 

7 for each concept C ESp IV( do 

8 Cm E"\.tellt +-- Cm E\.tellt U E"\.tellt( C) 

9 fOl' ei\,ch concept C E Spvc do 

10 Cm Illtent +-- ('til IlItellt U IlItellt( C) Cm E"\.tent ....... Cm E"\.tellt n 
E\.tellt(C) 

11 Ne\\ Concept - (CmIlltent, CmE"\.tent) Telllplntellt ....... 0 

12 if Ivll11( C til E ~tellt" \ C (/ I E ~tellt) > M (L ~(C LII E ~tent) then 

1 ~ for ePlch o'l E Cm Intent do 

14 5I't?:, '-- Set of element" III CmIntent le"\.lcoglo'lphICr)lI} t:!,1E'iltel thrill 

15 Tt'lIlpIlIteut - Tt'llIpIlItent U tVla,;...(Set?:Ct \ C III E dPllt ll
) 

[() for e,tch .,llh.,et S E PIe\ NewConcept., do 

17 if :J Con E S 0,.:& Intent(Con) :::; Templntent then 

18 Remo\ e(C, Ple\ NewConcept) 

19 if NewConcept < > lvlmConcept then 
2() Appencl(NewConcept CurCOl1rept..,) A..ppelld(Ne\\ Concept 

NewConcept'» Append(Np\\ Cuncept Concept L,)ttlce) 

21 fOl eC\,ch CON E 'Jpvc do 

22 A..ppencl(CON Sllpel Concept (NpwC'oncept) l A..ppeIl!I(NewCon( ept 

C,lIbConcept(CON)) 

21 if Pte\ NewConcept'> == if; then 

24 Pre, Ne\\ Concept'> +-- Ne\\ Concept., Ne\\ Concept.., - <p 

25 until PlevNpwConcept'> == if;1I CmCollcept==MlllConcept 
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The pol) nomIcll t11ne deId) of Gcmtel '<, cdgollthm 1., 0(1J1I1 2 IGIILI), whele 

L 1., the numbei of concept':> geuelateel [42, 41, 43], G h the .,et of object 

cl,nd j\1 1'0 the ...,et of clttllhute'> 111 the conte'.t Thh I..., the t1l11E' lequlled to 

ploduce ct c.oncept In the l(l,ttice genela.tlllg, plocedUle de'oCllbed helE' thE' 

onh e'.tl d computd tJOncd .,tep 111\ olved I., the mdl kll1g of ""upei com ept and 

<..,ubconcept of d new concept \;Yhen d new concept I., gelleldtecl It I., Jl1dcle 

the subconcept of eAch concept 111 the CUlIE'nt .,ub':>et ctllCl ectch concept 111 

\ 
the CUlIE'llt sub""E't IS l1Ia.ele It s ':>upelcollcept Th~l':> the llla.'.11I1Ill11 mnnbE'l 

of (omput(l,tlOn step..., fOl t11l'" would he ILl + ILl = 21LI = O(ILI) HE'ncE' 

the polynol1lled tIme cleld\ of the plOcedme lelllelJnS ':ldllle d.':> that of Gemtel'" 

dlgollthm - O(lMI 2 IGIILI) + O(ILI) = 0(11I11 21GIILI) The p,:>euclocode fOl 

thIs LattneGe71('I(Lt07 1<, glveu 111 Algolltinl1 2 

4.3.2 Generating the Workflow Pattern Lattice 

1\ step" 1.,e dPPlOdch bel.seel on idttlce theOl) dnel Fe).. (mel d." depicted 111 

FIgme 4 2 }'-, tclten fOl gene1c1tll1g the \\IPL 

Rule et for WP EnumeratIon- TIlE' foIlowllIg '>E't of 111le':> l':> u<'E'cl 

fUl (lllltllU(ttUI1!, \1\rP., dud \IVe., III d \\Ulkfhm cunh ... '.t Thc.,c lllle., dIE' 111 

(OnfOlmeltlOn WIth the lequ11elllent':> fOt bmlelmg d concept Idttlce flom el ..,et 

of concept':> [123] 

• Complete With I espect to the workflow context Edch \\IP tlelCe"" 

to d t lea.':>t one liVe 

• No spurious WCs. Eelch \iVC hel.':> dt led.':>t one \\IP 1elc1ted to It 
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• Must follow a Galois Connection: The set of wes and the set of 

WP~ follow a, Calm,s connect1,On whiCh states If we lllcrer\,se the nnmbeL 

of vies III a, WOlkflow (onccpt, thc llnmbcl of \NPc, df;(ICi.,C,CS and VIce 

velfoCl 

• :Multi-valued WCs: Each we may be nmltl vctlned m nature where 

Its \'a1nes clIffel 111 the (pelspectIve" attllbute 

r'l.IIl!rIl 

Rl..pt}!>llo .... 
C,)H<..cm 
R"I)i)SIII)f\ 

FlgllLe 4 2 Flow of steps III genela,tlon of WPL 

Step 1 vVol'kftow Patterns Enumeration 

Vcm Df1' Aalst et rd'$ rfpO$7,tory d~8C'l./,8Sed m Sect7,On 2 :i,1 ~$ used fOT f1W­

rnemtmq the WP", Am} new pattern that may a1'1,se 1./1, the re]Jo81t01'1j can be 

accommodated 1,{ ~t follows the rILle set cO'nsulered here Ap]Jenrin D qlves a 

pa1'tw,ll-ish,nq of the WPs env,mem,ted 
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Step 2 WOl kflow Coucel us EUUlllel'atiou 

The'le me no fmllw,l Tillee; for f'ltlflchll9 iIIolkffow "WllceTII) fTom, thE' con­

te'd at hand The com,]Jo~e1' and w:;er's taczt anderstandzng of the context'aal 

zssue,,> and thezT need,,> to enumerate WC's zs co17szdeTed 1,'11. tl),7s TegaTd Tho'Ugh 

(Ln(LiogmLs 2n eS'3ence, WC' c;hovld not be confzLsed wzth "conceT7~ m softwaTe 

enr;zneen'l7,g ;; /124 125, 12(Jj wheTe zt zs 'Used as a cntenCL fOT modulanzzng 

e'Uolvmg soft'Wa're~ 

Step 3 Constructing Workflow Context 

The conte'Ct 1,"> bv,1Jd as a 0'OS5 table dep1.(,ted 7:n Table 4 1 wheTe WC', are 

tabnlated along colwnm and WP~ along TOWS The all at the Gross seGtwn 

of a 1;fIC' and zt'5 Telated WP 1,5 maTked The,e WC's and WP, aTe en1l1nemted 

m A ppend1,x D 

:Table 4 1 \i\Toddlow Pattelll COlltext 
Cl : C2 : c.; , C4 C') C6 C7 : cs i CD : ClO I Cll CI2 CI:I ' 

\vPI I I I ... ... I I 

\vP2 I ... ... ... ... I ... I 
I , 

I 

I I 
\VPJ ... "\ , I : " I I WP4 ... i I ... "\ I , " I 

IVP!j I I I 

I " 
"\ i "\ ... I " I " I I 

WP6 " I "\ I I i 
" I I 

I I IVP7 
I I I "\ I ... "\ I ... " I 

"'P~ "\ I .... " 
, }. 

I 
"\ I 

\VPD ... I "\ I "\ 
I 

\vPlO I "\ I ... I ... I I 
I , 

IVPll ... ... I 

\VPI2 ... ... 
\V PI'; ... "\ 

\vP14 ... ... "\ ... 
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Step 4 Classifying Workflow Concepts 

Makznq v,se of the Lo.tt1,ceGenerator o.lg0 1'1,thm, the ItVPL 1,S geT/,ended Jrom 

the context 1,71. Table 4,1 The WPL, as vz,:malned ?,7? F2gure 4 :; d(f»'l,(ies 

WPs 0.'3 Jonnal concepts {W Ps, WCB}. The supre1num, oj the lattzce 1,.5 the 

concept { {all W P s}, ¢} wlnle the 'l:n{im.71:111 'l,q the r;r)71r;ept. {(p. {all W Cs} }. As 

we move down from the supremum, WC's al'e znt1'orlz/'ced qmrluall?j mto the 

concepts. W1,th an 1,nCTeaSe m the WC's, there 2'3 a decrease 1,11, the WPs m, 

a concept. Th1,s leads us to the observcdwn that concept'3 are nW7'e general 

towa:rds top and tends to get .speqfic to'Wanls the bottom of the latt2ce. 

11~13'1 __ 

Fig,nrc 4.3' 'Workflow Prlttcm LlI,t,t]('c 
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4.3.3 Generating the Security Pattern Lattice 

The SPL 1':> g,enelatecl ':>1l11lladv eI.':> 'I\'PL Well-. g,ene1e1tecl The ':>et of Sp." 

mclucecl flom the SP COl puc, ch,:>cu,:>c,eclm SectIOn 2 3 1 and d.':> pel the 1 ule ':>et 

uc,ecl fOl W PL fOl111':> the e'l:tent 

ID A.P RT A.TH t\[BS lNT CON PRy fRt\[ n[p CNf CNS PRs 

.\,.TH "\ "\ "\ "\ "\ "\ "\ "\ "\ 

-'..TR "\ "\ "\ "\ "\ "\ "\ "\ "\ 

CP "\ "\ "\ "\ 

DID "\ "\ "\ "\ "\ "\ "\ 

UDE "\ "\ 

RB "\ "\ "\ "\ 

Pf "\ "\ "\ >- >-

sPF "\ "\ "\ "\ 

ECON "\ "\ "\ 

5, N "\ "\ "\ "\ "\ "\ 

Dt\[A. "\ "\ 

RfR "\ "\ 

IND "\ "\ "\ 

LC, "\ 

NRt\[ "\ "\ "\ 

~ClOn\ tll'"3 ll':!ed 

A.TH A.UTHENTIC A.TOR 10 IDENTITY 

A.TR A.UTHORIZER A.P A.CCEsS POLlCY 

CP CHEChPOINT RT RETENTION 

DlD DCFENSC IN DEPTH A.TH A.UTHORITY 

UDE USER DEFINED E"CCPTION t\[BS t\IEt\IORY BUFFCR SIZE 

RB ROLLB.\,.Ch INT lNTEC,RlTY 

PF PROOF CON CONFlDENTl.\,.LlTY 

SPf c,ECVRE.PREfORh. PRV PRlV[LECE 

ECON EST.l..BLISH.CONNECTION fRl\1 FORM A.L1TY \ 

S, N SYNGHRONIZA.TION nIP C Ol\[PLCTENCSS 

Dt\[.\,. DYN .\,.l\I1G.l\IEl\IORY . .\,.LLOC.\,.TOR GNF GONFIRl\I1TY 

RFR RCFREsH CNS C ONslsTENC Y 

IND INDL'CTION PRS PERSlsTENC C 
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LOGIC UNIQUENESS 

NORlvlALlZATION 

T"ble 4 2' Sec", It,y Cont.ext 

There are no formed rules as such for extracting TEs from literature and 

documentation of the context in hemet The user's telCit understanding of trust 

and complementing documented threats in some cases is llsed for listing the 

TEs in Appendix E and this forms the intent. Figures 4.4 visnalizes the SPL 

for the security context in Table 4.2. 

Figme 4.4: Security Pattern Lattice 
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4.4 Navigating in Pattern Lattices 

\t\/PL (l.lId SPL cClteg,OllZe.':> p(l.ttellb to concept,:> a.ll<l.ng,eelll1 (I. ,:>ub'-,llll~ptJon 

hIeldlCh) In the Idttlce ~ubconcept~ dnc! ~upelconcept<:, of d concept d.le 

ple~el \ eel dong, wIth It Thelefole, nd\ IgdtlOll m the IdttlCE' cOllld bE' E'ffi­

clenth done b\ bl o\v~ll1g the ':>ubconcept 01 ,:>upel concept hlel (\1 ell) ~tc\1 tmg 

hOlll the mll1lma.1 01 mCl)"'lma.1 concept 

4.4.1 Scope of Navigation 

A lattlGe ma) be na\lg,ated fOl cltfielent plllpo':>e':> - to fmd (. paitlculdl COll­

cept to fmel a pal tlcuial ':>et of concept':> to fmel a pal tlGUial object m the 

e'\.tellt of d pal tlculal concept etc In the ':>cope of thb le~eal('h, It l~ lequlled 

to nClvIga.te fOl a. ':>et of pa.ttel n':> ti1r1t ':>en e ct,.':> a. ':>OlutIOlI to a. gIven 'let of 

(I.ttllbute':> FOl W Pc, tlJe ':>et of a.ttllbute':> \\ otilcl be tlJe lIc,el dlO':>en \\tC" 

dnc! fO! SP~ the ':>et of attllbute'-, \\ould be the u':>el d1o':>en TE':> Hence the 

"cope of l1Cn 19atLOll b to fmd a concept he1\ mg the ll':>el cho,:>en ~et of WC':> 

01 TE':> <t." (I. ':>ub':>et of It":> Il1tent Tile e'\.tent of till':> collcept \\ III gIve the 

lequllecl c,et of pa.ttelnc, 

4.4.2 Navigation Criteria 

The u"el pi oVlclecl 'let of WC':>/TEc, fOlll1 the llClvlga.tIOn clltell(1. WIt lJ thl':> 

':>et the na.vIg,a.tlOn "ta.l t'l a.t tile 11l1l11l11a.1 concept he\.\ mg, the col1lplete ..,et of 

WC,:>/TE.., (t.':> the Il1tellt a.nc\ ':>top':> a.t a. collcept \\ ho'le IlltE'llt IC, le'\.lcogl a.phl­

cdll) 11101 e them the PlO\ lelecl ':>et 
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4.4.3 Navigation Procedure 

Inputs 

ConceptLatt'lce - LIC,t contaII1II1g the conceph II1 the lattICe II1 the Ie\.­

ICOgl apllIC,(l1 01 del Ertch entl y h((.s (t concept and pomtel'-) It s the 

':>llbconcepts and '3UpelConcepts Requ77 ed 4th 1bllte~ - Set of rtttllblltes 

fOI whIch the solutIOn prttteins ale to be fOllnel FOl WPL It \\ III hrtve 

\\ICs and fOl SPL It WIll ha\e TE,> 

Valiables 

('W Concept - The CUllent concept beII1g e\.plOlec! IllItIalize It to the 

fu ':>t concept III Concept LAttice C1I1 51lb('onceph - QllellE' contrtllllllg, 

concepts vet to be e\.plOled 

Step 1. Repertt the folloWlllg, step':> untIl ConceptLrdtlre IS empt) Ol con­

cept c!ec,lled IS found The de,>ued concept" III ha\ e an mtent le\'Ico­

g,laphICally gleatel thelll Reqm1 eel 4.ttI1bHte<; 

Step 1.1: 

Acid (/111 Concept to C 111 51~bConre]Jt~ 

Step 1.2 

Repertt the folIo" mg steps until C111 571bConcepts have onlv M?nConrept 

01 the de':>u ed concept IS found 

Step 1.2 1. 

If Intent( Cw C ollcept) greatel than Reqllll eel 4ttl1bHte '3) then 

letUln C1lI Concept a.,> the cle'>lled concept If not then ap­

pend the s1lbconcept':> of ('111 C01)(ept to C1I1 511bCollrept~ 
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duel1emO\e It flom CU? S'lLbConcepts dUel ConceptLatt2ce 

Step 1.2.2: 

l'vI(1,ke the Top(Cw SubConcept'» a.s the Cll! COl/cept 

Step 1.3. 

ImtlcLhze CV7 Concept a.., the ne\.t element 111 Concept LattICe Re­

mO\e the element flam COllceptLotttce 

The p.,ellelocoele fOI tlu., Lalt?ceNav2qat07 I., g,l\ en Jl1 Alg,ollthm '3 

The object'> 111 a conte\.t do llOt lell1cL111 111 Isola,t1011 hllt \\Olk,> tllldel c1, 

..,\ ..,tUB ut tal cc.., Thc fUI cc.., dt fmc llOW t IH ob jCct'o wtu <ld dud lonfhd \\ It h 

one (1,nothel cLnd e1,l'>o the g,o(!,lc:, to be c1,chleved As such eacll ob]E'ct could 

ha\e d numbel of leldted object"> to It In thclt ccl . .,e a concept 111 the lattice 

\\ould e\.lublt anothel ldttlce wlthm It \\ he1e the .,et of object., would be 

the umon of the lelcLted ob)E'ct'> of the object., 111 the pcllent concept a,nc! 

the set of a,ttllbllte'> \\ould be the umoll of the cLttllb1\tes of Clll the leL!'tec! 

ob]e( h lJ1 the palent concept WIth thl., Undel.,tanelmg, cit hdlHJ, \\ c dchllC 

<I M~llf1-Conte1.,t anel d F07 mol Mult?-Concept The Ne\.t-Clo.,u1e cdg,ollthm 

1'" e\.tellc!ed to MultlContedNaVlqat07 111 oldel to bCllitdte lIe!'\ 19,e!,tlOlI III (!, 

l'vlultl-Collte\.t 

DefillltlOn 22 MultI-Context 75 the leple<;entat7on of a (f0i mal) concept 

4 (LS a 3-tnple < rimr -{mr fmr > whele Glllr I, a 5et of object, cOI1e<;poncim,q 

to the lelated obJect5 of all the concepts 717, 4 .-l.mr 18 a <;et of attl1b1tfes of 

oIL the lelated concept'> 111 4 and fmc 1'> a set of lelatlOlls mdlcatmq whl(h 

obJect,> hove tvli/ch attnbutes 
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Algorithm 3 LatticeNavigator( Concept Lothr'e, 

Re!jll71 edAth 7bvte::" Mu I CO/lcept, i\I III C071 r'ept ) 
[LatticeN avigator] 

Input: C077CP1Jt Lothce - The concept \attlce to be nm 19(1.ted 

Requ71 eriAttl7/mtes - Set of (l.ttllbute':> fOI which the ':>o\utlOn po'lttell1 I':> to be 

found IHo LConcept - Ivla.xll1m\ concept l'imConrept - tvIll11111o'l\ concept 

Output: - Des/I eclConcept - Concept contall1mg the ':>o\utlOn pattell1 ':>ealchecl 

fOl 
1 CUl Conrept <- Top(Concp]JtLottlcP) 

2 if CUI Concept <> NULL then 

J A.ppend (Cm Concppt Cw SU/JConrppts) 

-l repeat 

5 if Intent(Cw Concept) > Requ/I ecL-lttl tbutes then 

() Des/I eclConcept ~ Cw Concept 

7 RETURN Des/I edConcept 

8 else 

l) Appencl(SubConcept(Cw Concept),Cw ')ubCollcept)) 

10 Remo\ e(( CUI COllcept) C w S ubConrept,Conce1JtLatt/ce) 
11 CUI Concept <- Top(ConceptLattlre) 

12 if CUI Concf'pt == NULL then 

13 RETUR N NULL 

14 until (MII7Concept E CUI 5ubConceptSv.tICulSubConceptl = 

l)IIFound(DeslI eclConrept) 
15 else 

16 RETURN NULL 

DefimtIOn 23 A Formal MultI-Concept 7'3 Ct 1-htple < Gt A, R, > de-

77ved f10m Ct J1!hdh- Conted < G mc A,nc Imr > whe7 e 

- Even) object m G, has every attnbvte m A, 
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- Fa?' even) obJect m Gille thot zs not 117 G, then.' 75 an attnbute m A, 

tuh1Ch tlwt obJect does not have 

- FaT even) attnbute zn A lllc that 25 not zn A, there 7S an object zn G, 

that doee; not have that attnbute 

- For ever1j obJect In G, thae I~ a slIb5et of related objects In R, 

Algorithm 4 MultiContextNavigator(ReLObj, 

VecLSelected_Obj, No_Atr, Atr) 
[MultiContextNavigatorj 

Input: ReLObJ - Uc,el plovlcled lela.ted ohJect SeLAttllh - U'oel j)10\ Idecl 

a.ttllhute \ a.lue fOl the obJec t to he "ea.l ched No_At! - nUl1lbel of a.ttllbutec, 

III the conte::-,.t Atl - All a.j of (~ttllbute,:> III the cOllte::-,.t 

Output: VecLSelectecLObj = A \ectOl of the object'" le':>ttltlllg hOlll the ",ea.lch 

CUL-\.ttllb_Inchce '- 0 

2 repeat 

3 Flilci dJI ",ub':>et:, AllSubSet_CAI of Atl ot "'Ize CUl-Attllb_Illchce+ 1 

-I CUl Jntellt<--O CUl-E"\.tellt<-- I\tId,."\.E::-,.tellt Teu _Collcept<--O 

5 for Ed,ch ':>ub",et S E AllSubSeLCAI do 

o Cm JlItellt~ S 

7 Cm-.8"\.tent '- Intel <,ec tlOn of the e"\.teut'o of COllcept':> h onl 

Sm_Attllb_Coll (,Oll e':>poudmg to ea.ch elellleut III S 

8 if Cm-E::-,.teut< > 0 a.ud SeLAttllb E Cm JlItellt then 

!.J Ta.l_Coucept= {CUl_Intellt Clll_E::-,.tellt} Ta.l_EAtellt~CUl_E::-,.tent 

10 for Ea.ch object CUI-Ob] E TclLE"\.tent do 

11 if CUI_Ohj 1'0 \ ,lhd then 

12 Sea.lch lela.ted object':> of CUI-ObJ fOl cl, 1l1,1tCiJ WIth ReLOhJ If a. 
1l1,1tCiJ found tlleu rvld It to '}ecLSelectecLObJ 

13 Dledl hOlll CUlleut loop 

1-1 CUI- -\.ttllhute_IndlCE' <-- CUI- -\.ttllhute_Inchce+ 1 

1 J until CUI- -\.ttllh_Iuchce ~ No_Atl 
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TIlls Cl,1g,Ollt hm fOl navIg,atmg, m a IvIlIltl-ConteAt can be lIsed to seCl,lch 

fOl a pCl,1 tlculCl,1 pattel n m a concept Il1 the SPL Usmg, the plOcecl1\le The 

n .... er sealche~ fot ~ome SP on the ba~l~ of a TE TIll~ takb the lI .... el to a 

~ecllllt) concept 111 the SPL that ha.s SP~ ~atl~f\ 1l1g, the ptO\ Idee! TE Fot 

leCl,chlllg, at the deslled SP \\ Ithm the concept at hand the lISel ICl,llllches 

a ~econd le\el sealch on the ba.SlS of Cl, preconchtlOn 01 m othel \\olds a 

leldtee! pdttell1 The lelated pattell) submItted b) the n-,el I ........ ecllched fOl 111 

the pleconciItlOn \ectol of edch of the pattell1s 111 the e,-tent of the secullt) 

concept at hand The ~ealch teturn~ all tho~e pattell1~ who~e pteCOnciItlOn 

vectol contCl,lI1S the telated pCl,tteln slIbnlltted bv the lISel 111 the second level 

seCl,lch Smce the pleconchtlOn of a SP IS BlllltlvCl,lned 111 natllle, we define a 

multI-context ~ecullt.Y concept a.~ a lattice \ IZ tvlnltlConte,-tSC 

DefimtlOn 24 A l\1ultiContextSC t~ defilled by It J-tuple < GIJ)$' AlJI~ fm~ > 

whe1e 

• G"'$ 1S Sf't of sec1I11f7j patte1ns 117 the cOl1cept 

• 4 ms 15 the 1ImOl1 of all p1econci1tW1I5 belonl)1I71J to all patte1115 111 Gms 

• f ms 15 the <;f't of 1elohorlsh1]J between elements of Gms rmd Ams that 

te1l5 115 wh1ch lJ1econd1f1On 25 appl1cable to wh1ch pattem 

In thb dMptel, an applOach fOl a fOlBlCl,1 Olg,Cl,l1lZCl,tlOn of pCl,ttelns h<'l. .... 

been adlle\ed J1l the fOlm of formal lattice The t\\O lattIce.:, \ IZ WPL and 

SPL wIll be u~ed furthet on fOl compo~ltlOn of a Pdttell1-ba.~ecl \\olkfio\\ 

The V"PL hd.~ heen adlle\ed flom the Vein Del Aal .... t\ lepo~ltOl) of \\IP .... 

Hele \iVPs ale ChCl,lactellzed b\ WCs The SPL ha.s been g,enelatecl flOBl the 
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1 eposltOl y of SP<.., d." dl'oCU<..,sed m SectlOn 2 3 1 Hel e CI tt u"t-bCl.'oed clPPlodch 

hd'o been tdken dlld SP., hd . ., been chcllactellzed b) TE'o 

TliE' Latt1GeGenelrdol plOceclUlE' dE'\ l,>ed h ctpphcable to cl lepo<"'ltol \ of 

patteln'o flom an) othel conte\.t Thl'o would lequlle one to conc,ldel the 

lepo'oltolV of patteln'o d." the e\.tent and buIld d lepo'oltOl\ that would 'oel \e 

a.., thE' mtE'nt like thE' we., fOI the WPL Clncl TEo, tm thE'SPL 

ThE' Lott1GeiVaVlqatol plOcecl1UE' check,> If thE' mtent of the cUllenth VIS­

Ited concept 111 the IclttIce 1'0 le\.lcogldphiCedlv le'o'o thell1 the 'oet of lequlled 

dttllbute'o PIO\ Ided If '00, thIS concept \\ould plovlde the de'ollE'd pdttelll'o 

a,nd t liE' plOceclm e tE'1l11lna,tE'S ThIS nCl\ Iga,tmg plOCE'dlll E' IS ll'>E'd 111 compo­

C,ItlOlI of tlw \\Olkflm\ ~l,~ph ,\,.c, dIC,(lh<:;pd 111 Ch,~ptf>l 5 
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Chapter 5 

Composition of a Workflow 

Graph 

Constltucnt pi'tttcrns in (\ \VOl kflow could follow cliffcl cnt :scquence!::> of execu­

tIOn h<t."ed on tlw constl(\ints s".tlsficd ;\.lnong them Thlls, i't wOlkftow (Ollk1 

Iwve a number of paths thAt may be followed for a partICular execution WIth 

till" lIndelsti'tlldmg i'tnd tlw fOllll<'lliJ\citloll of workflow <'I," given ill Dp.finitioll 

11) Proposition 1 is establIshed. This propositlOn :serves CiS the fOl.lndCl..tion 

of the appror"\.ch tor compositIOn of a workflow FlS r"\. dlle(ted glaph where 

the pattern::; form the vertJce::; and the eclge::; form the temporal con!::>tlaints 

Cil1l0ngst them. 

Definition 25 A directed graph 1.S an o'J'{le7'eri po.Z1' G(\l.EJ wheno 

V= {Vl,V2,VJ' .VIl } 18 a Jim.te set ofele1l7ent.s called the 'l.'eTtzces 

E = { (V"'I))) 11~ 1,,] ~ n, ('/),,7))) 1.5 an o1'deTeri PO:I.?·} '/'S the set of edqes 
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Axiom 1 Earh pottf'ln, f'7h11ntf'flll11thm (I lIJ()J/,fiollJ hw; a fintff' 711tf'luol of 

f'1f'rllhal1 (hlll/H) (f 'dINf'<;sflll f'1f'flltlOlI of thf' 1lI01kf{ow 

Proposition 1 4 UJo/"fio(l) W IS 0 (/?rec.ted 9/oph G of If , pottelllS o/ld 

tempo/o,l C017sho,wtc; arnong them 

Proof 

Let \\I = (\VF, 'i, F, P p, R) be d \\()1kftow \\Jth tuup01ctl WU':.tlctlllt':. 

':>uch thrtt 

\V F = P cttte1u thctt 1 Cp1 e':.eut<::. the \\ 01 kfto\\ U1 1t ., cutll et) 

s = rhe 'stal C-- pa.tte111 

P = The ':.et of con':.tltuent pdttelll':. mcluellllg S dnel F 

(1= The ':.et of tel11polcd con':.tlamt':. between pdll ':. of patteln':> m P U {til F 

Let C = Set of tempOlal con':.tldmt':. a11l011g':.t element':. of P Cab E C be 

the tempolrtl (OnstlCtll1t hetweell tile PCtttE'lll'J Pa Ctnd fJt, Il1 P Floll1 Allen's 

II\. hCtmeWOlk (1.11\ tempOl(l.1 (Onstl(l.ll1t bet\\een h\o Il1telv(l.b WIll Cth\Ct\'-, 

11a\ e an Il1Vel ':.e con':.tl dlllt between the mtel ved,:> T111' .. coulel be elell\ eel b\ 

CO;1':.ldellng the 111\ el ':.e of the con':.tl dmt flam Allen'" 13 tempol cd 1 elatIOn':> 

TlwlPfO!<" fO! 1<']11<'<,<'ntmg 8. \\OlLft(1\\ \\ Ith II ]1rtttell1'> (OIhldellng h(l.lf of 

t h(' 01 d<'J('d ]18.11<: of Prtttl'l il" w01lkl <,1]ffj('( Thl'> \\ 01]1<1 ]-)(' ('fl1](,,1 to combl­

ndtIon of n \\ It h LICtOl 2 gl\ en by "C2 = 21(::~2) 1 

I I 1'0 the '0\ 1I1bol of factOllal III leple~ellt'o fclCtOll c11 of II 

78 



Basts: 5=WF= f, f E F, s = f, IFI=l IFI = 1 (One p<tttein ll1 \,V) In 

thIs c<'t.se thele cOllid be two scenanos 

• \VF rl.ppe;US onh once III Vv - In tIllS SCenrl.110 V = {WF}, C = 
{¢} TheLef01e G= (V C) fOlLll':> the nllll glrl.ph \duch IS rl. dlLected 

glaph \\lth d ,:>mgIe \ertex 

• ''',IF clppeclh mUle than once III W - Let V = {W F HI F, } whele 

1 ::; t ::; h cine! T;fi F, IS dB e\.eclItmg m .... tcll1Ce of WF Smce the':>e 

rl.le mst ance':> of the Srl.Llle prl.ttell1, each llhtaL1Ce cOllld be tempo­

l<tlh constlamed wIth the lest lll'3tance':> b\ one of the temp01rl.1 

lelrl.tlOns m {s 0 fl dm <} Thelef01e C = {(,,} 1 ::; 2\~',7~;;" C, = 
(" 0, tl' d, /1?, <) Thus G= (V C) fOlm .... () dIrected glaph 

Case 1: 1F1=1 f EF, 5 =1= f IPI = 2, " ~F (Two pdttelll':> III W) In tlll':> 

ca.')e thele could be the followmg scenrl.l1o .... 

• b <tlld f e\.eclltes once e8,ch - HeLe V = {~ f} FLOm DpfillltIOIl 

11, cl \;vOlkflO\\ hc1.S 8, C,ll1glr c,trut pMtC'l11 (tnd (U1 (,X(,(lItlOl1 of the 

\\orkfto\\ \\Ollld pnd 111 onp ot tl1P hl1lc,h P8,ttPlllC, Hpl1C'P, tl1P 

onh possIhle tempolrl.l collstl8,mh bet\\een 5 and f <tIe {o, III f} 

TheLefOle C = {(o, m f)} ami till!':> C= (V, C) fOllll':> <t dllected 

gL () ph 

• 5 and t e\.ecnte,:> mOle them once each - Hele V = {'i, 'i J , t, t,} 1::; 

} ::; Il, 1 ::; " ::; d, 5) I" dll execntmg ll1':>tdnce of st at t patteln S emd 
I 

'" IS an e:-.ecutmg ll1st()llCe of &111sh pattelll J The 0111) pO':>':>lble 

con':>tL alLlt" bet" een <tn lLlSt rl.nce of steLl t patteL n s rl.nd rl.n I11stancE' 
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of fil1l<,h pa,ttcll1 f clie {o, m,f} S1l1lIldd) the telllpolcd COll'Stldlllb 

b!:'tW!:'!:'H (\.I1Y two <,tm t p(\'tt!:'lll ll1<,t::l.l1( ("<, <l.l1d (IllY t\\ 0 fim<,h p<l.tte1l1 

lll"ta.nce" <1.1 e {< 111 cI t,} Thel etol e C = {c,}, 1 ::; I ::; 2;(',~:~i:;~, 

Thth C=(V C) fOlln<, a duected €,lcl,ph 

• s e,-E'(tlte~ oncE' CtHe! f E''-E'cute-, ltlOIE' tl!Ctll OllCE' - SU11l!Cttlv ct." fOI 

the pI eVlOth Cd.':>e" V = {s, f h}, 1 ::; Iv ::; cl C = {c,} 1::; I < 

(d+2)! TI (' (V C) f ttl 2
'
(d+l)1 111':> ~= , Olnb d (lleGtec glclp 1 

• <; E',-ecutE'S 11101E' tl!Ctn 011CE' a.ncl f e,-ecute<, Ollce - S11111I,:uh a" fOl 

t he pI evlOU<' ca.':>e':> V = {S, <; J' f}, 1 ::; J ::; n, C = {(,} 1::; I ::; 

2~(',~:1;, Tim':> G=(V, C) fOll11':> d duected gldph 

Case 2: S =I- f IFI = 3 pEP (Tlllee pdttell1" m \\I) Hele the plOof IS 

gl\ en fOl multIple e\.ecutlOn of 5 P dnct f Othel ':>cendllO':> Ilouid folloll 

':>lllll!dll\ 

telllpOlCtI Cou<,tla.mts a.le (1..<' follow<, 

• COn.,tldmt between ':>tclit patteln lll':>tance':> - «,111 cl f,) 

• COIl<,tl dlllt bet\"\ !:'PIl filll<,h pdttelll llI<,t c'tllces - « 111 cI f,) 

• Con"h (unt Iwtwccl1 <,t (1,1 t p(lttcll1 (lnet filll<,h p(lftCll1 ll1<,t (Inre., -

(0, 111 ,f) 

• COl1Stldll1t between 'Stalt pattell1 al1d mtell11edlate pclttell1 111-

':>trtnce" - « 0, t1J f e!) 

• Con"tl cttllt betwpell mtpllllecllcttf> pClttelll d,llrl fllll<,h pdttelll lll-

':>tdl1CeS - «,m ,0 ",d) 
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Tileletole C = { } 1 < I < (n+p+rl+3)1 
C, , 21(n+p+rl+2)1 

dllecJed '?,l':)'ph 

Tim., G= (V, C) fOlln"> ,t 

Case 3: Let the j)LOPO"ltlOll hold fOl "\. p,lttelns x2:3 Then the dllectec1 

glaph \\onldIM\e aJ most 21(J"~2)1 edges apcut hom the ':>elf-edge" ftom 

rmel mto e<l('h pattelll 

Let the p,:),ttell1 set be 1l1Clea,..,ed bv one mOle p,:),tteln In tIll':> (,rt..,e thele 

conld at mo.,t "\. ne\\<"l edge,:> Agall1 ddciJtlOll ot ,:),11 ecl'?,e to rill e"\'htmg 

dllected gl'-Wh lP">nlh III ,I, dllecteel glclph III tllln Theleiol e If the 

PLOp0'-,ltJon hold,:> fOl "\. edge':> then It elbo hold., fOl ("\.+1) pelttelll" 

Tim':> flOm BeI'''I'' C'eI.,,>P 1 C'a~e 2 anel CeI~e"3 the P10po':>ltlOn I" e':>tel b­

Ihhed b\ IlldllC hOll 

5.1 Composition without Security 

COlnposltlOl1 of the \\ 01 kflo\\ I':> done (I.S a c111 ectecl gI Jph of It S Pel ttelll':> elnd 

tempol':)'l con,:>tlrlll1h bet\\een them FOI mtLOdllullg j),:),tteln., ':)'ncJ con,:>tl,lmt':> 

to tlw \\()j kflo\\ glaph 111 eI path (Oll">l"tpnt lllellll1f'l, pLOcedlllP':> Conc,tul/nfA­

lonqWolI. elnel l!cil,dcdeCo7?si?omt die clevbPcl thdt eI."':>I':>t III modnlelllzlllg the 

lOml)(NtlOll plOcedllle 

5.1.1 Constraint Along a Walk 

Let Con" be the leieltlOn thdt "tole" the con<,tlelmt':> bet\\een the pelttell1s m 

tlj(~ \\od\flo\\ glClph I dlld J 1)1-' tlw leAlcogl,lphlc l11dlCeS of pclttellb A and 
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B. A can::;i::;tent w<:d1. P between A and B would be of the form P'7" P'7'+i, 

... p'J,+I.·_l. P'J,+k, P'J,+k+l, '" p'J'+J_l, p'J'+J where any two con::;ecutive 

P!Js are explicitly connected by <:t constraint. The transitivity constraint T 

along tbe walk P is calculated ii.S: 

T = Cons[i.i+ 1], the eutry in Cons thi:lt gives the temporal constraint be­

tween the vertexes P'7, <:tnc! P'7,+l 

T = CaITransCons(T, CalTransCons( Co ,Ch)). C'r, and Cb are the temporii.l 

constraints between p'J, , P'J,+l and P'J,+l , P'J,+2 respectively. Here 

CalTmnsCons is Allen's procedure for ccllculating transitIve c0l1straint 

anel i::; given III Algorithm 1 

T= .... 

T ~ Cii.lTmnsCons(T, CalTra,nsCons( C1 ,Cm)). C1 and Cm are the t\mporal 

con::;traint::; between P'7,_2, P'J,_l and P'J,_l,P'J, 

Algorithm 5 pre::;ent::; the p::;eudocqde for thi~ procedure. 

5.1.2 Validating a Constraint 

Let Pn and Pb be two pattern::; and Cans[a,b] be the con::;traint between them 

tha.t need::; to be validated. Let 111 be the number of in-edges to Po and n 

be the number of out-edges from PI>. Then there could he a total of (rn x 

n) number of walks involving Po anel Ph· Eetcb of these walks would start 

with ii.n in-edge to Po and end with an out-edge from PI>. Let Hi"dlJ be such 

a. walk with Zll> in-edge to ]Ja a.',; the ::;tart-edge and /1> out-edge of ]Jb as the 
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end-edge Pa rtncl Ph rtle duectl) connected b\ COl1'S[a bjlll W,a"] Con'Stlrtmt 

along Hlwb] \\ollid be vrthclrtted fOl con'SI'StenC\ If It Ie, le'S'S thrtn ot eqllal to 

the con~tldmt~ along dll the e\'I~tmg welll\.':! 111\ oh mg ]Ja and Pb 

• Cakllidte T the con~tlel11lt along \\alk f\f,nh] ll.:.,mg the Conc,homt4-

lo??g Wedl. algollthlll 

• FOI ertch bet\\ een p, rmd J}; whel e p" and PI> rtl e not du ect 1) connected 

cdiculdte CW,), the con~tlamt along \\alk If fOl each CHI,), T ~ 

CW,;, then Con~[a,bjI~ \ahdated fOl Wwb) elc,e It IS lU\dhddted and 

the ploceclme tellmnate~ 

Con~[a bj \\ III be fmallv \ dhdated If It I~ \ <)helated fOt all the \\ rtlt'S of tj pe 

The p,:>eudocode fot tIll':> Vahr/oteConcd10117t plOceclllle I':> gI\ en III -\'lgo­

llthm 6 

Algolithm 5 ConstraintAlongWalk(A,B,Cons) 

Input. 4 B - Prtttelll'3 bet\\een whIch the con'Sttrtmt along wetl!.. IS to be 

funnel Con.:., - ReldtlOIl ~tollng con~tlamh between pelttellls 1ll \\olkfto\\ 

gtaph 

Output: T - The con~tldll1t dlong a walk P bet\'"een 4. dnel B 

1 P,'] ~ -1 P} <- B {I rtlld ) eU e the le\.Icogt apluc lllde\.e'S ot ,-1 ;md B III 

Con~} 

2 T <- Con'S[II+lj {Con~tlamt bet\\een the hl':>t t\\O pCltteInc, III the \\(lIk 

P} 

3 for 1=1+ 1 to )-2 do 

4 T = CrtITtansCon'S(T CrtITtan'SCotb(C'on.:.,[I] Con'S[l+lj)) 
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Algorithm 6 ValidateConstraint(Pa ,Po, Cons) 

Input: Pn Pi> - Pa,tteLJ1s between \\ 11lch COllc,tlamt h hemg, v,,,hdated Cons 

- RelatlOn StOl mg comb amts bet\\ een pattell1s m \\ 01 kflo\\ gl dph 

111 +- Numbel of ll1-edge,:> to Po n;- Numbel of out-edge':> flOm PI> T.­

rp Fldg,.- VALID {Fldg keep tldCb of the \dhcbt) of COll':>tldlllt 

between Po and Pi>} 

2 for I = 1 to m do 

J fOI J=1 to n do 

4 Indlled\I\'dlb = FmdIndnectW,dk':>(Pa Po) {FmcllnclnectW,dk" 

fllldc, ,dl the \\ ,dk, between jJ, ami PJ wllel e Po c),nel Ph C\.l e llOt 

dIl ectl \ connected} 

5 T=Cc"ITI CI,nsCons( COll':> [I c"] Cc"ITI rU1c,Cons( Con'::>[c" b] COlb[b 1]), 
6 if InelnectW(llk.., =I ¢ then 

7 fOl each \\ E IndllE'ctWa,lb do 

8 if T ~ Con..,t I c"lIIt Along W c"Ik (\\) then 

9 CONTINUE 

10 else 

11 FIClg=INVALID 

12 RETURN Fldg 

13 RETURN 

5.1.3 The Composition Procedure 

The \\ olkflo\\ IS composed mtel RCtl\ el: b: the composel \\ lth lllput':> flom 

the usel The usel specIficatIOns commui1lcatecl to the composel I':> fOlmdhzed 

to WC.., Usmg, thec,e \t\IC.., CI;:' mput to the LcdtlceiVcu)Jqator C\.lgollthm the 

solutlOn pr"tteln'::> ale ..,elected hom WPL Con..,tl<tll1h a,11I0llg..,t the':>e ,::>elected 

pa,ttell1.., Clle '::>tolecllll c), lel<ttlOn A.ll entl \ Con"'[l I] m thl.., COll..,tl(l1l1t.., leletholl 

lepI€':>ent the con<,tldmt between the pdtteln':> m mcle\.e':> I and J of the ,:>elected 
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p.:tttelJ1 vectol 

Select the solution patterns - SolutIOn pattelD':. .:tl e selected fI om \~I PL 

1J')lBg LdttlceNcn Igcttul ba"t'd UII u')el )H()\ Hied ')peLlhccltlullS c1.S selec-
.... 

tlOn clltella 

Read and validate constraints amongst selected patterns - Edch Con­

'>ticlmt C011"[1 1] bet\\eell ,>elected pclttelJ1'> P, dnel PJ that I') PlO\ Ided h\ 

the 1lSel 1'> \ clhda ted t01 consl'>tency a'> follow,> 

• If thp lI<;el lPqllllE'':> C011':>[I,)] tlwn find E''\.I':>tlllg \\alI-.':> bpt\\pen j)c1t­

tel n., }J, anel }JJ 

• If no \\cllb ale )Ieldedreacl Con'>[I1J flOm the l1':>el dUel \ahdate It 

1l"1llg, the llal1dateConst7amt cllgollthm 

• If (''\.htm!2, \V.:tll~" 1U(, ywlri(y\ tlw11 fim\ }./I.1'\.llllmll AJIo\\.1hl(' C 011-

.,tlamt (MAC) beh\ee11 P, and]}J a.s follo\\,:> 

Imtlahze 1-.1A(' to the pO\\el c,et of Allen'" 13 tempOlal lelcltlOu-

shl))s Caktll.:tte the constl(unt (llong, e.:tch \\alI-. beh\een Jl, and 

])1 t1S111g, the C07/'3hamtAlonq IVolk algollthm E.:tch ot the':>f' con­

stlCllnts I':> mtpi "peter! mCI PlllPUtCllh with }. lAC Tlw hn(d \ alue 

flom thIs g1\e,:> the \alue of MAC 

• Reael C011'>[I,J] from the 1I.,el If C0I1.,[1 Jl ~ MAC then It I" \ah­

drlted 

The pseudocode fOl thh compositIOn plOcedllle 1<; gl\ en m AIg,ollthm 7 
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Algorithm 7 ComposeWG (SeIPatSet, Cons) 

Input: SelPa,tSet - Set of selected pattelns, COll':> - RelatIOn stollng 

C011Stl amts bet" ee11 pattel11s 111 \\ olkfio\\ gl aph 

Output. COll':> - RddtlOll \\ Itl! Vr1.hdc1.ted LUll,:,tlcUllt':> ot tile \:-OlkfiO\\ g,ldph 

IvIAC <- Powel':>et of Allen's 13 tempOldlleldLIo11"lup':> 

2 for 1= 1 to z do . 

3 f01 J=1 to z do 

-I if Con':>[l,J]1':> leCjullecl then 

') Wall.,s,) = FzndWalJ, S(PI PI) {Flllcl\\tdlk<, 1':> d functIOn thclt 

lettllllS the e"\'I'ltli1g \\<db hetweell patteln':> p, etllel Pi } 

6 if \;II a !I. 5,) = qJ then 

7 Flrl.g '- INVALID, 

8 while VetheletteCon':>tICtll1t(p, P7 Con,,) = = INVALID do' 

9 HW\ COll':>[1 I], 

10 else 

11 for edch 1U E HI a!l. 5'J do 

12 tvL\C = l'v1<\C n ConshrlmtAlollgWetll-(w) 

13 while COll':>[1 J] 1. Iv1AC do 

1-1 1 edd Con':>[I,J] 

-Th( 01 dph t 1m ... LUlllPO':>cd (dll hct\ c dlft< I CIlt c "\.ccut lull \\ (til<.., IJd':>C'el Oll the 

lllalkmg,':> of ',:>tctlt' dud fUll':>h p(~tt( In':> FUI d lll(uklllg, \Nt IS added to the 

zeLOth mde"\. of the ,:>elected pa t tel n \ ectol \~I F 1" the pd ttel n 1 epl e':>entmg 

the \\utl-fio\\ ill It':> elltud) 

• l'vlcukmg .,trut' patteln - Let fJs be the' strut' pattell' 'T'llPn mAil 11 

d~ c[<, 0]= {s} Whele " clnd 0 dIe mde"\.e':> of Ps dnd Po 

• I\f.:ukmg hllJsh' p8ttelll,) - Let thele be II h111')h pattell1s :\l1(uk 
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tl1<' 'filll"h prtttPlll lJt Ct.':> c[f O]={ f} \\ hele f IS the Illde"\. of lJt III the 

selected pctttel n \ ectol 

This ma.li-.Illg 10, vilhdctteel If the followlllg holds -

• FOl eAch PI thele e"\'lsh a. \\a.li-. flom p, to PI 

• C[I ,:>] =¢ fUI I~':> (no Ill-edge 0 p~ eAcept o,elf edge':» 

• c[f I] = rb fOI t~ l( no out-edge flom PJ e"\.cept fOl self edge,,) 

5.1.4 Illustrative Exanlple without Security 

Flgllle 5 1 vbll""hzes the cluected gLa.ph compused 01lt of the LeqlllSLtJon PIO­

ce':>':>mg \VOl kflo\\ III E"\'cHl1ple 1 lNllg the C;ompo'ie we; ploceci1ue Tctble 5 1 

gl\ e':> the \1\1 P" lOles dncl tempol cd constl amt" mvoh eel Il1 the" 01 kflo\\ 

Table 5 1 WPo, !Oles dlld COIl':>tlamh 111 leqmsltlOIl p!Oce':>smg ,\od.flo\' 

I WP Roles attached I Constraints involved I 

I Sequence 1 (51) Rpque':>tel ApplO\el I 5'1- -(0) ~ ECl 

I E"\.c1u':>i\echOlcel (ECl) '\p/Jlme] PlOLluelllt'llt Othce] ECI - -( <) ~ EC2 
I 
I E"\.du':>l\ echOlce2 (EC2) 

! Sequence2 (S2) 

: PetretllelSpht 1 (PSI) 

I StlUctUledLoopl (SLl) 

I E\.clu':>l\ echOlce 3 (EC3) 
I 

I Seq1\ence) (S 3) 

APPlo\U I'IO(UIl'llH'lIt Ofu(('] I EC2 - -«) -> S2 

Stole h.eepel 

')tOl e h.eepe\, Accounts Officel 

-\pplO\el -\ccounts Office] 

I\PPlo\ el, 1\( counts Officel 

-\CC01\i1ts Officel 

I 52 - -(0) --> PSl 

I 
PSl - -(0) - 5Ll 

I SLI - -(ct, 1,) --> ECl I 

I 

I EC3- -(0) ~ 53 

Above \\IP':> l1dmeh Seqnence E"\.c!nsl\eChOlCe PdlClllelSpht anel StLuc­

tmedLoop ctle StCll1cla.lcl pAttetl1S hom V""l1 DeL A",,!.,t et ([1'<, LepOo,ltoL v 
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Appendl\. F ple'oenh the 'otl uctme of the'oe pdttell1" bOllowecl flom the Vctl1 

Del Adbt et al c, lepOc,ltOI\ '\c, lWI the Defllllhon 12 of ,\lP the EvhlC,IVP­

ChOlcel pctttell1 I'"> Illthtlc~ted hele 

T 

T 

TempConst 

Conti ol-flow 

rules 

REB 

ApPlO\ eReqUi':>ltloli Genet dtePO Notlf) Reque.,tel 

ApPlovel, PlOClllell1ent Officel (PO) 

{(AppIO\el) (ApPIO\eReqUl.,ltlOlI)} {(Plocmemellt Ofu-

eel) (Gellel a,tePO Notlh R eque'otel)} 

A.}JjJloueRequI9d 1on -«) GenelotePO 

AjJjJl oveReqlll~1tlOlI - -( <)Not1 t yRequhtel 

R belllg the lequIsltlOu plOce.,secl, the coutlOl f10\\ lllies die 

AfJjJloued(R) (Genel atePOs....s.... ,N otl j yRequestel ) 

Dell1ecl(R) --> (,Genel (de P06v6vN ot I t yReq~le<;tel ) 
(PEd ([1/1/2000 co],CulleutFll1Yeru VH enable Ap-

PIO\ el) 

(PE2) ([1/1/2000 co],IVV\.lchEnd, VH cli':>rl.ble ApPIO\el) 

(PE;) ([1/1/2000 co] CUllentFllIYecu, VH ena.ble PO) 

(PE.j) ([1/1/2000 co] 1I,uehEud VH cll.,a.ble PO 

(RTt} (ena.ble AppIO\et - H eua.ble PO) 

V a.nd H a.le pllolltle., of ta...,b c1.lId H :::: V H Cur­

lelltFll1Ye,l.1 = all yeO!., +.J j\Jollth~ I> 1 } eat <; leple">ent"> 

the 'oet of mtel vab .,t,l.1 tmg, ,l.t the ."UlIe llI.,t,l.llce a., the foUl th 

ulOuth of erl.Ch vecu (Ill Ct egolla.u ca.leuciet thl"> h the \ ea.l 

">trUll1g ht of <\plll) MruehElid = rdlyeUl ., + 90 Day., I> 

1 Day ~ I epl e.,ellt., the .,et of llItel \ el.b .,tcl.l tlllg cl.t the "cl.lIIe 

11I">ta.lICe rl"> the lllnetleth da.\ of ecl.ch \ ecu Iu GI egO! Icl.U 

Crl.lendrl.l thl"> I"> the 31 ~t l\tlruch 
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5.2 

4 

4,(.l.lllmh \ ... IIII\,.IIIOn 

\\\I,I-n\I\\ 

-=... ~qu ... llI. .. ~ 
~ ~ ,------t---'-----, 

4.ppltl\ ... ro 
\\1111..1110\\ 

'--------8 
FIgUle G l RCqUl!:>ltlOll pIOCCC,!:>ll1g \V01 kfio\\" 

Composition with Security 

SeCll11ty IS rl non-fullctIOllc11 chcllactell!:>tlc that neecb to be mtegratecl to 

the wOlkftow fOl ll1Clea,c,mg It S lObnc,tnesc, In tlw, pattern-ba.c,ed clpPlOach 

fOl wOlkftow COmpOc,ltlOn, a '~'olkfto\\' IS secured by mteglatmg SP!:> to the 

constlt1\ent \iVPc, of the \vOl kfto\\' 
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5 .. 2.1 . Secur~d Workflow Patter:n 

A SP is a tH.sk to be performed for ensuing a TE 2. Hence integrating SPs to 

a \VP would result in a secured version of the ViP wherein the SP::; would 

be temporally constra.inecl to the WP. 

Definition 26 A Secured Workflow Pattern (S\iVP) 'i..~ rldi:/lp.rl n..~ < 

WP, 8Pset, C > wheTe 

- WP is the 'UJork:fi,o'UJ pattenl, being secv:red 

8PS>:i is the set'o.f SPs inte.qmteCl to WP 

- C is the set of tempoml constmints between po,tteTns ,in SPset mul WP. . 
" . 

SPs in S'Pset (L're temporally independent o.f one (Lnothe7; and executes 
, ' 

in 'refeTence to WP 

A SVlP is essentiallv a WP with the tclsks in .the core WP and that in the 
,,~ ./. 

. int~grating SPs forming the task set. The SPs. in a SWP will be executed in 
-,', \' _j. '," ". J • • '." 

. reference to the core WP . 
• -.I., • 

" ,5.:.2.2 ; Securing a Workflqw. 
; '. . 
Tll~ procedure for composition withou't security described in Section 5,1 could 

bC\lS~~1 for scclld'ng a workflowdnring composif,jon ii,S follows 

t,·. ~onstI'ucting the, SWPs fro~n the selected WPs: For each of 

the selected WP, ::;ecurity. requirelnent::;, a~'e rea.d,· from ~he u::;er and 

, 2Refer to Definition l~, 
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fOllllCllized <t.':> TEc, Sol1ltIon SPs fOl these sec1l11h leCJllllements cue 

selected flom the SPL bCl,,c,ed on the fOllna.hzecl TE':> The S\iVP l':> th1lS 

formed b\ leadmg the tempolal con':>tlc1lnt':> bet\\een the ,:>elected SP':> 

and the VVP 

• Reading and Validating const. aints amongst SWPs: The se­

lec ted pel tteL n \ ec tOl Il1 tlu':> Cd.se would hold the SVV Ps and the cal1-

"tLdmt" LelatlOn wonlel holel the con':>tlalnts alllong'>t the S\\tP" FOI 

ehch enll \ Cons!I J] III cansttamts do the follo\\ Ill!?, 

It COl)':>!I,)] I'> LPfj1llleci then find wCllk."lwt\\pen pCltteln':> S \til P, hnd 

')W ~ 

- It no walb tile YIelded Ledd dud \dhddte Con'>!l,]] FOl thI'> fol­

lowmg h\ a con'>tt a.lllts need to be w1.hdhted 

* Constraints between S \til Pa and S \til A,: S\iV Ps bemg \\IPs 

es':>entLalh the {/a/u/oteCo7lst1Omf pLOcedllle l':> lbed hele 

* Constramts between SPs and SvVPs: Let S P j be one 

of the SP':> mteg,rated to SW~t Let Cl C2 and (l be the 

constLFunh beh\een SP! and SHI Pa , S\tll Pn hnd SW?,,, SP1 

and S W A, Lespectl\rely The ScenhllO IS depICted m FIgllJ e 

5 2 Hele CI C2, C3 bemg tempolal canstIa.mts fOl .1,11 possIble 

\aiue':> of C] dnd C2 Cj wIll be gl\en b) Allen'c, Tldn'>ltl\ lty 

Tdble 2 2 

If \\ alks ell e "\ leldecl then fmd ma.}"lll1lUll allo\\ able canstl a.mt (t-.IIAC) 

between S T;f! P, dud S HI fj a.c, follo\\ <, 

lmtli-lhze tvIAC to the pO\\eL ,>et of A.llen s 13 tempOl,:ll lela.tlOn-

91 



':>lnp':> Cel1culate the con"tldlllt dlong each \\<I1l-.. between SW P, 

dnd SWPJ u':>mg the C'onotlCL7ld4IonqWalJ. <dgollthm EclCh of 

these (On..,tl<1Il1t'S h llItehectecl ll1oeillentc1lh \\ Ith l'vIAC The h-

IMI value hom thl':> g,lves the \itlue of J\tIA.C Recld Con,:>[ll] If 

Con':>[1 J] ~ MAC then It I':> \clhddted 

SPI I c i swp c 2 sWPb I a . 

c 3 

5.2.3 Illustrative Exalnple with Security 

Takmg fOl Well d the 1lln':>tl d tlOn fOl compo':>ltlOn without ..,ec Ullt\ Table 5 3 

gl\e,:> the ,:>elected SP':> [01 ':>ecUllllg the con"tltuent WP,:> 111 the lequl':>ltlOll 

The 'Seempd Sequpmel ,iVP 1<; gn f'll 111 Tc1ble 54 a..., pel the dehmtlOn of 

S,i\lP anel depicted m FlgUie 5.3 The 'SeCUlf'c\ \el'SlOn of \\olkfto\\ with the 

S ,,,,rp.., I':> Vl,:>udhzecl ll1 Flgme 5 -l 

In thh chc1ptel (UI Ollglll d c1pPIO(1Ch fOI COlllp0.,ltlOlJ of d \\OlUiO\\ Cl" 

d dllected gldph of It'., patteln':> elnd tempolcd (Un':>tldlllh hel.':> been given 
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Table 5 3· Secnrit.v requirements of Requisition Processing workflow 
" 

. -

WP TEs to be enforced SPs 

Sequence1 Authority ATH,ATR 

Exclusivechoice 1 AP, Identity, Authority ATH,ATR,RB 

Exclusi vechoice2 Authority, Integrity ATH,ATR,RB 

Sequence2 

ParallelSplitl Authoi'ity, AP, Identity CP 

StructuredLoop1 Authority, AP, Identity ATH,ATR 

Exclusivechoice3 Authority, AP, Identity ATH,ATR 

Sequence3 Authority, AP ATH,ATR 

Table 5.4: Secured Sequence1 
);VP - Sequence1 

SPset - ATH for Requester (AT H,.), ATR for Requester 

(ATRJ')' ATH for Approver (ATHo), ATR for Approver 

(AT Re,) 
C - . AT H,. - -«) ---+ Sequence 1 , AT R,. - .-( <) ---+ 

. S eq1.(,ence 1, AT HIl - - (cl) -; S eq11.ence 1, AT R". -

- (d) ---+ Sequence1 

For constraints,' it. considers the set of 13 tenlpora.l relationships between a 

pair of ordered intervals as established in Allen's IA. A validating procedure 

for the constraints has a.lso been devised in Section 5.1.2 which is also used 

in Chapter 6 for incorporating change into the composed .workflow. The 

approach also gives an innovative way of composing a secured pattern-based 

workflow. For. this, a W'p is secured by integrating'SPs to it such that the 

resliltant remains essentia.lly a ViP. It is fOl'Illalized as a SV/P and a secured 
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Secured Seq,uence 1 

Sequencel 

Create Requisition 
Requisition 

Requester 
authority 

Approve 
Requisition 

Approver 
authority 

~--'-:""""" 

Figure 5.3: Secured Sequenc:el pHttern 

version of the workflow is composed with these S\VP0. 
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Chapter 6 

Incorporating Changes in a 

Workflow 

FOl mi"l!zi\,tlon of it \\ 01 kflow III tC'Illl<' of It '<, PlIttC'II1<' itnri (OIl<,tIdmh cI.'~ COll­

<..,lcleIecl III thl<'" re':>ec\lch ecl.<,e<, the ta.':>k of mamtamlllg the \\ 01 kflow ( on<,ld­

ellng, a \\ Ol HI 0\\ cit the pattel n le\ el 1 ednces the comple"\.Itv of \ ahcla tmg 

(hnm,p<.., that \\ol1lrl lw Ill< 01 pOl cttpr] mtn tllP WOlHI()\\ rlll11l1?, the nlitmte­

Iwnu' phcl.':>e Chclllge 111 a \\ Olkflo\\ 0\ PI pa<"'':>age of tune lllcty OCC11l III \ itLl­

ou,:> fOll11':> - (d) C'hclllge m pdttell1S (b) Change Il1 the tempolcd con-..tlcunt':> 

among':>t pattelll':> (c) Change 111 the lOle,:> dttdchecl to the patteln':> ThI':> 

Chitptel gIves itll aPPlOach fOL ll1COL pOI itttng the':>e chcLnge-.. based Oil Allen ':> 

IA flame\\OLk itllcl TRBAC Hele a pitttelll IS conSlcleled to be sti1lctllLitlh 

atomIC Il1 natUle thitt collld consIst of otheL patteln':> (\.,:> a COllstltllent t(\.sk 

wlthm It TIm':> d patte1l1 conlcl hd\e othel pdttelll':> that would lefel to It 

dmlllg dn e"\.ecntlOll \\11th thl':> nllcleIstdllchng the dldnge lllCOIPOIdtlOll np­

plOa( h gl\ en III tillS dMptel conslclel S n plItteln (I.S a Rpfp1 enrp IMp? 1 01 and 
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tldce,> a Refe1ence Inten;al H1ew1chy (RIH) flOm the dnected glclph of the 

\\ O! kftow Chc1l1l,e<, Il1 j1clttell1<' ill1d tempO! iLl (OI1<,tl,Imt<, ,U e then mcol po­

Ia.tec\ mto the RIH b) .=t GOllC,t!<llllt PlOpa.ga.tlOn plOcec\Ule CI1c1ngec, 111 the 

lOlec, c\'tt<lched to tlJe pelttelu'> e11 e mcol POI cttecl bv 111<1kmg COll'>l<,tell(\ check 

on the REB<, ot the efiP(ted 101e<, The ch,ulge lllCOlPOlr"IJlon place,>,> cia not 

altel the '>tlUctUle of the pdtteln'> m anv Wei) 

6.1 Basic Forn1alization 

FOllHclhzatlOl1 of the chclng,e 111COlpOlcltlOn clpPloclch I'> done 111 tellnc, of deft­

l1ltlOn,> eUlc1 PlOPO'>ltlOll 2 tlJett 111c\'kec, u'>e of fOll1le11 (Oll<,t! uct") of d \\ 01 kfto\\ 

ct.c, clone eC\,1 hel 111 thlC, the,>lc, 

DefimtlOl1 27 4n executlOl1 walk (J p},P2 , ,P" uf a wudflow I:; (In 

lUI IItuulllj f7llif( :;1 IjU(JIILL uj :;Ollle UI (Ill uj tlte ro,,:;tif(1( lit pattel'l7'i of the 

WUI/"jfO(l) 

DefimtlOl1 28 A Refelence Interval Hielarchy (RIH) 1<; a tempolCLilll­

e/clIchlj cha1CLcte1/zed by 

WF a mcnmwlmte1val that doesn t 1efe1 to an1j olhe1 mte1val 

R = {I j 12 

e/a1chlj 

Ill} 15 the <;et of 1 efe1 enre mte/ val<; con 'it Itvtmq the lu-

cl S;;; C whue C l'i thp set of tlte /unpolai (ol/st/ol/lis flom -Wen <; 

jHlmewoll" 
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- FO? eachpal1 ofmteTV{f/, (1, 17) f10m R 1f(7,,7 j }E RIH then (7 7,I,) 

~ RIH {fnd I, ......... I J = e,J I/)he1e C'7 Eel 

Proposition 2 Gillen ony UJol~floUJ lepll?sentoble 0$ 0 dl/eded 970ph G wlfh 

tempol{f/ c017shamt, C' d 1, oIW(I'Ij' pos,1ble to tnl17SfOTm 1t to a RIH 

Proof: FlOW PlUPO':>ItlOll 1, (I, \\oll.fto\\ Cdll be leple':>elltcd ch d clllectcd 

g,lCl.ph of It'., pCl.ttelll':> and COnc,tlamtc, MHong, them Ag,rllll flum DchllltlUlI 

27 <'l wod,fto\\ If'pIC'<,C'nt<'lblC' 111 tC'lll1<' of It<, pCl.ttrll1 (,<'l11 111 tmn be con':>leleIeel 

clh the ':>equence pattell1 (Patteln 1 d.':> pel Vclll Del Aabh' mele"\.mg of wntlOl­

ftm\ \~Ir<,) Ld \~I = (\VF,::, F P (J n) 1)(' CI. wOIkftm\ wIth t(,ll1POllil 

constlCl.1l1ts <'1IGh that 

WF = P8.ttClll thd,t leple':>ellt':> the \\Olkfto\\ lU It":> eutllet) 

P = The set ot con<,tltllent pCl.ttell1':> 1l1dllcling Sand F 

p= The c,et of tempOial con':>tla1l1t':> between pall ':> of pclttell1S m P u HI F 

Allen'" leple':>entcltlOn of multIple tempolal leidtJOnc,hlp':> between mtel­

\ab I':> 

whele TI T2 dIe mtel\ab anel 11,12, I" ale pO':>"'lble tempolallelatlOl1-

ship,:> bet\\een them 
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U'>ll1g tlw:> leple':>entdtIOI1 dncl con':>ldellI1g the fact that elm ':>et of tIme 1l1-

tel' db bet\\ een d ':>tell t dnd dll end tIme pomt I':> CO\ el ecl unclel the ':>et of 1'3 

tel1lpOlaJ IE'la,tlOn<,lllps «(..<, h<(..<, hE'E'n E'<,t<~bh<,hE'd 111 i\1lE'1I\ tlr"tl1<'ltl\ltv tcthlE') 

thE' PlOPO':>ltlOlI h plOvec\ helE' b\ thE' plOCh'> of mc\nctlOll 

Basts: <;= WF t E F <; = f IFI=l IFI = 1 (ThE'le I'> onh onE' P<l,ttE'll1 111 

W) 

62 

HE'lE' 

(5 WF) I" - -(5,=, f) ~ WF 

(f \tV F) I f - -( 'i, =, f) --"' {III F 

the baSIS case as III f1gUle 6 1 IS tUll1sfOllllel,ble to an RIH a.s 111 f1gUle 

WF 

I sif 

FIgUl e 6 1 Ba,,'>l"> of ploof fOI PI0po':>ltlOn 2 

Case 1: IFI=l, f EF, 5::f. f IFI = 2 5 EtF (Thele die two pdttelll':> 111 \\/) 

Hele 

(,>,WF) I s- -(s) ~ WF 

(f, HI F) I f - -( f) ~ W F 

CebC 1 d.':> 111 hgU1C 6 3 b tle1ll':>tOlllletbk to eUl RIH d.':> III hglllC 64 

Case 2: 5 Et F IFI 2 1, IFI 2 2 (Thele die mOle thell1 two pattell1'> m W) 
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s/f 

WF(CP ) 

r 
WF 

(s,=,t) 

s(WF) 

W RIH 

Figme 6.2: Transform of basiK Cri..se of PropositIOn 2 

S II f "--_--'I· «) 

s I 
WF f 

(0) 

D «,O,111,S) ~D s f (m) 

ffi (s) 

Flgure 6.3: Case 1 of proof for Proposition 2 

Here, 

(8, WF) \ s - -(s) -> "'iF 

(fJ' W F) I f1 - -(f) -> W F, 1 ::; .7 ::; ,))), 
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WF 

Il~ «.0.0'.') • Lli .. 
, , 

, , 
s(WF)- - - -( <.o.m,s)--t1WF) 

w RIH 

FIg,m e G 4 TI a.I1,>fOII1la.tlOI1 of Cct,.':>E' 1 fOI PIOPO'>ltlOI1 2 

WF 

\ 
I 

I 

I 1.1 ~~I-\ 
~ «,O,l11,s)~ 

-----' 
I 

FIg,Ule 6 5 Ca . .,e 2 of plOof fcn PlOpo'>ltlOn 2 

Let P, be one of the pelttelll 111 P othel theln the' ':>telrt peltteln elnel the 

hm<;h pa.ttelll<; (p, \\iF) I::' cellculelted eli, folio\% 

(s.p,) I s - :-«,o,m,s) ---.. p, - - - - - -(~~) 

(5' WF) I s- -(5') ---.. WF<=? (WF,") I WF- -("') '---.. <;- - - - - -(m) 

No\\, elppl) mg Allen'::, tleln::'ltlvlt) leleltlOn':> 

101 



(ltVF,PI) = ((lVF,s), (8,p,» = ((S,), «,0, 'm, 8»[1'/,0))). n and ii'Ll - - - -(7,1) 

((8,),«,0,171,,8» = ((S"<)U(8"0)U(8,,m)U(s,,s» - - - - - -('/}) 

(s,,<) = «,O,7n,d"f,) - - - - - -(m) 

(8" 0) = (0, eI" f,) - - - - - -(mi) 

(SI' 'Ill.) = (0, el,. II) - - - - - - CU'i'li) 

(8 1 , 8) = (8,.5 I, =) - - - - - - ( 1.:-'; ) 

.'. from (iv) to (ix) above 

(Hi F,p,) = «,0, m., el" fl, 8,81 , =) 

¢? (PI: ltVF) = (>, O"m." cl, f,sz,s,=) - - - - - -(;-,;) 

From axiom I, patterns within the workflow are execution intervals d1\r­

ing run time, hence (x) above reduces t.o 

(PI) IV F) = (cl, f. 8, , 8, =) - - - - - - (X'I,) 

Again, since p, f. s, p, f. f7' s--(s)-WF, fJ - -(f)--+WF, (xi) fmther 

reel uee::; to (p" Hi F) I p, - - (cl) --+ IV F 

Similarly: cousidering the "fiuish" patt.erns one can anive at 

(p" W F) I PI - - (d) --+ W F 

... Ceise 2 as in figure 6.5 is tra.nsformable to an RIH as in figure 66 
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WF 

I s 

n 
9 
R\ 3'- ---------....... 

w 

f,(WF}- - - - - - - - -- - - - - - - - -,- - -- -- - - - - - -- -fn,(\yF) 
" : 

: " 
'(f) (f) (t)' 

~l/ 
5(WF}------ (5)--- WF(0) 

.... (d~J)\>d), 
'" \ .. , : \ " 

, , 
, . , 

~ (WF)- - (C,}-P2(WF)-- - pPVF)- -(clll-1 )-lil,(WF) 

RIH 

Thu':> , fl0m ba.':>1':>, Ca . .,e 1 clllel Ca!:>e 2 the PI0PO':>1tlOl1 1':> e.,tdbhc,heel 

tlllough mciuctlOl1 

6.2 Functionalities Involved 

Chr\ng\..'o thclt 11Ir\) cUbl' III }Jc\ttu 11'0 III c\ \\oulkflu\\ \\uuld r\bO c\ftect telllpol(l.j 

COn.,tldmt:, Au) chdnge., III the COn.,ttdmt., would helve d ca . .,\..ddmg ef1l...d 011 

the elltlle \\olkfio\\ ':>l1lce the Pclttclll" dlC tldll"ltlVcl) Idr\tecl to one dnothel 

hy the COl1c,tlamt.., Also clvmge III pcl.ttE'lllS \\ould hung about challg% III 

1 Tlw g,lelph of the \\olkflO\\ bemg lllc1llltculled IS tldn.,fOlllwd mto rl. RIH 

b\ the Tmu"foTl77 plOceclme 
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2 Changes III the fOtln of new petttell1s bemg added etnd e,-lstll1g con­

.,tlall1ts bemg changed etle mGOlpoletted bv the Inhor/vcpNewPrdtp1I1 

and Chanl)eCOn5hamt ptOcedme':> The':>e procedme" take cale of the 

ca.sc8.chng, eftec t of the changes bemg 111 COl pm ated In a pa.th-con':>l,:>tent 

l1lclnnel Chetnges ll1 loles les1l1tll1g ftOl1l the mCOl pOL .'1 ted chetnges etle 

mtLOdllcecl by the plocess gIven m SectLOl1 6 3 

3 Once the c.hetnges etl e .,lIccessfll11i mCOl pOL .'1 ted to the RIH the 11 pchted 

RIH IS tlc1.nc,follned betc.k to It., clllectecl glaph fOll1l by the h7vP15e­

TU1175f01117 pLOc.edme The llpdated \\olkfto\\ goes ll1to e}..eclltlOll ll1 a 

e\ohed fOlm and fUlthel change':> cllf' mCOlpOlatecl "llllllalh d.':> ll1 the 

etbove step" 

6.2.1 Building the Refe1ence Interval H1em1chy 

Smce the RIH h et lllelalcln of ll1tel vetls e.'1ch petttf'ln mteL \.'11 III It \\111 be 

Lelated to It":> Refe1ence 117te1va/':> b\ one OL mOLe of the followmg tempolcd 

LelatlOn,:> - (dtl1?nr;(d) Sf01t(5) {i77l5h(j) equal(=)) To keep tldck of the 

pattelns thett h.'1ve been selected ll1 RIH flom \\I eetch pall of (pettteln 

mteLval) I':> lI1cllkeel \\ Ith a pall of flags (':>kel, ':>tub) \\ hele .,kel flag., the ,:>elected 

pClttf:'ln ll1 \\I cmel ,:>tub flag':> the cOLle':>ponc1mg mtel\alm the RIH The RIH 

collid be bUIld hom the \\Olkftow gLaph b} the followlllg pLOcedllLe 

Step 1 - MclL k all the pettteLlls that aL e L eletted to \\I F b\ one OL mOL e of 

(., cl f =) Let these petttelns be gIven bi P,1l1t1<l{ 
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gletph In eetch step of the betd-.. tletCmg Let p,e! be the RefeJence 

Intel val pettteln uf P CILI - the pettteln bemg \1'::>lteel C1.Hlenti) emel Pad) 

be the set of a.c1jctCent pa.ttelns c1uecth connected to P("I11 To sta.lt 

\\Ith dJ I'::> the Refelence Intel val pa.ttell1 of \"/F 

Step 2.1 - rvlake PClLI the Refe1 ence Intel val of tho':>e element" !l1 ~L(IJ 

which a.1 e I ela.tecl to Pr ," b\ one 01 mOL e of (s c\ f =) 

Step 2.2 - Label the edge'::> etl1long':>t tho':>e element,:> 1lI Pad) ,:>electedll1 

Step 2 1 b\ the COllstla.mt'::> amongst tl!em 

Step 2.3 - Contmue with the betck tletCll1g \\lth tho':>e elemenh 111 Pad) 

tha.t have outgOlllg edge'::> If 110 ,>ucl! elelllenh F\'I'>t 01 elli '>uch 

element,> have been e"ha.u'::>teci then contmut' \\ Itl! the held\. tl elC­

mg \\lth the lemetllllllg etdJetcent element':> of P,<-! )et to be e\.­

plOL eel Thl':> plOce':>'::> contIl1ue'::> 1.U1tl1 cdl the pa t tel n'::> ll1 the '::>ub 

glaph lOoted at the CUllent pettteln m PlIl7ilC1l het.'::> beeu e\.plOLeel 

col1lpleteh 

Step 3 - The RIH \\ III be bUIlt once etll the pa tt el n'-> III PlIlttwl het" been 

e"plOLed a'::> m Step 2 

The p'::>euc\ocode fOI thiS T1(Ln~fol m fUllctlOn I'> given 111 Algollthm 9 T,ar/<;­

fOI m l1la.kes a celli to the leCllhlVe pLOcedme E1ploleSvbGIaph tlMt IMCk 

tldce'::> the gldph lecm '::>Ivelv 
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AlgorIthm 8 

TCons) 

Exploresubglaph(Pr711 , Wpnt, Cons, RI Hpnh 

Input Pc", - CUllent ))r"lttelll 111 glaph bell1g \ i':>lted If/pat - Pattelll'> 111 glr1.ph 

Cons - RelatIOn holdll1g constlall1t., all1ong':>t pattelns 111 glc1ph RIHprd 

-Selected patteln':> 111 RIH TCons - Relc)tlOn holdll1g constla111t':> r)llIong':>t 

,:>elected j).'l.ttel n., 111 RIH 

Output: RIHpnt - <\.llrl} holdll1g lefelence ll1tel\.'l.I., of ':>electedjMttelll':> 111 RIH 

1 Pnd) f- Adjr1.cent pr1.tteln., of PelLl 

2 for each p) E PadJ do 

J VI':>lted(P)) 

-! if Edge(PclLI ,PJ ) I., one 01 mOle of (':>,d f,=) then 

5 I = mcle"\. of Pr717 , III = mcle"\. of PJ 

6 Acid Con':>[I m) to TCon" {Com[I,m) I" the COli':>tlc1mt bet\\een P('1/1 and 

PJ } 

7 PJ I f' J ~ P ('1/1 { PJ II' j I" 1 eference mtel\ c1.1 of Pr711 } 

8 Add(P)lfj RIHptlt ) 

f) if Pr711 I':> not .,elected then 

10 <\.dd(Pr7/1 RI Hl'ot), 

11 POllt f- Elements of Purl) IM\ ml?, outgomg edge 

12 If Pmd = cf; 01 each element 111 Pmd 111r11 l,ecl \ hltecl then 

13 RETURN 

l-! else 

15 PIl " t '- Ne"\.t element 111 Pmd not \ 1,:>lted Jet 

16 E"\.pIOleSubGlc)ph(PIlPrt ll/pnt, Con., RIHpnt TCon.,)) 
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Algollthm 9 Transform (Wpa!, Cons) 

Input: T\lpat - All ay holdlllg, pattelllS 111 \\ od,f1o\\ g,1 dph COliS - R eldtlOll 

holdmg con':>tl alllt:, a1l1011g':>t pattell1':> m TTl pat 

Output: RIHpo! - All,l" holcllllg lefelel1ce llItel\a!<' of '>eiectecijMttelll'> 111 RIH 

TCon'> - Rel.'l,tloll holdmg COll':>tl alllt'> <\1lI01lg':>t pc"\.tteill'> m RI HI'''! 

Not')el(Hlpo!) {Tlie pattelll':> III giaph dIe lIutlalh JIIdlkeel a,.':> lIot ,:>plected} 

2 Puntwl <- PI P2 , ,Pn {Pattelll':> lelateel to \\IF h, OIlE' 01 1110lE' of ('>,d f =)} 

3 P'ef = ¢ {Rd(Jel1u' Intel\<,\ ot the \\ho\e \\olkflO\\ \\IF} 

4 -\.ppend (Pltj , RIHp(Lf) 

5 for 1=1 to u do 

6 -\.ppeud COU':>tI cl,mt bet\\ eell P, ef and P, to TColl':> 

7 VI':>ltecl(P,), Se\ectecl(P,) {P, I'> matl,eel 'l':>lteel ,:\lId '>E'\E'ctecllll II/pat ,vlth 

SA el .l.nd '>tvb f1c"\.gs} 

b E"\.ploleSubCTlaph(P' Hlp,,! COLIS RI Hpat TColl':» 

6.2.2 Incorporating Change 

In the ':>cope of thl'> le'>edlch, change'> m the fOlm of a new pdtteln bemg 

mtlOcluceel and chdnge 111 the \ alue ot dn e"\'ltltmg con'>tl amt ell e con':>Ielel eel 

FOI hath thE' Ccl,..,e,> the ISSUE' to be talen CCll e of IS \Vhethel the 1 e'>t of the 

COll'>tlamts 111 thE' RIH \\oulel lell1cllll (Onshtent 01 not elttel mtLOc\U( tlOn of 

the changes FOl thIS, the appLOach taken hele fust vahcl8te'> the ca.'>cacling 

effect at the chc,nge along all the effected paths 111 the RIH (,nd then mtlOeluce,> 

the'de'>lleel change TIll'> make the change,> path-con.,l,>tent m ndtme 

• Introducmg a new pattern -ThIs II ould effectl\ll:'ly medll that .'I, IW\\ 

wetlk I'> to be e,>tetbh.,hecl bet\\ een two e\'l'>tmg pel ttel n'> \dllcll wonlel 
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h,;\'\ e onl" this ne\\ prttteL n ct.':> an mteL meclirtte vel te"\. If -\ rtnd B rtle 

the t\\ 0 e"\.lstmg pat tel ns rtlld C b the ne\\ prtttel n then C cOllld be 

(ons]stC'nt]v mhodll(C'r] to tIl(' \\olkftow iI.S folio"" 

Let I rHld J be the le:AlcoglrtplllC mde:Aes ot prLttelib A and B A COI1-

t>l,:>tent \\ alk P bet\\ een A rtncl B would be of the fO! m PJ 1 p'J 1+1 

P'I,+J -I P'\+I.) P'\+J.+I) P'l'+J_I P'J'+1 whele am two con-

':>ecutl\ e P'l,:> ale e"phClth connected b\ a COI1':>tldIllt The tlrllbltl\ It\ 

con"tLrtmt T rtlong the \\rtlk P IS crtklllrtted b\ the C'o1?~h([mtAlo1?qW([I" 

plOcedl11e Sl1llIlady the constLamts rtlong rt11 othel \\rtlks bet\\een A. 

rll1d B dIe calculated and then mtel"ectIOl1 b con':>Idered a." R Aftel 

crtklllrttmg R m this nVlllnel constL rtIllt C1 bet\\ een A and C rtl1d C2 

hrtwrrl1 C' lind B cur lrM] C1 would hr \8.hd8.ted Iff C1 <;; R rtl1d C2 

\\ III 1)(' v8.hdrttr(\ Iff CalT1 al1sCo17s(Cl C2) <;; R AIgolIthm 10 h':>t':> 

t he pseudocode fOl tIll':> Int1'Oci1lceNewPatte1 n plOcedlll e 

• Change in an existing constraint - Let C be the COl1':>tldmt bet\\een 

prtttell1" P'-l and PI. and C IS to be (hanged TIll':> \\ III affec1 all the 

\\rtlks mvolvmg PI.-I and PI. Let P = PI) P2 PI.- I PI. PI. +1 Pn 

be one "Hch wdlk Let ROlrl be the constld111t cdong \\alk P R"-l be the 

con!:,tlamt along \\dlk up to P'-l Calculate R" the constldlllt along 

tllt' walt ':>taltmg flOm PI._ 1 with the changed \alne of C Let RMW be 

the ne\\ con':>tlamt along wrtlk P with the changed \rtllle of C Rnp1IJ IS 

caklllrtted c\"s C{JIT? (J1)sColls(RI._ I ) RI.) Hele "the changed v<tllle of C 

\\ III be consistent and \ ahdated Iff Rnew <;; ROI(l The p':>eudococle fOl 

thl':> C'hcl1?fjeConst7 omt plOcedllle I':> gl\ en 111 Algollthm 11 
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Algorithm 10 IntroduceNewPatteln (Pat(L) P(d(" PatllCII) , Gl , 

G2 RI Hpatl Teon':» 

Input: Pato Patb Pat'1f'lIJ - P(d I1P7I) 1'3 the ne', pattelll to be m..,el ted bet" eeu 

P(da and Potb C1 - Con..,tlctmt betweeu Pat" c1,ud Patb C2 - Cou..,hamt 

between Pot l1CW ctnd Potb RIHp(Lt - <\lla, holdmg the patteln'" III RIH 

TCon':> - RelatlOu llOlcliug the COU .... tlc1,llIt':> cUIIOUg':>t the pc1,ttelll .... III the RIH of 

tlJe \\Olktiu\\ gl dph 

I ~ Incle"\. of Pato III RI Hpat 

2 J ~ Inde"\. of Pat" m RI Hp(Lt 

Conwc1,lt.., = Con..,l..,tellt w(1,lb hetweell A awl B {FOUllcl h" (1,m 

,:>tlc1,lghtfol\\dlcl glaph ,:>ec1,lch algollthlll lite BFS Ec1,ch elellleut CP E 

Comvalb I':> of the fOlIlI P'7" P'7,+1 

-l R <- E {E I':> the cOlllplete set of 13 telllpol c1,l I elatlOu,:> h 0111 Alleu'" IA R 

1 epl e..,ent.., (on..,tl ,unt.., (1,loug (1,11 con..,l..,tent wall,,:> hetween A ,uld B} 

) for ec1,ch CP E ConwA.lb do 

o Pjllst <- Fn':>tPat(CP) 

7 F'iost <- La,.,:>tPat(CP) {Fn':>tPat and La,.':>tPat ale iunctlou':> that letUln the 

fll ,:>t dlJ(I ],l.':>t PclttuU':> of et \Vetil, lc':>pccfIVdv} 

8 T ~ Con':>tlc1,ll1tAloug \Valt(Pjll st P'ost TCou,:» 

9 R~ RnT 

10 if C1 ~ R aud CalTI au':>Cou':>( C l ,C2) ~ R then 

11 IntlOduC'e P(d llcw between Pot" i\lld Pat" hi ,ddlllg Pat l1clV to RIHpaf 

{Thl" oeate.., a, "c1,lI, Pot" Pat"t-w c1,ud Pate III tIle \\olI-flo" glaph} 
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Algorithm 11 ChangeConstraint (Cnp"" Pot", Pot", RI Hpnt , 

TCons) 

Input- Peda Pot/) - pr\tteln'> bet\\een which con,>ttrunt l'> to be chrluged C"'II)­

Ne\\ con.,tt amt bet\\ een Pedo anel p(db R I Hpnt - All (\j holchng the prlttelll'> 

III R IH TCon':> - RelatIOn holchng const! all1t':> rlll1ong':>t the pattel n':> m the 

R IH of the \\ 01 ktlow gl dph 

1 COTq <- Ollgll1ClI con'>tlamt between pCltteln'> Pot" ,;md Patb 

2 EftNtNh\,;llk", ~ Wr\lb lll\ohlllg both Pk-l Clnel H III wOlkftow f.,lAph 

3 Vc,helFlr'g lejtCLII ow TRUE {Flag to! ll1e1lCr\tll1g \c1hchty ot lIe\\ COll':>tlcHlIt 

bemg Il1tlOelucecl} 

4 for erich P E Eftected\\ alks do 

5 Rmq = Ollgmal COIl'>tlclll1t cllong P Rn = con':>tlrllllt alollg P up to p(/ R(, 

= COll':>tlcHnt c1lollg P ':>tcUll1g hO!lI Pn with new COll':>tlclll1t CMII) bet\\eell P" 

and P" {Hele COl1shrllntAlongWulJ, plOceelme I'> ll'>ed to! cClIcnlCltlllg ROT!) 

Ra anel Rb} 

() R MW '-- CrlITlan':>Con':>(Rn)Rb) 

7 if -o(R'H1I! ~ ROf{I) then 

8 VClhdFlAg ~ FALSE 

o RETURN FALSE, 

10 if Vc\helFlrlg = = TRUE then 

11 COl q ~ CMW {Replace ollgll1al con':>ttamt bj lIe\\ con':>tl amt} 

12 RETURN TRUE 

6.2.3 Inverse Transforming Reference Intervol Hierarchy 

to Workflow Graph 

The lll\el.,e tlclll,:,folm functIOn take., the RIH with chdnge':> lllcorpolcltecl dnel 

outputs the eqUIvalent \VOl kflo\\ glarl1) It IS pm ametellzecl \\ Ith a '>tal tlllg 



Refel ence Intel vcd, S tw t RJ A celll 1'> made to the 1m el '>e tl dn,>fo11U functlOn 

WIth VvF(¢), thp p(l.ttpin IPpleo;entm,(!, the Ii hole Ii 01 kfloi\ tlvlt doe,>n t Iefel 

to <1ll\ othel llItel v<11 The plOcedme wOlk" (1,.0; follow,; 

• Stdl t \\ Ith StCII tRJ 

• Let Intr7l1 be the CUllent mtel \alm the 11leldlchy 1)E>ll1g e\.ploled and 

Int,pf be the ll1tel\ab lefelenc1l1g Illt,,", 

• Let I""5f be the Idte'>t ll1tel vdl e\.plOled \\ hleh Iud dn eqUl\ <dent pdttell1 

Jl1 \\t hlltI<l.hze It to NULL 

• FOl each ll1tel \ cd I E I nt, e! do the follo\\ ll1g 

If thI'> I'> a new ll1tel val dnd IeL1st I'> not null, add the pdttelll fOl 

thl'> Intel vcd 111 Vv Thl'; pdttelll w!ll be connected to the COlle­

o;ponc\mg pattelll of I f'l1sf b\ the E'dge betWE'ell t he two JII RIH 

CIIE'c"- fOI (l new mtel v<ll ((In be wade h\ U':lmg the (o;"el .,tuh) 

flag'S 

If tlll'> I'S not d neil ll1tel \ al then check whethel the edge beh\ een 

I""5f dllcl I m RIH b '>lllllldl to the cOlle':lpondll1g edge 111 \\t If 

not then 11 pc\ate the eelge JJ1 W accol elmgh 

- l'vldke Ie II sf the ne\.t element m I,,,! If Iell,f l':l found null then 

the plOcech.ue complete'> (ll1el \7' • .,1 I'> upddted \\ Ith the mcolpOldted 

ch.:tnge., If I Pl1Sf 10; not n1l11 thE'1I leperi,t the Il1Vehe tl(IIl'SfOlm 

leC1.11 <;1\ eh WIth I""sf (1,.., Stw t RJ 

Algollthm 12 g1\ e'> the p,>euelocoele fOI thiS Il1Vel':le In ue1 seT! ([ n <;101117 ploce­

dUte 
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Algorithm 12 InverseTransform (WF, RI Hp"" TCons, Wpal1 

Cons) 

Input: R I HPM - All ay holdmg, p.'l,ttelll':> m RIH TCOll':> - ReliltlOll hoklmg, 

COllstunnt':> III RIH lVpr" - Alla,) holdlllg pa,tteln':> III \V. Con<, - RelatlOll 

holchng con<,tramt':> 111 \V 

Output: Up(Vl.ted H/pnt l1.1111 Con':>, 

lilt",,, - \;I,fF Int/l'f <- Intel \r\b lefelencmg lilt",,, 1,,0,,' - NULL {I.o,sl 

leple':>enh the l.'l,te':>t mtel \:Ol.l e\.plO1ed r\nd thr\t hr,,, r\ cOlle<.,ponrill1g jMttell1 

III W} 

2 1- Fll"t(Int'ef) {FlIst letllll1S the fll"t element m Int'ef} 

3 while I i= NULL do 

-! if InWG(I) = FALSE then 

5 I"PII ~ I {In\VG I':> a functIOn that secuche-, fm the eqUl\alellt sl.el of I 

m \\I r,nd letmn" tl1le If found} 

() if 1"0 "t i- NULL then 

7 4rldEdyew (I"/51. 1""'1,' Eelye(I"".t I"p,u)) {AddEdyell1 arid" the lIe\\ 

jMttel n mto the gl a.ph} 

8 else 

<) Ip1P1J '- Ieotst . Ietll <- I 

10 if Edgf'II' (Iln PIJ, 1"," ) i- EdgeR! H (IPl P'J Ir1l1) then 

11 Eclgell/(Ip'P1J 11'1") <- EdgeRIl-dlplP1J.I",,,) {Edgelll ami EdgeRIH cue 

fllnctlOn':> letmnmg con':>tlcullh hom W r,lld RIH} 

12 IpHst ;-- jVe'&t(IlIt, ,'f)' I ~ 1,"<1 

13 if I,,"st = NULL then 

14 RETURN 

15 else 

1& Imel<,eTlc,n"folln(I"l1s1 RIHpnl TCon,:>,lVl'nl Con':» 
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6.3 Change in Roles Arising from Changes in 

Workflow 

Challge 111 LOle':> thdt may all':>e clue to ctcc0l11111oddtlOl1 of changes IJ1 \\ 01 kfto\\ 

Cdl1 be checked fOl COl1':>I':>tenq b\ checkmg the REBs thdt get':> mtloelucecl 

01 effected b) the change Cl18nge III a \\olkfto\\ call eIthei be cha.uge llJ 

a.n e"\.I..,tmg canstl (I.mt 01 mtloc\uctlOn of (I. l1e\\ prl.tte11l Chetnge m em e"\.-

1stmg constl amt \\ Jll h8\ e no eftect on the Ioles Sll1ce the<;e chal1ge':> \\ III not 

aftect the PelIOdic E\ents (PEs) 111 the REBs attached to the WP':> \\ho':>e 

cal1St! (I.mt-., hewe beel1 cheUlgeel \"'hel erl.s JIltIOductlOl1 of a. l1e\\ p(l.ttell1 (a.11 

blll1g JIl two possIble changes - Ne\\ IOle':> mt1oc\ucec\ III the REB of the l1e\\ 

pa.tte1 n ;mel e"\'Istmg IOle" (l.s.sIgued to the UEm p.'tttell1 The \\ hole ':>( eiMllO 

1':> depIcted m Flgule 6 7 

Change5 III \VOl kflow 

I 
Change III 

e\.lstlng constralllt 
I 

No change In loles I 

New patteln Intloduced 

I 
New role IlltlOduced E,{lstll1g lole a551gned 

I I 
GIven PE, 

check fOl RT 

I 
I 

GIven RT, 
check fOI PE 

I 
Same PE5-

no check lequlJed 

Figme 6 7 Role chdnge ,:>cel1clllO 

111 

I 
Dlffel ent PE5 -

check a5 pel table 



6.3.1 Introduction of a New Role 

REB of a patteL Ll h",,\ e PEs ""nd RTs \\ hlch 1m olve en""bled and clis""bled 

Stiltll':> of the Loles ",ttilched to the pcl.tteLn FOL "" ne\\ LOle bemg, ILltLOdllced 

dlle to ILltLOcillctlOn of"" ne\\ p""tteLn the REB of the ne\\ p""tteln \\ollld be 

hel\ ll1g PE Ol RT Ol both ll1volvll1g the new tOle In tIll':> ca.c,e conc,I':>tenc\ 

check could be l11dde a.s follow':> 

• Gl\ en the PEs con<'lstencv check IS m""de fOl the status of the new LOle 

ll1 the RT':> 

• Given the RTs conslstencv check 1':> l1l""cle fOl the ':>t""tllS of the ne\\ tOle 

m the PEs 

An Illu':>tlatLOn of thl':> IS gl\en m Sect LOn G 5 3 

6.3.2 Reassignnlent of an Existing Role 

In thb Ccl.: .. ,e the pello(lic events ill the REB of the new pcl.ttein ll1volvmg, the 

e"\.l...,tll1g, LUle IS compelled \\Ith the pello(hc e\enh III the REBc, of the e"\.lc,tmg 

pelttelll':> Ill' olvll1g, the ':>dl1le tOle No con':>I':>tenc\ check would be lequlled If 

the pelloclic events ale s""me Conslstenc) check on the st""t1l'3 ot the loles 

(ould he donI" ct...., j)(,l T",hlp 6 1 If the jWllOrli( pv<'ntc; me (hflnent 

Hele 

• £ R E"\'I':>tll1g tOle 

• PEe"\.lc,t(Ip",t PE"\.E"\.Ic,t) Pellochc e\ent III e"\'lc,tmg peltteLn Ill\oh mg, 

£ R \\ hele 1""1 sf I':> the mtel \ ",,1 and P £) £1 7 ~t b the pelloclic e"\'pl esslon 
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Ta.hle 6 1 Conc,I'>teu(\ cbec k t a.hle fOI 101e t lIggel S III REB 
IlltCi \ ,d., PCllOdle c,- "tdtU., of Ie ",)llJlltt, 

pi C')')lOIl') ER 

':>alllC ::,a1l1C ':>aH1C a 110\\ Pel 

':>a1l1P ':>amc cilfielent Ilot allowed 

.,allIC (hftel ent ':>allIC allowcd 

,:>a\He (hftC'IPnt dlffC'1 C'nt aUo\\ cd Oil" If ealclldcl') III tlw 

t\\O C,PIC"')IOIl" ,11C dl':»Olllt 

dlffel( lJl ,),llIlC ')"llIC ,,110\\ cd 

(Ii fief ellt '),I111C ell fief ellt ,,110\\ cd Oil" If I" "t - -( < m> 

} - I, ""/1 

dlftU LlJt chftu Lilt ')clIlIC ,,110\\ cd 

dlffeLent dnd cilsJomt cliffel ent cilffeLent -\110\\ cd 

(hftel ent ;tnd ellfteleut allowed 
cllffel ent "nc! not cliSlOll1t 

Ch':>]Olllt 

(hflel ellt ;tnel ellflelenl <\1101\ NI ollh d dlflelenl ( 1len-

Ilot dl':>]Olllt dCI':> III PE1.E /1st n PEl New 

• PEne\V(Inp7/; P E1 New) Pelloclic event m e\'I'>tmg pcl.ttell1 1m olvmg 

E R whel e Inew I':> the mtel\ al cll1el P E'tN e'W IS the pelloclic e\.ple':>':>1011 

6.4 Change in Security Arising from Changes 

in Workflow 

SPCUlIt) Cl.<;pech helc, bpPIl lIItegl a.terl to a \VOl kfto\\ cillllllg COmpOc,ltlOll h\ 

tlctl1siotnlll1g, \~IP'1 to SWP,:> A SWP }<; €''1c,E'l1tIct1h ct WP C\.':> hCl.'1 1)1:'10'11 iOl­

lllrtlizeclm DehmtlOl1 26 It hel.s c\ COle \I\/P and SPs lelatecl to It b\ tel1lpolcd 

115 



constleunts TheLefOle seclIllty lelClJed chemges could be of t\\O f0Ll11S - Ill­

tLOdllctlOn of <t SP to <t SV/p) ch<tnge III the con':>tL cunt bet\\ een <t SP <tndlt's 

SWP 

6.4.1 Introduction of aNew Security Pattern 

A ne\\ SP ('dn be llltlOdllced to the \\Oltflow b\ lllteglcltlllg It to d p<tltIC­

ulal SV,'P SPs 111 a S\~,P execute ll1dependentl) of one anothel Thus, thl':> 

wIll ha\ e jll':>t one nnphcatlOn to be taken care of - how \\ III thl':> new SP be 

conc.,tlall1ed WIth othel S\,YP,:> dnectly connected to It\ SWP Fmthel ca.':>­

cadll1g effect of thIS chemge could be a\ olded If the ne\\ SP I':> Illt lOduced 

m sllch a mannel that the con':>tLamts bet\\een It's SvVP <tnd those dllectl) 

connected to It lemdlll':> lInchanged Thl':> Cdn be adlle\ed b\ the pLOce<..,,:> 

t dken fOl \ ahdct tlllg d con<..,tl all1t bet\\ een d SP and SW P dmlllg \\ 01 tflow 

compo':>ltion 

6.4.2 Change IS Existing Constraint 

In tlllS CEl.':>e, the IPquned ch<tngp \\ III h;wf' a tl(\n"ltive efiect on the con­

':>trElll1t':> among"t the effected S\,YP :1nri tllt" SvVP':> cluectl} connected to It 

Thu':> , wIthout chcll1gll1g the con':>tldll1h dmong,':>t the SW P<.." the lequned 

chdng,e III con<..,tlClll1t among,':>t the SP dndIt\ S\,yp cOllld be \Clhdatedll':>lllg, 

Allen\ TIClINtl\ It) table dnd ll1COlpOlated accOlclmg,ly Thl':> dPPLOach b 

Clg,<tlll ,:>U1lll<tl to the one tClten dlllmg, compOSitIOn \\ Ith seclIllt) 
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6.5 Illustrating the Approach 

Flgme 68 give,:> the eqUl\edent RIH tletn':>folluecl flOm the cluectecl gldph 

111 FlgUl e 5 1 of the I eq1.1l'lltlOn pi oceSSlI1g \\ 01 kflo\\ gl\ en 1I1 E\.a,mple 1 

Given a, prltteln Il1telva,1 Poi, II! and It\ lefeleUCE' 111 tel va,l Refw! III the 

RIH It I':> leple':>ented d':> Pat",!(Refwl) All <"'1.1ch Pat",! elte connected to 

then le':>pectl\e Ref",! b\ 011e 01 mOle of the follo\\mg tE'mpOlcllleldtlO11':>­

(d, 5, f) In tim RIH, ReqP,oc(¢) leple':>ent':> the \\hole leqUl':>ltlO11 ploce,:><..,­

mg \\ 01 kflo\\ eI.<.., ell I IlItel \ ell t hdt doe':>n t I t'tel to elll,) ot hel IlltE'1 va,ls Thuc, 

tim fOllm the lOot of thE' RIH E\.clu<..,lvechOlce3(StlUctUlE'dLoopl) 

E\.chJ,:>l\echOlceN(StluctUledLoopl) elte the multiple 111':>tclnce':> of E\.cltN\e­

cholCe3 flO111 \\ Ithm StlUctUledLoopl ThelefOie each of the':>e m..,telll(e.., clle 

lelelted to It <.., letE'lE'nce mtel vell Stl uctmedLoopl(ReqPlOc) h\ thE'tempolell 

COI1':>tl rlll1t (d) 

6.5.1 Illustrating Workflow Pattern 

The E\.d1.1':>l\echOlce2 pdtteln m the leqUl':>ltlOn plO(e':>':>mg \\olkflo\\ IS tOl­

lIIahzed accOIdIllg to DefimtlOn 12 III Table 62 The equlvet!eut RIH of thl':> 

pattE'lu IC, depicted 111 FlgUle G 9 

[127]1':> the onl) othel attempt dt fOIIlldlIzll1g the tf:'l1lpOled clldldctell':>tlc':> 

of WP usmg Allen s IA It leplesents tile fust 20 contlOl-flo\\ WP':> hOl1l Vcln 

DE'1 Aa,Ic,t et aI's leposltOI) Thl':> lepIE'<..,enteltlOu su(ce<..,c,tlllh covelc, the 

coutlOl-flo\\ of the COu':>tltuellt tAc,ks 111 the pctttelu<.., bv rl ,:>et of fOI nlllle!.,:> 111 

tellIl<.., of the elld pomtc, of the tr!.''!',,, Ho\\ evel tIle a . ..,pec t <Jf lOlE's elttached to 

these \\1 Ps \\ hlle constitutlllg a, \\ 01 kflO\\, tell1pOl al COllStl a,lllh dl110ng':>t the 
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ViPs ill the workflow etnd thi-1.t cl, ViP C'0111d form 11. hiemrchy of ot.hel patterns 

hasn't been taken care of. These issues have been sllccessfully covered in the 

formal a,pproach given in this research work. 

Sequence 1 , ___ Exclusivechoice I Exclusivechoice2 
(ReCl~roc)- -- - '(0)- • (R P ) - - - -«)- (R P ) ~_ eq roc " eq roc 

I 

C",' I 

-(s) ~ /,2 f 
~ ~ / Sequence2 

ReqProc (<1»-(d}- - - - - - - - (Re9Proc) 

" (t) / l ~(d.O, (0) 

"" ; "" ~ 

Seq1.;;~ce3 StructutedLoop 1 _ ( ) ___ ParallelSplit I 

(Reqpr:;??~~:~eqprOCJ 

(d) fd) (d! \ 
I , 

I 
I 

ExclusivechoiceN-1 Exclusivechoice4 
, , , , 

: (StructuredLoop 1) . - - - - - - (StructuredLoop I) 

: (» , ' ' ~(»,' \ 

Exciusiv~iceN E'xclusiv~choice3 

, , 

(StructuredLoop 1) (StructuredLoop 1) 

Figure 6.8: Interva.l hierarchy of the requisition processing workflow 
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T 

R,p 

T 

T(tble 6 2 E"\.clu,)lvechOIce2 
~ppIO\ePO DI'P ,tchPO Notlf\ ')tole heepel 

~PPlO\CI PIOGlllCmcnt OlttrCI (PO) 

( ~ppIO\ePO)} {(I'I O( '11' '"' 111011" ('1 ) 

pcltdlPO Not If\ ')tOt eheepel)} 

(1l1<;' 

TenlpConst 

Control-Row lules 

4JlJll0VPPO--«) ~ D'~Jl{//('hPO 4PJl101PPO--«)'\'ohj'/S/(Jlpj\PPJ'" 

PO belllg tile P'llch,,,e 01 riel genenterl on lpplO\ed re'l"I'ltlon the control 

flo" IlIle; ,u e 

\III d I 

, , 

4pploved(PO) (D,spatchPO) Dell1ed(PO) 

(PEd ([1/1/2()()() <Xl] C,lllelltFIIIYe,u "H enable <\ppIO\el) 

(PE2) ([1/1/2000 <Xl] IIluchEnd V.H dl"ble ~ppIO\el) 

(PE,) ([1/1/2()()() <Xl] (," I entFIIl YMI VH en,)hle PO) 

(PEl) ([1/1/2000 -:v] !\1'llchEII(\ VH (\,,-.bI6 PO 

(RTJ) (en,)ble <\PPlo\el - H enahle PO) 

ExclllSI vecholce2(Reqlll5lt10n PlocesslI1g W OIkflo\V) 

/ (\) \ 
, (D 

(f) ApPlOVePO(ExcliJSlvechOICe2) , , , , 
" , , , 

I ,/ /(>)' 

I DlspatchPO(Excluslvecholce2) 

''(> ) 

.~ 
, , 

N Otl fyStOI eKeepel (ExclllSI VeChOICe2) 

Figme 69 Intel wd llieirucll) of EAclu<'lvecliOlce2 

6.5.2 Illustrating Changes Introduced in Workflow 

Introduction of a New Pattern 

In FIg1.11e 610, new p(ttteln Sequellce4 -,hO\\ll III Trible 0 3 I'> (tcldecl bet\\een 

the p<lttell1':> EAclu':>l\ echOicel <lnd Ev IU':>lvechOlce2 III the I eqm"ltlOn pi 0-
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cc<;<;mf, wOlkfto\\ H0IC, C = «) IS the E'Alc,tmg, constlcunt beh\een E'\:clu­

sl\'echolce1 .:tnd Exdllsl\ echOlce2 The conchtlOn fOi con::>lstel}C) .:tnd vil,hchty 

of Seqnence4 bemg, mtlOduced 1:' CalTran sCon s( C 1 C2) ~ C, whele C 1 

= COl1c,tramt between Exclu':>lvechOlce1 and Seqnence4. C2 = con:,tldmt be­

h\ een Seqllence4 and Exdll':>l\lechOlCe2 M.:tkmg, C 1 = «) and C2 = «) a..s 

shown m Flg,l\le 6 10. mtLOdllctlOn of Seqllence4 CAn be mMle con"'btent ,:md 

\ dhdcl ted 

T 

T 

TempConst 

Conti ol-flow lule., 

nfS 

V'fldl.-I 

Table 6 3 Seqnence4 
EIl,,)'I, <l,pp. vv"I\~ v, kHuII -\ Iltilo,"erO -\1'1" vV,,' 
\'\o.kHo\l-EII<,ble. -\lItho •• ~e. 

1 (\VOI kfloll -Enilblel) tEII"bleApp. 01 ,,1\\101 kflolv)} 

{(A IItho •• ~e.) (A.lltho •• ~ePOA PPlOve.)} 

En"ble<l,pp.ol ,1\\0' kAolI - - (111 <) - <l,lItho •• ~ePO"pplOve. 

PO<\pp.ovel iJell1g, the "pplove, of the PO the ~ontlOl-floll lule'-- ,lie 

Un,\lltho •• zed(POApprOle.) - (D, snh/ p d(E7 (,/lIS11 p('hm('P2» 

(PEd ([1/1/2000001 CllllentR.n'le.1L \ H en"hle \Vo.kAolI-E,nhle,) 

(PEz) ([1/1/2000 col ~1,1l' ilL.,,, \<11 "" .. IIle \\",kUo\\-C" .. III,,) 

(PEs) ([1/1/2000 001 CUllentF'IIlYe,lI, VH e'h,hle ""tholl~e.) 

(PE,) ([1/1/2000 ooj,tdr..chEnd \lH dh"ble <\lItholl6e, 

(RTd (enClble \Vo,kAolI-En"ble, - H enr.ble <\pprovp.) 

(RT2) (rilS::Ible \VolkAo,,-Enableo - H d".,ble -\pp.ove.) 

(RTJ ) (rlbnhle \VolkAo,,-bndhleL - H d"Rhle <\"thonzer) 

Change in Value of an Existing Constraint 

Let the constlamt between the patteln'" Exdllsl\echolce1 and Exclnslve­

chOlce2 be chang,ed from «) to (m) sllch that 

• R"pw = ne\\' constlamt rtlong a \\'idk h;wmg, bot h these patte1l1':> 
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" --1---L
" 'ECII(W)~---------

«) r----
I / (s) : ~ 

I ","('~' APPloveRe~UISltlOn(EC I) (1/ I / , ' ~4(~W) 
I, ,,-_ , / / ,"'( "" »( -(» \ !" ' ' I'; ~,____ (0) (s) 

«) IC,eneI3IePO(ECI) NotlfyRequesler(EC I) ", ,,' , 

~ (>rj " ' 
, ~EC2(\V) -------------- EnableApPlOval _ « 1ll)_AuthollZePO 

/ 

\ "" \Vorkflow(~~2 __ ~ __ APprO~el(54) 

(f) "'" : (I) S4 = new pattell1 IIlselteci 
SI) APPIO,~~~I?_(EC2)" I EC I = Excluslvecholce I 

"" /» «)~ I EC2 = E\cluslvecholce2 

i N~II!~S~~e~O~c-=~E~~ DlspatchPO(EC2) J 

FIgUl e 6 10 Int lOduung a, nE'\\ prtttE'1 n 

• R 0/ q = ongmcll COl1~tl amt ellol1g tlll~ wellk befol E' the chelnge Wel.,) mtro-

dueed 

ThE' ehrtnge wIll be va,hd(l,ted If the conchtlOn R"p1I) ~ Rm q hold::, tOI 

each and every wellk helvll1g the ~tart pattell1 Sequence1 eI.') the 1l1ltlal node 

elnd helvll1g .both t.he patteln') Il1 It From FIgure G 8, thele ale four walk~ 

-- Il1volvmg Exclu~lveehOIee1 elnd ExdU:'-l\rechOlCe2 

walk 1 ,Scqll('lI(d - (., () t,) ~ Eu/u"lucc/w/(c!- «) ~ Eu/u"lu('c/iot(c2 - (d 1) ~ 

RcqPIOG 

walk 2, Scqu('l/Gd - (" 0 i,) -t EI(/u'>Iu('tilOlcd - «) ~ E'u/U'>IUCG/lUrc('2 - «) -t 

ScqllcI/Gc2 - (d) ~ ReqPI oc 

walk 3 S('qucnce1- (., 0 t,) -> E',clu'>IucdlUt(d - «) ~ ELcill'>lIlCc/W/(e2 - «) -> 

ScqzlenGC2 - (50 f,) - PO/ollelSpltf - (d f) -. ReqPloG 

walk 4 Scquel/wl --(., 0 i,) - EI,clll"'(,Cc/wuc~ - «) - EI(I""lucc/wue2 - « 

) - Seqllcl/Gc2 - (~ u f,) ~ PO/ollelSpltf. - (IlL 0) -, Sfl ucfwedLoopl - (d) ~ 
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Let ExcluslvechOicei = PI.-1, Exclu':>l\·echOIce2 = PI. Hele RJ.-l = 

(s,o, f,) 1<, the constlamt up to PJ.-l which leIll.:=tlllS s.:=tllle fOI .:=tll the walks, 

Rk Ib the constlClll1t fLom PI. -1 111 e.:=tch wCllk With the changed v.:=tlne 111 the 

constlamt between P" -1 and Ph Conslbtency check Ib done fOI the walk,:> a.':> 

follo\\ b 

walk 1: 

R,,,!/ = CaITlall~Con~(CalTulI1~Con5((" 0 f,) «») (d f) 

= CalT,ansCons((<) (d f) = « 0 m d g) 

R, = CalT,o/LqCons((m) (d f)) = (0 d ~ <) 

R",,, = C((lT,on5Con~((R~_1) (RA)) 

= C(JlTIIlll'COll',(('> 0 I,) (0 d S <») = « U 111 d .,) 

walk 2: 

ROIg = CIlITlIlll'COIIS(C(JITII1llSCUlI,(CIlITI(JII~COllS((s 0 t,) «)) «)) (Il») 

= CIlITIIII1SC'OI1,(CIlITlIll,.,COI1;((<) «)) (d») = CIlITII1llSCUI1S((<) (d)) = « 

()l1lds) 

R,. = ColTulI1sCons(ColTlonsCons((m) «» (d) = ColT7on~Con5((<) (d» 

=«U11ld,) 

R"~,, = C((lTla1l5Con~((R,_d (R,) = ColT/{Il1~Con~((~ 0 f,) « 0 11~ d q» = 

«omds) 

Vhth ~llmldl computatIOns tOI walks '3 clnd 4 It Ib seen that Roell! <;;; Rolt, 

fOi all the \\ alks and hence the change IS consistent 
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6.5.3 Illustrating Changes on Roles 

A.., ch,:>cu..,..,eel 111 ..,ectlOl1 6 '3, chang,e':> on lOle.., could 11dppen onl) m the cc\::,e 

of ne\\ pa.ttel n'"> hemg, mtlOd HC eel The'">e dv\,ng,es C ()Uld lwei t hel ne\\ loll?':> 

mtlOcluceel m the REB of the new pattem Ol e\'i'">tlllg, LUie'"> cl.,">,">lg,necl to the 

new pdtteln 

New Roles Introduced with a New Pattern 

New lOle':> 111tlOclucecl a.Jong, \\ Ith ne\\ pattell! sequellce4 <ue \\tCJlkflm\-Eneth)Pl 

<mel A.ppIO\el Flom Tethl!:' 6 3 REB of Seqllen<.,e4 h 

(PEd ({1/1/2000 00\ c"." .. lItr".', .... \ H '-II,d Ie \\v."H",v EII ... I>! .... ) 

(PEJ (il/l/2000 00\ t-f"lchE:nd \ H d""ble \\01 kAo\\-E:n .IJlel) 

(F E l ) ([1/1/2000 00\ CllllelltFlI1,e II VH elnhle .\lItholltel) 

(PEt) ([1/1/200000\ t-hrchEnel VH (h"hle .\"thOlltel 

(RTI) (elnhle \\od<Ao\\-Cn"hlel ~ Hen,hle '\pplo\el) 

(RT2 ) (.h~ .I,k \\<.nkll"w-!:,II .!.Iu - H (h~ihle '\pplo\el) 

(RT1) (d" d,l. \\01 "lIo\\-CII .hl. I - H dl"hle '.lIthollzel) 

Till'> REB dehne'> wit' tUggt'l'> thrlt ul\uhe'"> wit'''' hum REB uf <mother 

pettteill E\.du':>lvechOlce1 Flom Tetble 5 2 the REB uf E\.duslvechOlce1 I.., 
(PEd ([1/1/2000 ooJ CllllentFII11ell VH ell1.hle '\PPlo\er) 

(FE) ([1/1/2000 ooJ t-hlchEnel VH ell,,"I€' '.PPIO\el) 

(PEd ) ([1/1/2000 001 CllllentFII1Ye\l VH ell,ble PO) 

(PEd ([1/1/200(J ooJ t-filichEnd \ H d",\ble PO 

(RTI) (ell ,hie '\pplo\el - Hen ,ble PO) 

Pellochc evellt., of SequellC e4 111voh e., ollh the ne\\ h mt10eluced 1Ole,:> 

Hence con':>l':>tency need" onh to be checked fOI the lOle tllg,g,els III the REB 

of Sequence4 

RTI - Stcttus of the t\\O lOIe,> \VOIkfto\\-Ella.hlel amI -\PPLOvel cue ,>cune a . ., 

then ..,tel tlJ.., III the ..,1l111lell pelloellG e'\.pl e..,..,lOn.., the) ell e 111\ 01\ eel PEl 
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Il1 REB of seqllence4 .1,nel PEl Il1 REB of E"\.chlslvechOicel Hence RTI 

b consIstent 

RT2 - Smllldrl~ consistenc~ hold,:> fOi RT2 whe1e the ':>l1mlel1 pellochc e"\.­

pleSSlOllS .1,le P E2 Il1 REB of Seqllellce4 and P E2 Il1 REB of E"\.dll,:>lVe­

chOicel 

RTj - It 1<; r\ h 1\ vI! (,.1,,<;(' .'\<; It lIn olvC's rhffn C'nt lOks to! t llC' c.all1C' pellochc 

e\ents elucl hom the Selme REB 

EXlstmg Roles Assigned to aNew Pattel n 

Let the APPI 0\ PI wle of E"\.dllsl\ echOl( e1 p.1,t tell1 be 1 ect.':>slgned to ne\\ p.1,t­

tel n Seqllence4 .'\11(\ t he REB \\ It h thIs e"\'lstmg lOle be 

(PEl) ([1/1/2000 cv] ('"rentE,"blp\eH VH e,nble ~pp,o'e,) 

(PCo) ([1/1/2000 'VI t-.hrchEnd VH ri,,,ble o.PP10\el) 

The consl':>teuG) check m this ca.se can be clone fl om T.1,ble 6 1 The REB':> 

of E"\.dllslvechoH'el .1,nel Seqllence4 1m 01\ e the S.1,me mtel v.1,l':> .1,ncl '>ame ::.t .1,­

ttl'> of the e"\'I':>tmg lUle 1 e ApPI0\el while onl\ the pellochc e"\.ple'>"lon b 

chffe1ent Hence hom the thud ca.se m Table 6 1 the REB IS con"l':>tent 

In tillS chrtptel an 1l1llov.1,t!ve apPwClch ha.s been t.1,ken fOI lllCOl pUl .1,t-

Ill~ (hclllgf>S III (1 \\Olkfto\\ composed a<; d dUf>cted g,lCtph of It'" pClttelll':> 

and tempOlal const1amts amongst them FOl the fitst tlllle, the concept of 

Refe7ence Inte7val Hze7anhy basecl on the Refe1ence Inte1\dl con':>t111ct of 

Allen's IA hels been fOlllldhzecl The elPPlOClCh \\Olb Ollt tluee fllnctlOnelh­

tie'> t01 lllGOlpolCltmg chclllges - A TUL7?sfo7711 bmctlOll th.1,t tl.1,CeS a RIH flom 
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a wOlkfto\\ \\t, 177t7odvceNewPatte1 n dlld Cha17geC'0115tlomt plOcedme':> thdt 

lllCOlpOlate':> change':> llltO the RIH III d pclth-coll':>l':>tellt 111dllllel All Invel5e­

Tlansfol m plOcedUle that tlan':>fol111s back the updated RIH to It S duected 

gl,i,ph fOl111 These func tlolMhtles take CeLl e of the challge,> 111 the pattell1<; 

and const! ci,111tS Changes m the tOles affected by these dMn 2,es dl e checked 

fOl COlNstellC\ a,nd \ alIdlt\ b) checkmg the REB of the affected pattelll':> 

FOl con'>lstenc\ check of the c!J,i,nges 111 the lOle'> Tahle G 1 !JC\.s heen \\ocked 

out \\ hlch tahulate,:> the fe,l"slblht\ of all po,>slble comhuMtlOn of mtel val" 

pellochc e-""'ple':>SIOIlS cU1d stCl.tu., of ,i, lOle 111 the RT., of ,In REB lMv111g the 

aftected lOle The ollgmality of thiS applOach stems hom the fOll11dhzatlOn 

of RIH tlansfOllllatlO11 of a "olkfto\\ as a RIH, use of constlamt plOpclgd­

tIOll fOl I11COI pOI d.tmg change allel It '<; ce\,.scd,(hng effect m a \\ 01 kfto\\ lllvel,>e 

tlei,nSf01l1llng a RIH to It's dnected glapli fOlm cU1d tlie conslstellC\ check 

tdble fOl lOle tllggel':> of REB':> dttdched to pdttelll':> 

The chcll1ge mCOlpoldtlOll dpplOdch d.':> tdken m thl'-. duptel ':>el ve,:> the 

plll pose of mamtellance of a \\ Ol kfto\\ ovel passage of tlllle TIllS and the 

ot hel t\\ 0 applOac hes 111 Chaptel 4 emd Chaptel 5 fulfills t Iw ovel all applOach 

of composmg etnel mamtammg ei, \\ Ol kftov\ ovel paSSei,ge of tune so thdt the 

\\ 01 kftow IS all 0\\ eel to evolve III ct lObust \\ ,W \\ Ith changes bemg 1l1( 01 pOl dted 

m a valId and consistent l11annel 
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Chapter 7 

Summary and Future 

Directions 

7.1 Summary of the Work Done 

This le<,ei\,lch \\011-. IS on a pi\,ttelll-bA.secl apPloi\,ch fOl compo~lIlg anc1l1li\,1ll­

tammg c1 \\olkflOl\ III a fOlll1al mannel \uth a 1l10c1ulal cuchitectlile The 

clldutectUle COl1<"l<.,h of tlllee module<- - fOllnal Olgdl1lZdtlOl1 of pdttern<., d." 

lC\ttlces compo<'ltlOn of \\olkfto\\ C\.S a clnectecl glaph of pattell1" dnd tem­

pOlal con~tli\,mt" i\,l1l0ngst them lIlcolpOlatlOn of clMnges mto tlw \\olkfio\\ 

ovel pa.ssage of tllne Pattelll lattice" of WP" and SPs i\,le blillt lIS111g plOce­

elUle., Lotf1('eOene1otol anel Lott2ceNavlI)ot01 Compo<'ltlOll of the \\olkfto\\ IS 

done mal-.mg u.,e of Compose WO plOcedme and \ clilelatmg plOcedllle., C017-

'3hond 4lo111) vvoU and 1IoZzdateC017'3hawt For mcolpOlatlOn of chcll1gb the 

\\olkfto\\ gldph t<, tlctlbfollned mtn d RIH u.,mg tlw T/rl1?'3f01 171 plOceelllle 
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Chdnge" eue mCOlpOlelteclmto thl" RIH b) the 4ddNewPattp7n dncl Change­

C071 <;twmt pI ocedm e<, 111 il. pitt h-co11c,Ic,tent 111i\l111Pl iUld f111,11" the llpdil.tecl 

RIH I':> tl(l,11SfoI111ee! bMJ" to It's e!llectee! glApli fOlln u..,mg the !nveIgeTwll'.­

to? m PIOC ee! til e 

7.1.1 Contributions 

Thl.., I eSe(l,1eh \\olk ehlefh eoncentlC1.te'> 111 dchle\ ll1g el. fOlll1dl cl,pplocl,ch whIch 

If follo\\ ed \\ ould tCl.Clh t(l,te COll1PO':>1 tlOl1 Cl.l1d lllCl.111telMl1Ce of d \\ 01 kflo\\ 111 dny 

d0l11dll1 01 platfollll Thus the mam COl1tubutlOn hele IS d fOlmed eudutec­

t III e fOI \\ OJ kflO\\ 111 tellus of pattell1S and telnpol e.l constl (l,U1ts dlllongst 

thelll The OllglllCl.ht\ (l,nd mnovcl,tlOl1 m thIS cudlltectllle ':>tel1h hom tile 

COlltllbutlOl1S thAt lIa..s beell clchleved (l,nd ':>1 111 111 IcU Ized belo\\ 

Fo 1111 al specIficatIOn of workflow - The plIme f0(11'" of tin.., lesearch 

wOlt I" dclllevmg d fOll1lcli apPlodch FOI thiS vaiIOUS constlucts hene 

heen fOlll1alh defined along \\ Ith algollt hms be111g de, I<,ed fOl plOcesses 

111\ olved The r]dll1ltlOl1 of \\ P CO\ el <, the ISSUt-' of lOles lln oh ed 111 (I, 

WOl kflO\\) tpm]) 01 cd COIl .... t I all1ts cl.lllong..,t tlw \\lPs \\ Itllln a \\ 01 kflo\\ 

(l,llcl the fclet tlMt (I, \\IP could f01l11 cl, hlel(l,lch) ot othel p(I,tteln .... REB 

constl1..lCt of TRBAC fldmewOlk hel.s been successfulh used to leplesent 

the IOles 111volvecl III a \\ OJ kflO\\ FOI secullt) aspects (I, tt ust-ba.secl 

cl.pplo(l,ch ha..<, been t(l,kel1 ll1<,te(l,e! of the usual till ecl.t -ba..':>ed (l,PPlo(l,ch 

allCl TE hc\",) beell defIllt>d amI used fOl Ch(l,l cl.dPIIZlllg SPc, Tl u..,t h, 

lI(1,tllle I.., cl, ll..,el centllc PlOposltlOn It u,>ed plOpelh cl, tlll'>t-hcl,>ed 

apploel,ch lIIel,kes a secuut, enabled c" stem fte\Jble as agc.lllst the le-
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StllrtlW tllll'rl,t-hrl,.',0d rlpplO;),( h A.n SP has 1)('1'11 ddlll<,d III tl'Lnb ot 

t rl.Sk S to be peL fOLllled rl.S ill?,ill1lSt most of pLeV1OlI" ilttempts rlt rlphnlllg 

dn SP a.':> a metLlc to be dchle\ ed This hd.':> end bled mtegl d tmg SP':> 

to WP':> le':>nltmg m a formal ':>ec1Ued \el':>lOn of a '''IP 111 the fOlm of a 

S'VP RPrl1i7111?, tlw tal t that rt wOlkfto\\ I" F\ SlIb-plO( P"':> hlPlilldl\ a 

R IH hrl." bepn clethlPrI b.-l.sed 011 the R efel encp Intpl val (R I) h 8111e\\ 01 k 

of Allen" It\. RIH fOLlnahze':> the fdct that d "et of RI" leldtecl b) the 

13 tempolctlleldtlolb tUlm d hlPlalch, with a md"\.lmcil RI d." the lOot 

thrlt clo not I ete! to r,l1\ ot hel R I Dehl11tlOll" ot \\ 01 ktlo\\ ronte"\.t "ecll­

lIt\ c,mt("\.t, \\IPL SPL hCl.s 1)("("11 llldllced hom the dph1l1tlOn .... ot FC-\ 

FOl jHttelll cUlcl cluectecl glcl,ph the hcune\\olk letrUlb the comelltlOllrl,1 

defimtlOlls 

Generating and navigating procedures for concept lattices - E\.­

plOltmg the .... ub-concepl dnd .... upel-concept I del tllln"lup .... dll10ng ..... t the 

concept':> 011e can nrl\ L?,ilte fCl.steL tlUOllgl! the lilttLce \\ Ithollt \ hltLLlQ, 

erlch ilnd e\ eL \ concept befOl e the clesned concept m the le"\'Lcogl ilphlC 

o1(lel ot tIl(-> IrlttlcP \\11th thl':> lIncleLstanclmg LrdtlceGe?IP/{/tor brl" 

been \\olked ont \\llmh pLe':>el ve':> the ':>11b-concept and sllpel-concept 

relcltllllblllP':> <,long With the geneldted concept':> 

Genelating vVPL and SPL- A., il tOLmill OLgrllllZr,tlUll of \\IP" \\IPL 

hd':> heen gent'ldted {J11t ot Van Del Aal .... t et (It' .... leplNtol'v In the 

plOce .... ., WC.., ha.,:> been tounahzecl d.':> chdldctellzmg attllhnte" of \\IP,:> 

"11ch thdt \\IP,:> dnc\ \\IC':> fOLm the nece':>':>aq Galol':> ConnectIOn fO! 

W PL SnnilrlIlv SPL hCl.':> been geneL ilted Cl.S il fOLlual Oll?,rllllzrltlOn of 
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SP':> whele the ,:>ets of SP':> clnel TE':> fOlln the GalOl':> ConnectIOn lequlleel 

fOl SPL Such cI fOll1lcd dpplodch to olgdl1lZeltlOn of patteln':> hel\e not 

been c1ttempted befol e 

Composmg and securmg a workflow as a dllected graph - A wOlk­

fio\\ could follo\\ chffelent paths of e}..ecutlOl1 ba.c,ed on the con':>tldll1t':> 

1Jelllg, ':>dtl,:>hed, tim':> COll':>tltutlllg, d dueeted gldph ot e'-.ecutlOn pclth.., 

\"Ilth till':> unclel':>tanclmg, ctn ollgmcd elPPlOach fot COl1lPO':>ll1g d wOlk­

film ct.':> a dllected g,lc1plJ ut It':> pctttel11.., cUHI eon"tlc1111f'., dltlUlLgSt them 

ha.c, beeu gIven The apploc1Ch llltlOduces COU':>tldll1h mto tlie glaph 

m d pdth con':>l..,tent 111emnel PlOcec\1.ue Cornpo~e we ha.., been de­

\ I,:>cd \\ luch COlllpo':>e':> the WOlkfio\\ b) llltloduuug dud \ dhddtll1g the 

con':>tlclll1h among':>t the pcltteln':> Compo':>eWG l1ldke,:> u':>e of two plO­

cedmes VIZ ConstlalntAlol1q Wall, and VallciateCo17';ilClmt C0119t10111-

tAlong lVaU calculate" the tlc111sltlve constlamt c110ng a conSlc,tent pc1tli 

bet\\een two pdtteln':> \!al7(lateCo77st1amt check,:> fOI the \clhdlt\ of d 

con':>tldll1t between two gIven pdttelu':> 

OpmlOn hct.s been chvlded tOl loug on the I..,..,ue of wheu to adcltec,c, c,ecu­

llt) asppctc, of a \\ Ol kfilm - clUllll2, the COmp0'31tlOu of t lw \\ 01 kfio\\ 01 at 

c11atel stage ct.':> and when 1 equll eel The c1pploach tc1ken m tlllC, 1 e':>ecu ch 

fOl secUlmg a \\ Ol Ufo" 2,1\ es a novel" a\ of aclch ec,c,mg the Issue Il1 el­

thel \\ d} Integlatll1g SP':> WIth S\VP':>, the gIven ctpPlOach genelate':> 

S\vPs whICh ale essentl,dh "ecUllt\ eUc1bled WP':> The':>e S\vP,:> could 

be geuel atecl at tile tUlle of COU1pO':>1 tlOU I t':>elf clilel ,1 ':>ecm eel \\ 01 kfio\\ 

( ould be compoc,ed out of them 4..ltelll<ttlVeh aftel the WOl "-fio\\ hetc, 

been compo':>ed, the conqltuent WP':> could be ..,ecUled a.':> SWP':> and 
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tIl(' l('<.,lIltA.Ut <..,('( 111(yl VC'l':>IOU of tIl(' \\OlI .... fto\\ (o1l1rl 11<' vA.lIrlA.terl fOl 

con<"'lstenC\ bi lllA.kmg lise of the Va/ulrdeC'o17'3hmnt plOcedULe 

Incorporating changes - \lVOlkftow 1':> dU C\ Oivlllg ':» ':>tcUl \\ helC dldugC':> 

ku»,:> on cOll':>lllg, Rol)1\,:>t C\UllltlUll uf () \\olkflo\\ \\ould lcqune aCCOlll­

mOclA.tlllg these changes ch nA.l1l1CA.lh Cll1d m A. PeLt h conc,btent lllA.nnel 

Hele an mnO\atl\e dPPlOach ha.,:> been taken fOl dchle\lllg the ':>d111e 

The dPPlOdCh wOll.....':> out tlllee fnnctlOnahtle':> fOl 111ColpOlatmg chdnge':> 

- TUt11'3{01711 plOculmc tildt hacc':> d RIH hOll) d \\olkflu\\ Sldph, I17ho­

dvcpiVewPattplrl and C'lul7lqeC'ollshamt plOceclllles that lllCOlpolatec, 

change':> mto the RIH 111 a path-col1':>l':>tent mal1l1el Inve1 ~eT101/ '3{onn 

plOceclUlP thdt trdl1':>fol111<'" bdd .... the npcldtecl RIH to It'<.., dllectecl glaph 

f0l11l In A.dchtlOn to thl" Trible 6 1 ha.s been wOlked out fOl conc,htenC\ 

chcck of loks bcmg effect cd b\ tl1<' ch8nges It t8bllbtcs the fei'l.slblhh 

of dl1 posc,lhle combmatlOl1 of mtel \db, pellochc e",-ple':>':>lOl1':> dnd ':>tdtllS 

of <1 10le m thC' nTc, of <111 nEB h,wll1~ tlw C'fiC'chyl1Ok 

7.1.2 Algorithnls presented 

The dpplOach ple':>enteclm thl<'" the':>l<'" hd.<.., been moclnldllzecl wIth algollthm" 

tOl the vallOlb plOcesse':> A.ncl plOcedllle':> lIsed The LA.ttlceGenelatol and 

LA.ttIceNA.\ 19atOl A.lgOllt hnl':> genel A.te A.nd nA.Vlgate m the pat tel n IA.ttIces 

le"pectl\el) The comple\'lt\ of the LdttlceGenelc1tOl cdgontlull hd;, been 

dl':>cn':>"ecl It \\ ould tdke eqmvc11el1t nn111bel of complltc1 tlOl1c11 step" t01 genel­

atmg tllP whole IdttIce If the clesned pdtteln I':> not fonnd dncllt\ comple\'lt) 

\\ould be sll1ll1al to that of the LattJceGenelatol One of the 1l1lplementA.tlon 
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(hfhrl1lh of th(")(' el,l~Ollthms IS If tlw (ont(' .... t el,t IMm\ IS too Idlge, then the 

nUl1lbel of conceph would be e"Xponentlcti aud hence the ':>tolclge lequlled fOI 

tiJe ..,Ctme would be qUIte huge 

CompositIOn of t Iw "01 kflml ,2,u\,ph IS dOlW b\ t Iw Stl el,lghtfon\ dtcl dlgo­

llthm Compo':>e\i\IG It wOlk':> Il1telactIveh with u':>el mpuh It make,:> ll':>e 

of the COn.,tlCtllltAlong \~ICtlk fOI Cel,kl1latlllg the tlan..,ltlve COll.,tlrtlnts el,long 

VetllOUS wetl,,"s bet\\een tllO given pattelns S1l11llalh the VCthdel,teCon':>tlCtll1t 

algollt hm IS u..,ed to vCthdcl,te the COlhlstellc v of cl, llew (On"tl Ctll1t 111 the fOI m 

of d nell pdttel n bemg mtwducect 01 an e .... btmg con.,tl dll1t between tIl 0 

pattelll" bemg, dldng,ed VclhcldteCon':>tiamt'lllake':> use of Allen's plOcech.lle 

to (clki:Iicl,te tt Ctllsltlve (oust! cl,ll1ts hetweell mtel VCtls Compose we would 

1 equll e the Con"t 1 cl,mt 1 elatlOl1 to be "tOI ed 111 an CtllAlhcU \ "tOI el,ge cUld Up­

ddted d.':> dnd when chcll1ge., (Ile mtlOduced ThiS upddted constidmt hd.s to 

be then ca.':>caded tluoughout the compo':>ltlOn dnd tIdn':>fOll11 module,:> and 

hence ':» ndUolllzatlOn would be one of the unplementmg I':>':>ue':> 

The Tl all<;folll1 (tigOlit lUll tt dCP<; dll R IH h Olll tiJe 1101 kflOl1 gl dpiJ "tOI ed 

Il1 the fOlm of the COll':>tiamt lelatlOn It make., a leU.ll':>l\e call to the E .... -

ploleSubGldph algollthm E .... plOleSubGlaph e\.plOle,:> tiJe ':>Ubgldph lOoted 

at the cUllenth vI':>lted Pdtteln Thl':> algollthm would glOW e .... pollentlall) 

III the cOlllputatlOnal steps as the size of the \lolkftOI\ \\ould g,IO\\ \\ Ith 1l1-

tlOductlOn of nell petUeln., Agetll1.,\ ncmg the pCI,U bet\\een the Con':>ttamt 

leldtlOn and the pdtteln':> III the tldcecl RIH edch tune d new pdtteln l':>mtIo-
I 

clucecl I':> one of the llnplementdtlOn I':>':>ue':> The IInel':>eTldn':>fOlm algollthm 

\\ 01"- e .... Ctcth 111 the 1 e\ el <,e l1Mnnel of the Tl cl,n.,£01 111 cl,lgOli thm {~l.el diUh) 

p.m:> at hanel 

131 



7.2 Analysis and Future Work 

The scope of this thesis considers 'pattern' to be a structurally atomic con­

struct which contains a collection of basic tasks for a recurring problem in 

a context.. However, changes within a 'pattern' at task level which may give 

rise to a new pattern haSl'l't been dealt with and could serve as a future 

direcbon of work. 

The VlPL generated includes the four perspectives of Van Der Aa'!st. et. 

ai's repository of \VPs. However, for composition a.nd change incorporation 

purpose, only the control-flow perspective he),s been considered. Composi­

tion of a workflow from the remaining perspectives could serve as another 

direction of future work. 

The completeness of Van Del' Aalst et. o.l.'s repository is not claimed 

in this research. Therefore explorations whether the repository could be 

augment.eel with newer patterns or not could be a. potentia.l direc.t.ion of future 

work. 

There are the follO\ving possibilities of completeness and incompleteness 

of a given context [1281 

Case 1: 0, A; I are completely known. 

Case 2: 0 is incomplete or too large, A is complet.e. 

Case 3: A is incomplete or too large, 0 is complete (dua.l of 2). 

Case 4: Neither 0 nor A is complete. 

Case 5: 0 and A are completely known but relation I is not known. 
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In t 11(' eont('"\.t of 'L \VOl Ulo\\ , t 11(' c,('f of \i\l Pc, 'Lnd \\ICc, "\\ III 1)(' completeh 

knowll The Latt1ceGeneJat01 pwcedme wOlked Ollt III thlc, lec,e,ueh c,lIffiee" 

for tlw fil "t u\"c,(' Pm t 1101 I ('c,('Ft! ch <'tIld <'tn<'th SIS «)Hid lw (IOIle fOI plOcedul e':> 

of gellel atll1~ concept lattice.., that "\\ ould al..,o suffice fOI the I el1l(l.ll11l1g ca.':>e':> 

The Tltdl1lC edgollthm [129] thdt use':> ,:>uppolt' of dn dttllbute ..,et could be 

a \ Idble ':>olutIOn fOI thl':> 

The scope of till':> I e':>ea.1 ch collsldel S ellill1ge,:> ollh 111 the fOlln of (L new 

patteln belllg ll1tlOducecl 01 the va.lue of eU1 e"\.lstlllg COllC,tldll1t helllg cha.nged 

Othel type,:> of changes 111 the fUlm of lemoved of dn e"\'I':>tmg pattell1 melgll1g 

of pdtteln':> m ':>equence etc need to be hell1dled dccOldmglj 

fOII1la.lIza.tIOn of SP.., a.<, done hele c on..,lclel':> tha.t (tIl SP 1':> elMt eLctellzecl 

\\ Ith pie-conditIOn,:> and po':>t-colldltIOns though OptlOlledh TI1U':> when­

evel dn SWP I':> genelated fl0Ul d \\IP, thele lel1ldll1':> the I,:>,:>ue of how ple­

conditIOn':> and po':>t-conchtlOl1':> of the SP':> 111 the S \\IP would be con..,tldmed 

with one a.nothel ThiS ha,.sn t been dec Lit with 1Il thl':> lese,:uch a.nd lemeLm':> 

a,.c, a, futUl e etu ectlon of \\ 01 k 

The fOl meLl defimtlOl1 of TE consldel s Confidence' a"s a metllc that 1l1-

Glec\,bes tempOldl1) 111 COn)ugdtlOn with It'., clIent entlt) HOWe\el, thl':> fOl­

lllethza.tlOn IS done emplllca.ll) onl') PlOcedUl a.l1) ho\\ the Confidencp' Il1pa­

':>UI e of a. TE would ll1Cl eeLSe ovet time IS IE't to be e"\.plol eel eLnel \\ 01 ked out 

Anothel \ Ic\ble dnectlOn of flitUle wOlk 111 thl':> lege\ld \\oldd be to find eL 

ba,.sls of deCldll1g upon what meaSUle of COllfidencE' cuuld he accepted c\':> c\ 

Till e':>hold of a. TE 

The 0\ el all appt oeLch glvell a.bo ':let ve,:> a.s CL foulldcttlOlI fOI I e-engll1eellng 

pOOl 11 Ol gal1lzed \\ Ol kflo\\ of cllftel ent c\Ol11clIl1S ll1 tell11S of peLt tel 11':> dnd con-
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"tU'l.lJlt<, TIme; <tl1 lllh')!,l Cl.hyl pli1.tfollll \\ 11<'1<'111 rhftr1<'llt rlollMI11S co1l1d u':>e 

t lw pI npoe;f>(l Cl.pplOdrh fot 1 p-pn?,1l1PP1111?, t lWll \\ m kftmv<, <'01\lcl be CI. fllt1lle 

\\ork 

\\11th tIl<' mlvrnt of A.ltlfi( 1i1.1 Intrlh?,rnrr, CI. P<UMlJ?,ll1 "hlft has occlIlted III 

the ploce<,s of complltmg, ToclCl.) complItmg, IS more foclIt'>ecl to\\Cl.lcls lllCl.kmg, 

eI machme leellll to pel fOlm ta6b la thel t heln automcl tIllg, them fOl "peClal­

lZed ta,:>k<, cI,':> befOle In tlus leg,ald takll1g, fOl \\cllcl the f011nal ftclmewolk 

g,l\ en 111 thl':> \\ 01 k one can thll1k of aChle\ mg, a Wei:) of mclu( Illg, newel anel 

(ontp"\.t-<,!W( lfi< pCl.ttpln" <~l1tOl11nt)( i1.11y ll1to tlw PCl.ttPlll lCl.ttJce" If ,-\.chle\ed 

sllcce"~lI11v thIS \\ 01l1d CCl.ll \ fOl \\ Cl.l eI the le..,eCl.l eh 01ltPllt of thIs t he':>I" Cl.llCl 

enhelnce FeA a t the semantIC le\ el 
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Appendix A 

FCA Usage and Tools 

Developed 

Refelence FC-\ tool., P" '("gm'> ,,,pel FI "n"'\\ 01 k model tool, del eloped -\,e" 

(29) Concepl htllce (of .,el\ ,ce., , ... ., ohlect- 1\ 11 "ppI<Hch I»,ed Oil SV~f .nel FCI\ to ~1I ( C 

"nd \\old ... Ill"dele .... eL\twe de .... rllptlOll A .... tonnt IC ,11\ cI "I->Ih '-.el \ we. ... to dom'IIl' ,nd 

,tttlhllte') Ident 1£\ concept, 111 ,el \ Ice' 

[3O) Concepl L .thce (fol Inhe"t 'nce Illel Sel \ Ice E\.plo, .. , 1001 (l'.lIe" , 'et of lei lted CC 

"1 cll\ of .... el \ Ice .... ,el \ Ice, fOI III oh ,el \ Ice' the tool 111.1) te theIr IIltel foce ""d 

lect., alld ke} II 01 cb In ~el \ Ice de.,.cllp ,ep,e.,e"t., them , ... , a htt,ce) 

lIOn fOlln "ttllbllle» 

(H) Concppt bttlce methodolol'..\ fOl the fOlllla"t"tlon ,'nrl IIlte CC 

Il.latlon of geoll.l 'phlc concept., anei lel"tlon 

sh,p' ,-IIeoded II •• httuellt dOli ••• II-speufl<- 011 

tolo>?;.e, to le\e"ll their ..-'\.. .......... 0('1 \tlon \nrl mtel· 

c).ctlon 

[l30) \ 1 .... 11 lil.6)tlOn tool, (e\.tr LCI'- the 1m FC-\ " cOllpled \\lth concept 111 'I" fOI ""cIIA C( 

pllc,t delte> stlllctllle f,olll ,In SlifE., tlOn of TaCIt Imo\\ ledge 

taCit clllnefbioll and clVH actell~PS It fOI 

e' tel "al cogllli Ion) 
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[131J COllcept I,\ttlces (b"seel on I\'ult,- ~ h,ows,ng Intel f,1ce c"IIer! 'l\Veb FC'''; CC' 

pie CrelS.,' hC ... ltrOII RIpple dU\\1I Rule 

hellll<...tIC .... Hlel foldel n,1me' of dOClI-

ment, I etlle\ eel f,om \Veb) TIII,lat-

t Ice 1'5 lI<:,ecl ()~ .)It .-1.ltelll .. lte bl0\\5lng 

,tlllct,"e fOI I\'CROR 

(32) Tlt,1nlc algollthlll fOI IlIelglllg cOllte,t, FOI tn,\1 fl ,1111e\\ 01" fOI olltologle, CC' 

I of ,o,"ce olltologle, of bu""e,, plO-

ce':l.~e'5 

[H) Tlt,\nIC algollthm fOI melglllg conte,ts CC 
of '-lOIHCe ontolo1',le' of h'I'lI1e" pro-

ce.">.'5es 

[3~J Tltdnlc ."g,ullthm fOt mel g,1Il1', conte,t, cOllceptl!" Enlcltl I\lel )l.el -.1 etn,ttl n1 1.11r1{!.e- CC 

of ,oulce olltologle, of bllSllle" PIO- ,"ent ~)stelll dlJeI )CoLll~ew ... 1.le \\c1.tchdog - 011-

ce%es olltolog) fOI enlMnclng fC' "; ,.p- tolog) IIlanagelllent ') stelll 

pllcc1tlons 

[35J SlIbsumptloll hlel,lIchy of cOllcept lat- Conceptu81 anel HIPldlchlcal Chlstellng CC 

tlce (eloclllnellts letllJneei by ,e,uch le- (CHC) "lgOllthlll tlMt lesllits the 1110'5t 

"tlh .\le ohlech "nel tellll' 111 the doc- lelev.-lnt cOllcept, fOI the Ip· .. el qllen "1(1 

UlJlellts ,ue dttllbute,) ple"ent., tltPln a.s a hlelFtlclllCfll .,tlucttlle 

[36J SUPPOI t fUllctlon (fol selectIve Ie- "; plOcess of letlle\ IIlg ,I Mlh-I'1ttlce b,).,eel on C'C 

tllev81 of concept, floll1 1,1Ulce) . ,UPPOI t fUllctlon IlS pel tile bllckglOlInei knowl-

eelge of the ,,,el 011 the IlIlpOI t,)'lIce of the COII-
-

cept> In lattIce 

[38} f0111l1l1 cOllte,t (CC" ttal15101lneel to ,I CC,FCA ,I tool fOI tl o::1.lI.,folllllltg a cOllcep- CC 

fOIIIl,,1 cOllte,t) tHai gldph to F'ORI\''';L CONTE"T 

[W} .l,.ttllbute e'plul "tlun (101 hndlllg 1I11~'- OlltUC'OIIlP " pluglll fOI PlOteg~ 4 CC' 

Ing, [el(1tlon~ het\\een da...,'5€S and 1111'5..,-

111~ lI"t.UJce,) 

[17} Inhelltallce h,el ,u chy of concept I"ttlce .l,.OC'-po,et .l,. lattIce glVlllg the ";ttllbute alld CC 

(fol l11dllctlOn of 1II0notonlC 1t1l1',IIl'tIC Oh lect Concept, 01\1 

'"er.1I chle,) 

[ :!I} COllcept bttlce (of cloculllellt, le- "; ploce'>'> uf fI"el v lefOII11I1I"tlOn fOI lehnlllg CC 

till ned flOlll \\eh qllelle~ .'Bel telm.., mfofIH It lOll letlle\.d I" "'111£ concept l...ttlce 01\1 

u,ecl 111 ti,e quelle~) g,110" I"ttlce) 

[132} SlIppod fllllellOIl (fol tccelel c1Ied com- TIT-\NIC ,1lgolllllln fOI comp,,\tlli', concept CC 

PlltdtlOIl of cOllcept 1,1ttlce,) I,\ttlce, 01\' 
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1113) 

114) 

15) 

lIZ) 

IZ7) 

[lG) 

[40) 

11) 

[1:33) 

[0) 

[7) 

Conr.ept.'1il1 c111st.ering, line rli"gmm~, 

Ganter's Next Closure algorithm 

Iceherg concept. latt.ice, "TITANIC" nlgorit.hm CC, 

011'1 

Iceberg concept lattice fmmework for rille mining CC, 

Otd 

inheritance hienuchy, conceptual scal­

ing in concept lattices 

Review work of ,,<o.rious applications of FCA to CC, 

Ii ngll ist. ics L<R&R 

Line dh.lgntlll , cOllcept cli;t.ssiticatioH ROR is co,nbined with FCA to give a knowl- CC, 

edge relJse <:l.pproach. I\R.&R. 

He .... ist.ic ba.'<erl I"i.t.ice pruning (for "St.".rBrowser"-A GUI for displaying concept.s CC, SE 

finding il mininlH.I set. of a.spects frol11 f9rm latt,ice 

SMALLTALl< code) 

pa.rtit.ion in concept. latt.ice(the laU.ice 

h<)s the functions in C code as·object.s 

and their pa.ra.meters "s attributes). A 

part.ition gives a module in the code 

Closure of Galois connection (for generic basis for exact associ"tion rule and 

generating non-redllnd:--mt. a..':'..':'Qcia.tioll infonllat.ive ba!->i!'; for ('\.pproxinla.t.e ;:\.r.;:-;ociation 

rilles) rule 

CC, SE 

Dlvl 

PASCAL algorit.hm '''' an opt.imizat.ion of DM 

Concept.u".r sc"les 

mathematical foundation of FCA 

Apriori algorithm 

Annot.at.ionSleut.h. a soft.ware t.o experiment. 

with knowledge acquisition using Formal Con­

cept Analysis 

Ga.lois lat.t.ice {as a. correspondence he- "Graal" (for GRAph And Learning) constrllct.~ 

t.ween the description lattice (giving a G"lois lattice for "ny description language 

t.he concept s in a domain) and the in- provided that the two oper".tions of com pari-

. st.ance lattice (giving the examples in son and generaliznt.ion are determined for that 

t.he domain)) hng'Hlge 

Conceptual clllstering automa.tic,,,lIy build a lexicon of subc"tegoriza­

tion frames fro))) results of slIrf"ce p<1.rsing. R.e­

suits derived for the Italian bngll<"ge from se,'­

eral corporn are presented. 

Extends conceptuc\1 hierarchies in con- A method of classifying meronymy relation IIS-

cept lattices with biouuy relation ing RCA 

among concepts thus giving rise to Re-

In.t. io ,,,,I Concept. Ana.ly~i~ (RCA) 
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[8J 'lIb'lIl11ptlon ') nthe~14e~ a fl all1e" 01 k of "b,tl"Ct "nd pM- hR..tR 

tldli) dehned cuncept'> 

[oj FC-\ de,cllhed III ,\ wOld ho, l<R&R 

[iOJ concept",,1 h,e, \lch, of Goncept L,t- -\ fOlm,ll model b,-,.'ed on Goncept L"ttlce "nd hR~R 

tlce (fol depict Ill?, lel.ltlon,hlp' ,lmon?, 1nfo11111 .... 111 th.-lt t.,el\er... , .... til l"omOi phlc Infol-

Illetapholic c\a'>'>llicatlOn) n].\tlon ch 1I11lei between the C'onte,t ... of two 

111et .IphOI dOIll.-lln .... 

[l1J Notational definltloll of conrept> -\ IIook th"t eI"cII"e" the 10?,lc IIehllld Ilifol- hR~R 

matlon film of d,stllblltec\ S) stell1 

[18J Goncept L ,ttICe (fol c\ I "tel Ill?, e,ecII- ' Cable" tool fOI debug,glllg, ,peclhcatloll~ SE 

tlon tnce') 

[H») P'l.rtl \1 OHler III cOllcept lattice d) ndllllC ,,,,alog to stdtw contlol flo" I elatlon- SE 

(e,eclltlon-tome eq' II v..-.Ient of con to 01 .... hlp ... 111 plO2.,lrllll e ..... eClItIOIl ... 

flo\\ IInpllcdtJOIl JI) pi ogl dill e\.ecut Ion 

tt"ce~) 

[lOJ Impllr"ttOlh detl\ed flOI11 cOllcept IM- PlOtoh pe fot ,lll Un" envllonment "'II1?, (,NU SE 

tlce(of pI ogl "III cOlllponellt, '" obJect, tooh (gcc 11111 plof) .-) cOllcept allah ':)1-' tool 

"lid kdtllle'> ,,> dttllbllte'» tu hlld tll- Concept.. ., ?,I,'ph ed,to, (",'phlet .1IId 

?,entl) leqlllled fe"tlll€.' when pI O?,I ,\111 Pet! "Cllpt P,€.'ent" l c .. l. ... e ,tllch on two 

cOlnponent'> 81e e,ecuted hlO\\ .... el-:. Chllnela r.nd l\lo-:,F\.tc 

(21J Inlpllc.,tlon" dell'eel ftom concept I"t- PIOtOt) pe fOI ,\11 Un" em 1I0nment II"nl-\ (,NU SE 

t Ice( of pro?,1 "m component" ,I.' ob lech tooh (?,cc nl11 plOf) \. cOllcept r\ll.-'\.I) ....... tool 

"nd fe"tute, ,,~ dttllbllte,) hUlld on d , - Concept5 a g,laph echtol G,,'phlet and 

Ilc1.mlC Infollll"tloll of plOgl,1I11 e,ecu- Pell,ulpt P, "<cnt, ,I L.ISe stlld" on ,\fi~ tool, 

ttOn 

(22J IlIIphc<ltlOlb dell\ed ftoln concept I"t- SE 

tlce(of p10gl .... 1.l11 component ... .-1. .... object.., 

""e1 fe,.tul~' <" ~ttllbllte,» to find 111-

gelltl) leqlllled featllle,,, hen P'Og,I,1I11 

cOlnpollellt, '" e e,ecutecl 

[23] Hlel,,,clllc,,1 c\lbtellllg, of cOllcept, (Ill -\ toul fOI exttrldlllg Gonhg'" ~tlun 'ltouctules SE 

concept lattice,) f,o,n ,0Ulce Lode 

[IHJ Sub dll ect decolnpo"tlOli of cOllcept 'NOR-\-RCGS" toul fUI dehnlllg congtuenc.e SE 

LlttlLP' (useel tu mfel wnf,gul ItlOllS cI".,.,e, III GOllcept lattIce, 

f'OIIl leg,',c\ C'++ ,Olllce code) 
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[24) GOllrept httlce(of code p,ece' ... , o/)- NOll \/1l1 ( .., I , nllglll ii' tIl HI III 'hf "" "' SE 

Jech 'Ild (PP ,\ m"ol~ " attllb"te») ,oft\\ Ale 

["'plle'tlun In concept I ,ttlce fUl hncl-

1IlP' ch:1.1Ll ,nd Ant leiMLL. III I"ttlce lat-

I Ice d"compo,,1 Ion 

[lJ~) cOllcept I,ttlce (for \ J..,lIl.h.tlllg con A.1l ~pplD~eh to Identlf\ I',rollp' of fll Ilrt lOll ,II) SE 

ceph ,nd concept "," concept lei" lellted lecold field., 111 leg')('\ rodp u':>mg Gill., 

tlon,h'l) )mol1e, concept,,) tel \n ") '" H,d concept \I, ,h '" 

[13I3J ( onc .. pt I,ttlre (fol mod"lllWIlI', V\IIOll"- PIOI e.., ... e'" fOI 1l1ocl1l1H1411l2, "'OUlce SE 

,Ollice code) Impl,cttlon, to tr In ... code .... lI ..... n,2, roncept \11'"\1) ... ,,, 

fOI m cI ''''~ h,el ,1I c1l1e~ III the httlce to 

'\ ,em 'ntw tlh eqlllv,lent one ,ho\\ Inl', 

"ctll,1 ,eee", of the cI ,,,'e, III the P'O 

I',rim 

[137J GOllrept L .. tt,ce (of t/),t I ,ct lOll' LLI 4. 'et of pi opo"t lOll' thlt cOllcept SE 

STL 111",,1\) theoletw"lh model the IIltllltl\e "ndel 

~t 'nchng of good ,b~tl act,oll, 

[USJ (oncept I ,ttlce (\\ Ith I',IOIlP' of cll."e' A. method of d"co\erll'l', de"l',ll pilttelll flom SE 

,1., o"Ject~ '\Ild lelatlolb among the Ob lect Ollented code 'hlllg concept ,\I, ,I, '" 

e1l."'''' ... , ,ttllhllte') 

[1J0j 'nhel It.1l1Ce (, ,10" I ,ttwe (for c1l.""f, 4. form,,1 method fOl b,,"rhill', ,nd III 'lilt 'LL11111', SE 

1111', cI '" protocol, 111 S~I4.LLTAL".SO) h,el uch,€., of cI '''' de,cllptloll' 

[140J LillI' dlll',l \Ill (of, fownl cOllte,t of A. (,UI h ,-,ed tool fOI l',ell<"1 ttll1l', the line rh, SC 

"'e c ,-'e' 111 004./000 of 'ofl\\'\le) I',r tm 
~ 

The IlI1e eI 1\1',1 ,/11 ,,,,,t t he chOIce mel 

dehnltlOn of obJects/clas, .. s 1Il clom,\111 

[141J LLLle ell 'I',I '\m of concept I ,ttlce (\\ here REGOCASE logIC A \ le\\ POll1t leconcIII, SE 

ohlect, lIld ... entpnre'" 111 lI ... e c \. ... e<-. of tlon G4.SE tool 

n tt'" ,I lang" 'ge~ ,'/lei '\ttll""te, ale 

phI '-~e~ III the _elltpllc€.,) U"ed fOI 

1(1 1l1~111H1111gUO:;I ll".c",Ii(Hld.th,tlll 

\If'\' pOlnb fOl I efl"" elllent alnl,~" 

[142J Concept L ,ttlre (,oft\\ ue romponent A. el." to "'e InClement tl component letlle' ,I SE 

"ohlect-. ~nd ke\ \\old, In the compo method h,-'eel on fI"elle' fOlmer! flOl11 COI11PO 

nenh l.~ .. ttllbut~) nent ke\ \\ 01 cb 

139 



[25) COllcept lattIce lIested IlIle (ha- C".SS tool (colI"sh of " knowledg,e Ilct.':>e SE 

glam' (concept I,Lltlce ,,110'" vl'II"ilz- COUtrlll1lll9, "'OftW .. \1 e ,rt If"ct, lel"tloll'h,p' 

11111. ,,,,,"lh let,"ned flOm gl"ph h,IMei "mong ,., tlf"ct, ,wd IlIle' fOl genel at 11111. new 

quelle~ 011 IIlfol mat 1011 letllllled b, lel,\tloll,>IIlP~ ) Thbe lel,ltIOll,>hllh and ('utl-

';'OUI <-8 <-ode "n,ll) zet ,llld plOhle,,) f"ct, ,It e allal) ~ed IISttlg, f'C '-I. 

IW) HeUllstlc b,,-,ed Ifltllce plllnlllg, (fot StmB,owsel - ". GUI fOI d"plm 1I1g, cOllcept, SE 

fincllllg Ll mll111Il.Jl 'Set of ",peds f'OI11 fOlln Iflttlce 

Std '-I. LLT'-I. Lh. code) 

11-1-1) COIl<-ept L"ttKe (of BPI\IN f10\\ ob- -\ ,et of tool, fOI CIO'S cuttlllg, COllcelll doclI- SE 

Ject, and ,"iJ,eqlent conceph III llIellt.::\tlOlt ,llId e\OlutlOll 

the l"I'lIle" domfllll ontolol\.' ," flt-

tlliJutes) Till, l"ttKe " used to hnd 

CIOS' cuttIng, concel ns 

[1-15) V Isu,,"~"tlon tools (fol Jla.vlg(Ltmg dnd SpecTI £-tool fOI VI"",lltlllg, ,Uld 'M"g,atlllg, Z SE 

\ ISUr\llZH1g, z-,peclhc"t IOllg) Concept gpeclhc"tlons lISII1g; FC-\ 

L"ttlce( fOI dn.-llv.tlJlg nlld cI" . .,."f) IIII!, 

p,'pet' on 'oft w,., e engttleet ttlg ph,"e') 

[1-16) COllcept lattIce IllIpllC"tlOIl -\ ttlPtlJOd of an"I, ~Ing, alld leeng,lIteellllg, cI"" SE 

hlel,ltch) 

[1-17) Concept I"ttlce llIlpllcatlon '-I. J"'" tool n,'l11ed h. '-I. B '-I. fOI an"I) ~Ing, ,'lid SE 

engineelllig clas.';, IIIel81chv 

[26) _ OIg,'ltJl~e "lid letlle'e ," tlf,\ct'> f'OIlI e,,,tlllg, SE 

... oftw ... ue 
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Appendix B 

Workflow Tools and 

Deliverables 

Refelence Contllhutlon FoclI' Toob developed ..\Ie" 

ReI I ell On lIolkfto\\ 

{.uj A for 111 \.1 notation fOI ('ompo"'ltlOll III <\ Petri net I", ... eel weh .... e(\lce COI11pO- hi I""ne ........ PIO-

the fOlln uf II ul I,ftoll "Igebl <' b,,,ed on ')ltlOll 1,1:,Ing \VUI "fill\\ \ le\\ ce':>.'"3 web 

Petll net, A genellc tiefmltlon of IIUI k- ~ervJ(:e 

ftOIl \ le\\> Intlocillce'> the notIon of 

\\orkAow nOI rn ... )1 fOl1l1';' to LernOVe I e-

dllll(I.Ul('.e'" and '\.llorn,\l!e'" d11e to c,:ue-

Ie.,., rompo"tlon 

[-I::;j I\lllllll),\l Ie \'v01 kllo\, (1111l))()c.;111t)11 I1ml) <\ polocl -b,,-,ed model fOI ell 1l.>llllC,\II\ \\eh ..... el vwe 

\\ ell ':lei vices u.:;mg decl':;lon thec))etw cornpo':)lI1g d "0' kAolI flUl1i \\ elJ ':lel-

pJ..nnlllJl. hased 011 t-.I,,, kov Dec",on \ ICe--. 

Ploce" ""e1 B,,\e'IA" model 

[-Ioj <\lItolllatlc composItIon of blOlIlfOl- Iofe .... clence 

1l1LttJCS 1<01 kfto'" bosed on ED <\M on- \\ eb <.,el \ we 

tologv 
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{50} Cll .... c" IUA \\ 01 h.tlD\\ lut ';t It'Hltht "1'1'''- 1-\ "'~PI)1 U .. H h 01 \ Dll l} H)':; I ll/",> .. ~ \\ tJ) kllo\\ d.,t •• btlted ,C.-

cat.on,> (pllm "II, " dhttlhnted '-,''-t- fot ,d"tllbnted ,,,tem \\ hele '\\011-.- ellt.hc <I.ppllc..t-

tem) flo\\ t(l':>k J~ .. lll €'\.€CutJOII of a pI Ogl alll lion 

on ,L t,lIget I.ald",ue 

[::'O} \VOIkflo\\ COlnposltlon/r Olnpl p tlOI1 COmpO'ltlOlI Anah'l' Tool (C-\T) sCIentIfic \\o.k-

ba.,eci on cOlllponent kno" ledge bfl.,e tlMt ,'11 ,I) ze~ \\ UI J..flU\\~ ('-lId genet dole fll'" web se.-

allci ~j pl,,"".ng ell 01 cllPcb alld ,ngge,tloll' fo. u,e" \Ice 

{.J5} 4.n olJ lect 'l1odel fOI .-l.utOlndtlC COlli po- Z-Idll/!,udge b,)sed IlIet" Illodel fOI COIl- BP~IN ,eIlMn-

61 t,on 01 "01 kfll'" st,,,,ned \\ulkfllm COllljJosltLOn tIC "eb 

{~,4} OW L ha.,ed \\!)IIIRo\\ COl)lpo:=oltlon of srlentlhc \\Otll-

,-omple, suentlftc P'O"es5 flo" 

[::'::') <\. (bta-flo\\ b".sed SCIent lfir II 01 kflo\\ .scIentific \\Olk-

model th"t ,ep,lI ate, the Intel face f,om flo\\ 

the fnnctlon ,I hod, 

{51} ~utOIlI,'tIC COlllpO>ltlon of b,o,nfol- JORC~ ,Hle,ktop cI,ellt tll<lt d"co' el> iJlolllfolll1atlc> 

III.-ttIC"l \\ 01 ktlo\\ h ulil dlHel t:!lIt \H .. b ~u- HId IlI\0ke, \\e" ,el \ Ice, pn"I"t.ed III v.eb ... et vice 

vice ... lepor.,ltolle", \.-\lIO"'" Illet \cll.tn Jepo<"tolle ... 

{-l6} mte?,I"tlon of \Veh ... el\ ICe. ... to 1 e- TIll ... rOllct..pt ot e-\\ull\.Hu\\- \\ Illdl IIldll- h II.., II Ie .... .., PIO-

\\01 kflo\\ rlge"- e· ... el \ tee,,- (ind tI (i(ht ton \1 \\or\..- ('e,,,- \'el) 

flo" :"1\ (\.(g,tH IthlH th"t d,SCU\eIS ..,el\ICe 

\\el) ..,el \ ICf'S Rnd le,olvp itetelogene 

It) ",non/!, thelJ IIltel f,Lee "lid the I,o,t 

\\OJ kllo\\ (.L\ pJolol\IW Ild(, h{"{-,II dl"\pl-

oped) 

[~,6} \V(ll kl"", (olllposd lOll \\1111 IPIIlPO- -\ ..,Oft\\.-ll e Flrdlitectlll€ fOI compo"'l \\01 kllo\\ 

I~I lUlL. COII.,tldlllt., rlll10l1g<:.t \vulkHu\\ tlOU .-)lJcI 1I1FlII.-\.gelnellt of .-)daptl\p If'.-\I 

ta.,k, . tnne \\ (JI kHo\\, 

{47} E,t"bl",hlng the "ppltc~lton of conh,;u- A ll)et(\.I1)oc\el fOl \\ooll<Aow <..0\ 11 po...,,- \\eb "::oel\ Ice 

td.tLOl1 to <uttoluatrc <:'\.ucl a..,..,I..,ted \\olk ttun II,J.,ed un conftg,uldtlUll te(.hnlque.'::I bU"::olne")...., plO-

flo\\ composltlOl1 ce..,..., 

[52) E\ellt C "leul,,, (EC )-ha.,ed pl"nnel " <\ fnllctton ontolog\ that P'O\ Ide., ,e- ~ellialltic \\eb 

",ed fOI autOll1atlC genPldtlOn of a IIMlltlC fUllctlon deScllptlO1I fOI Engl- .,el \ Ice 

\\oll-flo\\ fi0111 \\eh ~el \ Jl.e neellJl?, Oe'lgn Se,,, ch "lid OptlJl1l~"-

tlOI1 (COSO) T, .. ,\.. ontololl,\ th ,t PIO-

\ Ide, ':lelJlalltlc de.,cllptlOlI':l fOI COIII-

po" te f u nctlOlb 
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[57] De,l, \\ Ith rI\ n"IllIC ,lrllrlll,,\1 c1Hllll,e' 1\ ",I "pi, I, ,<, .I IlIlIdd '\ I)hl"III, , Bl 1""1 ne"".' ... PIO-

III IV FldS i\1 tflsk level cess 

H('\I(\VOH \Vot""O\\ P.-j"(11i 

[')8] Ht'dll", IlIlHlli()lllirlIHS \\OJ klln\\ d,·- T,w,",\, '" ,1"llcblone sl,telll fOl cle(").t- BIOlllfOIIl",llr, 

velopmellt comple"!l b) 1Ill10dllCIIlg Ilig rtnt! L'\.t.Clltlllg '''UI kHu\\ I"sul Oil \\01 kHow 

" ..,et of \VP.., ,\11 e,tenSlble ,et of le-II,,,l)le \VP, n 
IIltegl,.tes Tn.velr), rind G,\I'\'-l \VOl k-

flo\'v':: 

[59} IdentlfYlllg And ,11)<\1) 611\g prlttelll':J A \\olkAow 'St, ffctffle d.n .... l) Sf'S luul Refelence 

flom " Petll-Ilel Illl)df'1 c"l1ed PIPSA ACqlll"tlOIl h~lldlollg \\01 "flo\\ 

EPC model model fOI BPR 

[6I} A TGG based model fOI tl alhfoll\lllll', IVeb ""0 A 

\ VP, h,"eel on ,em,1I111C lel.\llon,hlp' bn.'eel ",tem 

"mollg..,t the \VP., 

[62} The concepl .nd fL ,\me\\OI" of , Two e,len'lon mod"le' 10 Ihe \Vale h.nowlerl~e 

knu\\ ledge \'-.01 kHo\\- • "lcllItectLLle P <\!tel n- B",sed "110\\ 1- Ho\\ IlIodd.:.. 

edge Flo\\ modelel J Iltellogelll Recom-

mellel"llon, EIla,lIle ~ 'el of "nowledl,e 

flow pntteL n<; 

[63} The roncepl .inc! ft .. :UllPWOI k of ,\ A hno"ledge WOlkflo\\ t\(AIl<1gelllelit h.nowled~e 

kllo\\ ledg,p \\ OL kflo\\ S,'lem flo\\ LIlIle/pl< 

[6-1] AIMIISiS of BP~IN 1l0t,.tIOIlS b,,~pd 011 BP~I \1,,11 Del 

Vn.LI Del ~ \1,1<-. IVP, ~ .. I'I' \VP, 

[7J} A mn.pplllg of V"11 Del 1\"I>t, cOlltlol- LOTOS Va.n 

tlml \VPs 10 LOrOS ftdLnP\\OIk DeL 11.,1,1, 

WP, 

[65} \ ~IVL U~IL .. nel BPl\IN lepLe,elll,1- BPl\1 WP.., 

lion of "" 1011' \VP lepO'ltOl , (V \11 

Del A,."t O~IG IVf~IC ) 

[66} Ihv" L ,I .... 1 c:; 1'1('1'(11\ ~P( ( 1f!C.·I- 1\ PIII)H 11\ <;.,P( t 1I1CrllWlI Irlll~llrl;!.t 1'1. BPl\/ 

tlon p"tlel ns ,11 e npphed fOl rOlhllllet-

In» beh", 10[,,1 pi opel I If'> tOI \\ulkflow 

(,pf'clhed 111 BPf\IN) 

[79J I nel er)'::Img, e\'pl e~"'lvene," of V,.11 Del VrUl Del 11.,\1-

<\,11,t, lepre .... ent (\t Ion of 'vVP, hI' "'- ,h \VP, 

Ing, C·II ".t fot 1l1[\.1I .... 111 
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[6O] ~IIIIPldYIII~ d I )Ptll IIpl IJeIS(.>d \\ 1)1 kllow ~ Pattel n B,).,ed PlOces, Dk\g,WIl1 BPR lefel-

model (PBPD) fOl fOI Ident If VillI'. p("\tteln'" ence lllodel fOI 

from Petll net b,l-,eel wOIHo\\ -\ Spllt- \\odd1o'" 

JOlll ROl1tlllg Tahle (S IRT) fOl ,\11<\h 6-

J ng c,tt U(.tUI e 1 eluted fL.,\\ 'J III \\ 01 kflo\\ 

[70] E\,duatloll ot the '''PPOI I fOI \\IP, III Vcl.ll Del -\,\1-

V ... 1Il Del <\.,,/'t, leposltol) In OR<\,- ,t, I\lP, Oli'-

CLE BPEL Pf\l de BPEL Pf\l 

[80] Repl e.::..entlng \\01 kHo\\ le6OUI(..e pdt- \feloll Del <\.,,1-

teln, III Van Del -\,\Ist> lep0>llol) III ~t, IVP, PI-

PI-C ,1e"1,,, c"leu"" 

[68] lnClf'<lslIlg, e,ple'>lVelle» of Petil-llet E,tellded Pf'lI I-net b, IlltlOelllCIIIg, 0 IVP, 

element 'lld C relat IOn 

[G7] -\ de,cllptlon of the beh,,, 101 ,d pel- -\ fOlIlI,d 'em IlltIC' of I\lP, 1I"'111~ PI- BPf\/ IVP 

~pertl\ e of 'vOl kAo\\ C llclIllI ... 

[72] E\nlUrttltJlI of tile \Vllldu\\~ IVOI kHo\\ IVllldo\\ , 

f'Olll1eJ..-ltlOll 011 b "I' of I he V"n Del 11'01 kHo\\ \'lIn 

~,\Isl> IVP, Del <\.al,t, 

IVP, 

[TIJ lav ... " ~Cllpt' fOI I1nplelIlentlllg \1 .. \11 V.-III Del -,\,,1-

Del -\,\Ist, IVP, 111 ,BOSS JBPf\1 ,\nel ,t, IVP, Ja.\d. 

JPDL 

(81J U,eofPetllllet 'ynclllonlcellst"nce fOl \VUI hflu\\ ::'IlcllMgell1ent S) "tell1 IBFlo \10::111 Del <\.al-

speclf) lllg ",'>lC \\IP, ~t, IVP" Pet I I 

net 

[82J lllcle"->lng e'ple»I\f'lle.,., of Pet I I llet E,tendeel Petll net FOllnal ~em .. ).ntIC'5 Pet I I net \to::"L11 

,\lId fOl m,,1 'enl ,nIle, of com pIe, \\IP, fOl rOlllple, IV p, h,,-'€d Oil E'lended Del -\"I,t' 

Petll net IVP, 

[GO] Re,e d, \lnhll'.",tle' reI'. \ldllll'. the P\l- -\ 'et of t "k-I) • .,ed ent ,IIment COll- V III Del -\,1-

Iial 01 del 01 t",'" '11 IVP at lun- ':.tl ... lmt.., ,e\f>Rhllg potent",1 depen- ,t, WPo 

tlllie} PI1t ... ullJ1f>llt spec!llc'c\tlOll (..uII5ul- dent) beh\een conflJc.tlng tdSk" 111 '/"01 kflu\\ dC-

,eI,\tlllg, ,el,\ted ".lIthol ",\tlOn lequlle- IVP, ee.,., contlOl 

mente., ('01111110n In \\01 kHo\\ dom lin 
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Appendix C 

Security Patterns Usage 

Reference Gonft Iblltlon FOCII' SP olg\nl~\tlon ,!tempted A,e. 

[::'31 pte.,enh .).1) e\.pellment.-).I cOlnpnlbon none ')ecllllt) ~rocl 

of t\\l' technlqlle., fOI eiocltong ~ecllllt\ eiong Tech 

Leqllllen1ent ... ittt .1(''' tl ee, \ncl nll .... lI ... e nlQlle'--o 

c' .... e ... 

[1-181 111\ e,t II', .te' the qll ,iot ,tl\e fe,t,"e, none Infl'lm,t.on 

l'f the ,eclI"t\ p ,tte"" In Pll'\ldln!l, s\ ,tem' SeclI 

'l.n e' \I".t Il'n l'f e 'ch iHttern hl'ed "h 

l'Ol th,ee nlalll elltel'.). g,lIldelone., 

rel2, Hdlll~ hl'\\ tl' b"oId ... eCl1le 'l'ft-

\\ 'Ie p,,,t (V,eg. "Old !llrer,,\\ 2002) 

malll ,l'ft\\ '" e- hl'le c,.teg,l'lle., tlMt l'f-

fel .,eedhed fl'l Pl'.,.."ble attac\.., hm e 

heen ,'0l,,1\ ~ed (H 0\\ ", d ,\nd Le B I"nc 

2002 V leg" aOlel ~ Ire, I ,'\\ 20(2) c"t 

eRl'lle' l'f Pl"'" hi", "tt ,)c\..., tl' a .,) .,-
tem 1,,1\ e been ,dent'hed (HO\\f\.,d ,H,d 

LeBI"nc 2002) 

[10-11 .,tlld,e., I'll ch,tect'll e d"'.,.g,n l'f <'ppioca (,I\e., a catAlog, of flIch,tectlll,,1 pat- Appioc)tll'n de 

t,on and p'l'Pl'.,e", c"t"ll'g of .,eClI11l\ teln~ l'n .,l'ft\\ale "ppioc"t,on la.vel~ Sign and 8,ch,-

p"ttern' b,,'eel l'n the ",ch,tect,".,1 de- ,nel compl'nent<- tect.lle 

'Ol',n l'f 'pploc'l.t 'l'n' 
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18-1) 

18:.J 

186) 

187) 

"UIllIIHH I~es how tile l'vlethod fOI 

Pel fOlllllng DIVel'll) "nri Defell,e-lIl­

Depth -\n til"!' of Reaaol PlOlecllon 

S) ,lell1S El_' descllbed In SERe docu­

IIlellt., 

Jl, lIlech,lIJ1>11l to plecbeh ,peclf) 

01 g,;ulI.t ... l.tlOnal ':!eClIlll\ pattelll'5 fOI 

dat"base till ollgh out the developlnent 

Itfe cycle of the database Th e 

Illethodology uge, <\001\1 ,\llel FOOM 

techlllC)ueg, ,\lId "dd tl"nsfoIIlMtlon 

lules that "lIow the autolll"tIC gellel­

,,\ton of the de'll eel Al t Ihch h."ecl on 

thc ,>pccdlcri PdUCI n' Develop' ,I tool 

c"Jied Seculltl' Modellllg Tool (SI\IT) 

The P.,tleln-it."ed mel hod fOI Seeille 

Developlliellt (PbSD) all11'> at g,"dlllg 

enfolclIlg "nel \ellf\ Ing Ihe COllect "'­

.'ge of ,eCllrttl' p ,ttern, .,nri IIllitZlIlg 

the J..nowledge enc,'p"t1"ted III Ihe'e 

pattern., to genelate ,ec'"e appllc,,­

tlOIlS It lIl"ke, ",e of SI\IT 

ltl\e,II".,le, "ppllcc1Ilon COIllPO'ltIOIl 

g,"deri b\ cOlnpetlllg ob,ectl\e, of pel­

fOII1lrll1Ce .. tne! ..,eCllllh pi opo ... e., .l 

he'" "tiC Illet hod h.,-,eri 011 genet IC .,1-

gOlltllln fOI .,el vice selectloll b",ed 011 

lbel plefelence of pel fOllllallce ,Hid .,e­
Cllllt) 

E,plol e5 5eclIlily pattel n,> fOI c1lffel ent 

pha.,e, of ,oflo"" e Ilfecyde 

Budds "gl,)Jnln,'1 III e,tellded BNF 

fOlm flom Schllm.'cher et .th ,eCllrtl\ 

pattelns to 1 I ,\I I,fol III plolect ,ecolllt, 

l~eed'S to ':leCHtlt\ lecplllelllent"J 

14G 

none 

none 

none 

none 

none ... 1 ':1111 ve) I epOI t of V/UlOlI'S cata­

log> 

IIOlle 

Sv,tenl Secu­

I I h Eng,meel -

D"t"b,,-,e 

de'>lgll ,ecllllt) 

D.,I"h,,'e 

de'>lgn .,ecull t) 

Sel \ Ice 011-

ellted cOlnpllt­

mg 

Soft\h,re devel­

opment itfecy­

de 

Soft\\,'le 

qllllemenl 

eug,tlleeltllg 

le-



[103J CIU os I ( 1 ... L.'3'~:ilht rd 10J) "I S) '31 ( illS C;( ( !l- el"'" .... (rd.-dog- "I pl'd If'lllS (I'SSlh( cl S),lem "'eell-

III) p"llelllS IlltO 8 h pe~ lIt I' 

[1-19J TI cln .... fol illation of OM" O"gll) A. 11- 1l01le, 01111' ,) O1llgle p"ttelll "de,)lt II Ith SoflwAI e .... ecll-

Ihelltlee)tlOll Patlelll IlltO FOlmAI De- IIt\ 

>lgll ,\nd A.llah >IS FI IlmeWOI k 

[105J B,,"~ed 011 Opell GIOllp template fOI PIO\ Ideh a cIlte\log of ~tluctl1lal de~lgn S) ~tem de>lgll 

p"ttelll cI"~,,lies ,ecuIII) deSign pdt- pMtellb fOI ,ecul ed sYhtem~ 

teln, 

[150J Gl\e.., r\ cOlnprLlrl.tl\e '::Itlldy of .... elected No cAtalog, m..,tead plovlde, " A.pphcMIOIl -se-

,>p, h 011) e'htlllg I f'pn"lolle~ whf'1 eu) lIelghteci t,,""IAtIOIl of the pattellb Cllllty 

degLees of fulhllment of s€rlllltv le- h1.'eri on ., 'el of Sec1111h Reqlllle-

q.llremenl, h\ Ihe p,llel n' h ,llId,ed 1l1ent ... 

[mJ Plopo'e' ')n ApPlo,eh of IMrdf'lllll!2, .... ,- none ",,'peel 011-

ped ollellled code hI' lI)tegl ,'tlllg ~ecu- ellled SOftllIII e 

Illy In th,ee way, - Code-Ie\el hald- seCllllt\ h,lId-

enml2, ('ecllrlll)?, code WII h01l1 ch"n)?,e enlng, 

III de"ll,Il) Softll 'Ie Ploce" hudenlll)?, 

(.vlrltng ,eC111lh fe,ltolle' IIlto 'oftw tie 

II Ilhoill c1Mngl ng code) De>lgll-Ievel 

h lIrienlllll, (le-en)?,lIleellll,?, ,0flwMe 10 

IIltell,1 lIe ,ee'"ll) feCI I me' IhAI \\eLe 

.lh'enl .n.I."II\) 

[lOGJ A ('omplehell'-.I\e ""Il\€) of (It,llIhllleri ~ complehen .... 've Cr\t,'-\)OA of 'Ill\e)ed Softw tie .... erll-, 
",tem '>P SP, rla,slhealloll IS ba'led on ::,€"C'u- lIh 

lit) concel n dllnen"o,b [\Va,llI~"kl el 

"I (2009)J ,'Ild quaht) eha.1 .-lctel btH ... '5 

[Laveld,e,e et ;,1 (2006)J 

[100J Give, Il ,eCllle ~oflllale de\elopment none See.1I e develop-

fl (llne\\ 01 h \\ hel e .... eClIllt) pattelll'S .-\1 e ment II fec\ de 

IIlduceci "I deSign .-\nel del elopmenl 

phcl'>f' 
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[lOlJ 

[91J 

[1I8J 

[00J 

(,I\e, " lIleci 'dll "" , foo bl,dglllg tlte 

~ .... \.p heh\eelt elltel pll..,e .... ecllt It) llid 

'oftw,\le ,eCIlI It) h "ed on UI\IL e,ten-

')Ion Hel e ')ecnllt) F\.'~pect') 3.1 e CA.P 

tOIled ,n UI\IL b".,ed ",cilltectllle de­

"gn and ~ub.,..quentl) FOAF" "ppllPd 

to the ''-'P€\ct fOI ,\lMI),,, III the elltel­

pi "e cOllte,t It " OI~ed 

O"CU,-' ,I IIIPtlJOd of ev"lu<ltlllg ItO\\ 

theqlk,lIt) of,ectlllt} ofa~oft\\ale,),­

tem I, effected by "ppll<."t,on ot Sp, 

PI opo~e, I\I"OI,e pattel n, that leple­

,ellh p.enel,d tine 1(' to ""tem tlHt 

,epre'>ent 10\\ le\ el '>eCllfll\ \\ hlch m,,\ 

1I0t be coveled b) Sp, 01 not cO'Nd­

el ed h\ the II,el '-, IInport"nt 

Plopo,e, a Ooc'"nellt Sec. II ,t, L"Il­

p.OI,Ip.e (OSL) to 'eCllle '(I\IL docOl­

ment The enCI' ptlon "nd dIgIt ,I "g­

n ,tllre of , \J\IL docOIment " ,to,ed 

In " OSL dOC.lll1ent <..OIl,,,tll1g of ", 

'cUlOn'> - the he ,dcI kc\ dehlHtloll 

.. dgUlltlllll dehllltlull 'H .. CHllh prlttelll 

d "l,folln.;.tloll de,cllptlon md dl!,lt ,I 

"gll"t," e 

U'>e'> the -\lIthentlc"tor IHtteln fo, oh­

,ect b,,-,ed d"tlliJuted ,,,te," 

Propo'e' " lIleci, "H'm P,oce" fOI 

\Veb Sel VIce Secullt) (P\VSSec) th"t 

\\ould gUide tlte de,eloplllellt of" \VS­

ba.,ed ,ecullt) ,),teln \\hele e,ocl, of 

the de,elopJllellt ,(,'ge " IIltegl.ted 

\\ ,th " COlllplllllent,\I' 5ecuI,t) ,t,'ge 

It ha, thl ee IlIalll ,tage, - lI,k-b",ecl 

,ec," It) englllPel IIlg l),lttel 11-0' lellied 

'ecoll It) ,t[ch,tect'"e ,nd ,t ",d,\ld 

centeled .... eclillt) de"'lgn 
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lIone 

IIOlle 

1I0lle 

none 

No C ,t"log gl\e, ,I I"t of lIe\\ tille Ih 

of \\e" ,el \Ice ba.,ed "ppItC"fJOlb 

SpcOIled Entel-

Seclll It) qual­

It) of ,oft\\ ,\I e 



[1~2) PlOpo,e, , ,er.lI.ti f, "nework fo, SO'>" none SO -\ 'er,",h 

b",ed on o\llthent,c,.t'on )nd "litho-

11",tlon Sp, 

[92) (,I\e, a thlee ph'o>ed dp,elopment Plo- (,I\b ,. I,st of ,eCllrlti -:,el\ Ire-:, the II Sec. II ed I'''obole 

ce.,.~ fOI ,eG.lled mobole g •• d "ppioc .. tlon Impiementlllg ope. ,.tlons ,)nd a m.p- ("Id ,)ppiora 

Pllllnlllg ph '''' riel elopment ph .. 'e pmg of 'ecllrlti req'lIIement, to the 'e t,on 

mel 1\[ lIntpn mre ph "e (,lInt\ ""el\ Ice'" 

[lOO) PI upo .... e ........ t "I)d 1.1 (1I.t ltlon of )'lItOin ,t (,I\el." , I"t cf A-\P, r,tego""erl II1tO B """1 ne ....... .>,.p 

1J1t?, t!ultt I PCfllll eIl1€nt .... In 111 o/g HII.61 p tHe I n cJ ........ P .... pioc~t'on -\"rI.t 

tHin h\ ~I\ 111.,2, • io,t of ,"r1,t I' lttp, n' 

b ... ,eel on ~erll'lt\ des'gn IMttellb 

[15J) /),1111< > I ~(I flllf} Pflll( ~ fi II I( If. /r, nout:> moh,le ,1.\ l. 

de,elop,ng appioc,)t'O'b to ,ecllrel) cod .. 

elownlo ,eI coele from Inte. net .. nel e,e 

elite loc,1I1 The pMte. n can be '"eel 

e.the, on the c1.ent "rle 0' the 'ene, 

",de A J"''' code ,1I11,t,,,t.on "gl\en 

(OJ) -\ methoeloloi?,.l fo, 'erll' mg ",tpm rle none Ser,"ed ",tem 

':J1,e.n \\ hel P ... el 11I1t\ " "'CO' po, .ted >1t de>lgll 

e 'eh .... t l~,f' \\ Ith H,"n H1 Compllte. [n 

te, r.re Ser'lrItl pltteflh 
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[HO] 

[0!1J 

c/",,"ltiCdtlOlI Each C"IlIPlbIOIl dIvIde" 

<:). cOliceptll(ll1v contrnuou., '5p ... 1.ce II1tO 

lIIultlJ)le ,eglOll'; of d,l.%llic,ltlOn FOI 

ec1.c..h t cg,lon p,)t·t.el n~ rlJ e d.''''''lhe(\ hv 

w"ethel 01 not the\ pl.i\ .i Ille illlllg­

ful lole 01 h.we ,.illle III tlldt le­

gIOn t-.lultlple 01 thogolMI dllllell>lOIl> 

." e COlllbllled to fOlm ,m ll-dllllf>n'lOllnl 

.... p(lce P ... l.tteln .... O(,CIIP) legion .... within 

t hit "p,tee ,"Id c.in he fOllnd hI' ,e,\I ch­

II1g and Il.Wlgfltlllg amollg tile regloll> 

0111 method h"dd, on the Ide,", of Pel­

,onnl Con,tlllct Theo'o til>t de>cllberi 

hI Georg,e hel" In j%!1 In Pel>on,t1 

C Olbtlllct TlleolO' cOllceptll.,1 dlll1ell­

"lUllS <II e bl-pul,lI .IIH\ dehned ,1" (l l.un­

tlllllunl het\\eell t\\O oppo"te pole> 

U~e~ A.pphcntlon-Based OOll1a11l t-.lod­

ellllg (~DOt-.I) fOl \,,"d'itll1g SP '!'ed 

III ~ecllle >on\\nle developlllent AOt-.1 

Language la.yet -

lIIetdmoclel~ .Hld 5pecllic"tlun5, Do­

malll la)el - Buddll1g element", of 

the riom,,,n ,HId the lel"lIon, fllllOllg,t 

theln apphCdtlon Id) el 

Foc",e, 011 development of ,1 'ec,,"tl 

flallle\\OII< fOl CREOlA. ploJect (Gild 

EII"bled To R Iell t-.ledk' Content) Tile 

IlMIIl ol}lect(\e of GREDI~ I' to de­

velop \ pl,\t£OII11 th \t wOllld II1teg",\te 

new .\I1d e'l,tlllg mlddlew."e to ,,,p­

pOI t ~eCtll e b">lIle.,.~ "ppIIC.ltIOIl> 
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<.,.on cllh .\\10 ..... '" .i. contlll110"'-. Conrerl1 

~p.1CE' gIvIng Inllltlple legloll~ 

IIOlle 

nOlle 

Secllled Con­

cept Gild 

Secllie ~oft\\'"e 

1"le, 

Serureri Gnd 

Oevelopnlent 



[107! Reple,ent' ,tlllctll,,1 \nel hehA."o,,1 ("VI q ,"" II d 1",11< ,,11011 "I '-,1',1,,,,,,1 SI'tem 'eclI-

[102! 

[~8! 

Infol mMlol) of ~ecllflt) p"ttel I)~ lI~lng on the (",mnM et "I.., el',\1 "ctell~tlc~ - lit) 

U~IL notation It mocllhe'o the De,'g,n (,e"tloIMI Stlllcf,",,1 Behllvlol,,1 and 

pA.ttel n tpmplA.te I" (, linn", et I'll 

II Ith new element' to rI ,-",f\ SP, The 

nell" 'Iltloch,cerl elemenh IIltO the de­

"gll pMtell) templMe III e - Beh,wlol 

Con'tl'lIlh con,eqllence' lelA.tec\ SP, 

,nd "'PPolted pllnclple' ~h/..e, "'e 

of the (heckPolllt SP to 1II'J'tr,'te the 

Plopo..,pd U~rL h""'cileple'oentlltlon 

DI,cll'He' two ,ntlp,tteln' II) 'ppllC 1-

tlon seclIllty - Pelllnetel ,eclIllt) II Ith 

out plOpel leqtlllemf'nt ,\Imlj>ls COI)­

'eqllence, of Illc/.. of d ,t, 'en"t 1\ It) 

,cl ... ,,,hlatlull dlld till eat allal) '" 

none 

P,e,enh , method of Hltonmterl \'PI- none 

IhCA.flOn of SP COIl1I)O>ltIOI1 I>, model 

checking techniques 1(1)l),11i) dehne 

the belHlvlolal fl.spect of 'oecllllt) p"t­

tern, 111 CCS throll1l.h thell ,eel',ence 

ell *' '\m' We .,1'0 pi 0' e the hlth- f.JlI­

ne':.>.~ of the tlo(llhfollllr).tlOn flom .. ). ~e· 

'I"encF' dlA.gl"m to It- CC~ leple,ent,,­

tlon 

C,lve' .\ h,el 'rein of p"ttern, for ,eclI- Agency l~ uard 
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Embassy (specializatIOn) 

PI ox)' (specIalizatIon) 

Sandbox (type) 

- CheckpOlllt(h pe) 

Agent Authenticator (type) 

Se"lon (hpe) Cnpto I,e\ (.enel­

l'lflon (type) (1\ pto h.e) E>.clldnge 

(tj pe) 

Acces" Contlollel (type) 

S\ ,tem "ecli 

lit, 

Softw II e 'eclI­

Ilty 

-\gent 

~\ ",ten) 



{lllJ 

{1l2} 

{lUI 

{lOS} 

{\)G} 

pi opo,es ,evell pattelns fOI appIIC,)tIOIl 

r.,eClllttv 

plopo,e, 20 SPs dlVldedlllto ,tl Hctm,,1 

,'lid pi ocedul "I p"tteills 

C.ves " set of SP" to g.ve ,eculltv en­

hanced ..,end I 11,,,1 "' the f01l1l of QnMoi 

(.Ive< " II'I of 14 .sp" d""lhed fie· 

cOldlng to tlte Clu" model ,.ppllc"tlon 

cUlIle,,1 Tlilci ",>"tt. Cld""hcdtl0l1 lI.uclel 

"nr! the STRJDE model 

Dehlle":! t\\O type.., ot cL':lpech tUI .,e­

e," ,II • (,ene"c ,\.'peet I,ke ,m ,III,ch 

p"ttell1 \I IlIclt " pl"tfolll' Independent 

,wei" {'onte,l-speeIilL p ,tte." \I ilKh " 

.-UI IIbtantla.tlOn of genetiC d.'~pect ':Ie­

cou.t\ t.e,ted model of the ,,\,t"\11 " 

(.U.llpo'(.ll ",tl, cul,tc"t • ..,pc(.Ihc dtt,Ick 

,.speel.., to gl\ e the ,eCIII It\ -t1e,.tecl 

Inl~t"e model Th" IHodel I~ ,\lMI,6ecl 

10 ell""e lile.1 lire gl\en ,)tt lek J' nlll· 

Ig"teci 

152 

SllIgle Ac.cess POlllt: PI oVldlng a ,e· 

('HI .tv module And ,\ \VA\ to lol/, mto the 

<..,\<..,fem 

Chec.k Po lilt Olg""16Ing seculltv 

chec(..~ and tilell I epel Ct""on.., 

Roles' Oigall161ng u,el' \\ Itll sIIHlIa. 

<"eClllltv pi 1\ liege ... 

Se:;,sloII. Locail611'g 1\101.,.1 lI,follOO,'­

tlon III il IJlllltJ-u::..el e11\1l0111J1ellt 

Full view with ell-Ol s Plm Ide" 

filII view to lI"'etr., ",howlIlg e'\.ceptlon ... 

\\ hen needed 

LllIlIted vlew_ <.\.lIo\\llIg u,el> to ollh 

.... ee what the" ha\e ..-tete., .... to 

Seclll ed Access Layel Integl,\tmg 

appli{"i\tlon .... ec"lltv with low le\el <.,e­

CUI It) 

CI\'b " catalog of 26 SPs 101 \leb ap­

plicatIOn development 

foOlll dfl''5lhcfltlon of the 14 SP pM­

tel n~ I "ted 

none 

Appilcatloll ..,e· 

CUt ltv 

Weh ,'ppllc,,­

tlOn '::IeclIfltv 

QII""I "ecullty 

SeCllllt) 

lellb 

pat-

u,,'pect On­

ented '\pplrc<)­

tlOli DeSign 



[a7J Con"del'> SP'> ." de,,?,n pMtell" none De"gn po\!-

E,",11",\te~ 22 of SChllm,\chel S !:>p~ fOI tel n~ 

le"nmg p'" po~e 

[155J .. ). model-d 11\ en tl FlIl",fOl rnatlon fl fune- none S)stem ..,eclI-

\\Vl k tl",t gene, Ate~ secll"t) conhgUl A- Iity 

tlOn'> o"t of "nnot .ted h",lIle" proce",> 

model'> 
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Appendix D 

WP and we Enumeration 

\ VOl kftow P "U.el ns 

WPI : WP2 : WP3 : 

Name: Sequence Name: Pamllel spltt Name: synch l'OlttZattOII 

perspectIve: COlLI I o! fl01ll perspective: Coni w! fl01ll perspective: Cont/OI flow 

V,lldf.l: ('1 V,ndl . .z.,: C2 V"'(/t.L: CS 

WP4 : WP5 : WP6 : 

Name: Muit.-cho,,-e Name: Sh-uclu1'f~d SY1lchm- Name: St,"nctlLled DLscrUlltnntor 

perspectIve: COILIIO! /totJ) lHZ!ng Merge pel spective: ContlO! /to," 

V'lldf"r: C6 perspective: COILII()I fl(l/ll \'lIIdf'T: C!J 

\I,,,d~'T : C7 
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WP7 : 

Name: Ar/"t,anl Cllde 

perspective: Control/low 

WP 10 : 

Nall1e: Tns/. To Data 

perspec.tlve: Data 

\f,Ud".T: DS 

WP 13 : 

Name: D,,'ect AUoc 

perspective: Re'07J7'Ce 

\fwd(..[.. Rl 

WC 1 : 

Perspective: C9"tlOl /low 
~ .. 

Concern: imi7al,zai7n1l 

WP8 : wp 9 : 

Name: M7Ili7ple hHt(l1lCP Name: Tn.k Dnta 

WLthout 8Yllch,on,zatwlI 

perspective: Control/low 

WP 11 : 

perspective: Data 

II,,,d.',.: Dl 

WP 12 : 

Nallle: Task P''ecOlld,/,Oll Nallle: Tas/. PI'ecolldtf,01l Dolo \falue 

Dala Ex,slallce 

perspective: D(t/a 

WP 14 : 

Name: D"t"butwn by Offer-

8111qle Rp.m/l-cp 

perspective: Re,07lrce 

V,ILdr:Lo R12 

\ V()lldluw CUIILLlII'3 

WC 2 : 

Pel'spective: Control/low 

Concern: F1Ilalrzoi7071 

perspectIVe: Dala 

WC3 : 

Perspective: Contro//loIL, Data 

Concel'n: 8'11lchrnmzalul7> 

DescriptIOn' Rplale< In Ihe Description: Rplale. 10 Description: Relale. 10 tiJP me«nq, 

7"7fJ(Ji1zoi7nl1/]J1 e·rOllri7f1011 the fina/zzet/107l of ,tate 111q <,'hpme alllollq.1 '71millo1lpa7l' cr-

of a 10 •• 1. befm'e ,I's acl wa- 1)(/1'U/bles/}Jo~I-C01ld"ZOll of a eeltl,on of 1I1lLlt,ple lasks / 71ltl/t'ple Z1/-

tzon/eTPC'1.lholl la,/: .Iallce. of Ihe ,allle la./: 
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WC4 : 

Perspective: Control flow 

Concel'n: ETec1If1rl7l orrle1' 

WC5 : 

Pel'spective: Cont101 flow 

Concel'n: Itemt101l 

Description: Rplate< to the Description: Relate< to ,te1'-

hook7Jw1'kmq a1'Cimn7Jq of rd71Je eTpC7Lf1oll of a <et of tasA < 

state of a ta <A etc 1'~'l1l1/,pd 111 

b,'ollcherl eTec1lhon 

WC7 : 

Perspective: Cantml flo'" 

Data 

WC8 : 

Perspective: Contlol flow 

Data 

Concern: IlltemchrJll 

Description: Relate. to the Description: Relatp. to the 

WC6 : 

Pel'spective: Contml flow 

Concern: Dec1<107J 

Description: Relate< to conrlztz01lOl 

eTeC1it7071 of a .et of tasA. 

WC9 : 

Perspective: Contml flow Data 

Concel n: Tmllsfe1' 

Description: RI'/ate< to the wa'i 

111 IIJh,ch data element< ar'e actna/hl 

access!lnltty of datr! elements maWle1' of c01ltmUlI!catwn of han,fu1'ed betlheen wOlkflotU campo-

Zll a workflow data mllongst aetwe elements nents 

of wo, kflolU 

WC 10 : 

Perspective: Data 

Concern: Routmg 

WC 11 : 

Perspective: Contlol flow, 

Data, Resow'ce 

Description: Relate. to the Concern: CI'eatu", 

nwn/le,' 1/1 WlllCh riMa elp- Description: Relatp. to /lIll-

1tah071t; on the 171anner 1.11 

twn of othe,' lJe7'spectwe of the whtch a wark ,tern may be ex-

UJo' kjioUi f!C'lIted The7j <;erve to re"tf7ct 

the 1(mqe of ,"e'01I1'Ce. tlud can 

undertake work 7te1n~ tlwt cor-

l"espOlld to the tMk They 

al<o wjl1lplIce thp 1/1fI]11)Jllq of 

{J 1/l0rJ.~ 1te'm 1111th C(J111petent 7~e-

sources 
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VVC 12 : 

Perspective: Reso/l1'ce 

Concern: Push alioeat!oll 

Description: Relate< to the 7JWlIlIe1' 

711 71J/1.Ich new17; created 7/Jo,.k 7tenH (lfP 

allocaterl to 1'e<o1l1'ce< 1"1 the 1II01'Aimll 

ellgwe 



WC 13 : WC 14 WC 15 : 

Perspective Re<ol/lce Perspective: Rp<ol/lce Perspective: Rp<01lrce 

Co lice, II: \lls,b,ILfy Concerll' Pull aliocat!o1I Concern: Detom' 

Descriptioll: Rel(ttes 10 Ihe Descriptioll: Re/ales 10 Ihe Description: Re/ales 10 Ihe Jriml1le,' 

(lccess,iHI,ty oj all wo,.!. ,tew to m(tnne,' tTl wh,ch newly c,'eated '" w/Hch the Tesou"ce eCLeeuttn9 (, wo,'!.-

vm'!Ous "esou'ces wo,.k ,tem.s al'e adve,'t,sed to ,tem TrIa,! be clw;1ged dW-!1I9 exec/dlon 

WC 16 : 

Pel'spectlve: Re<01lrce 

Concerll, Alita <tart 

Descrtption: Relate< to the 

l'esource" He,'e the CO"IT",t-

wcnt Jm' eTecutwn oj the W01" 

1tf'??} corneCi 11'01'11 the re<;07JrCP 

mthp,' tholl he11lq oilocoted /"1 

WC 17 : 

Perspective: Re<rJ1irce 

Conceln: M1I1171Jle e1 erlll7()11 

of 'work lfe111Cj In! (I re<;OlJ1"'Ce 

HI (11 me, tTl wh,eh (111 !TIstonce Descriptlon: Relntes to 0 

of a work 7fern 111rJ'1j <;tart (J7Ito~ ?n0117) to 111{Jn7) ror-re<;prJ1u/el1f'f' 

mot;cri/hJ It dNd< 1I17th the role hetween re<()1Ircp< and w01-k 

the e3ecuttTI9 leSOUl'Ce 1Ieeds to Items 

play whe1l 0 UJo,'k Item auto 

starts ItselJ • 
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Appendix E 

SP and TE Enumeration 

SP ellIJlllelMlO1l 

SP 1 : SP 2 : SP 3 : 

NAME: AUTHENTIC4- NAME: 4UTHORIZER NAME: CHECKPOINT (CP) 

TOR(4TH) (4TR) TASK: I" .. t,t fI j10'l IIUt}, l'fI/f.,/fJfIl/J 

TASK: Acrept alld 7}pnPJ rle- TASK: Grant 7'rn"ipqe tn 715er fllld/or 5tr,fP11ljn L1l fI 57/5tp1Il1l7u/e1- e7-

delltwi~ on n~$01J,rce ec'UtLon SP b may be IIpplted 011 th,s 

EXHIBIT: Result vj uert}l.ca- EXHIBIT: Use1 9(1lH~ access flag tn the jlltu1e 

tt011 to 'resource EXHIBIT: 4 lIeUJ seru,I'pd tJprSI,Oa of 

the system tS (tch,el'ed 
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SP 4 : SP 5 : SP 6 : 

NAME: DEFENSE iN NAME: USER DEFiNED NAME: ROLLBACi,(RB) 

DEPTH (DiD) E\CEPTJON (UDE) TASK: Restore system to state before 

TASK: h,.sel't seeur'ty cheek TASK: Elleapsnlate ,,/~afe « chcckpowt flag 

at each laye7' of the a1JP/tca- l'UlIt!1ne e:Lceptwns with CLSel' EXHIBIT: P,e1J!OCLS UJol'kmg uel'swn 

tWll SPs 1 alld 2 are a1Jplted defilled (Iel',dl("" tiwl "",fe of the system 

here by des 'g71 

EXHIBIT: 4ecess to 71e'IJ EXHIBIT: C0171ma71d to «sel' 

SP 7 : 

NAME: PROOF(PF) 

TASK: JlI<hf'f the rah071abhj 

lPQ(J1-d111q ereeptloll h(l1ldllllq 

07 eTcepi10n hnndl1nq r07l,f7ne 

SP 8 : 

NAME: SE-

CURKPREFORi«SPF) 

of of 017 oi>7ect to be wh071al- TASK: Ren'eate pool of p,'e-

!Zed "a_<ed 071 <017le /Ja<e thea. faded p1Oce« 1/1 the pool 

l'em EXHIBIT: New pool of 1"'0-

EXHIBIT: Ne7IJ h'fPothe,,< reH 

fOi the oi>7eci to be rah071fJbzpd 

SP 10 : 

NAME: SVNCHRONIZ4-

TIOtV(SVN) 

SP 11 : 

NAME: GARB4GE COL· 

LECTiON(GC) 

SP 9 : 

NAME: EST4B-

LlSH-CONNECTiON(ECON) 

TASK. C7'POte dedlrated e/1d.to·e71d 

Chfll1llel between C0171171:1L111Cni71lq prl1·· 

tte; 

EXHIBIT: E<tabb<h t7ll177ei thro7lQh 

winch tltf' two pari1e., con C011l11l'l1111· 

cate 

SP 12 : 

NAME: DVN4MIC MEMORV 4L­

LOCATOR(DMA) 

TASK: ::ichedule 01' ]lrotocol TASK: De allocate e3;Pt7'ed ob· TASK: 4110cate me7ll0ry to object ref-

fOI a global 1 esoU7 ce 

EXHIBIT: Multtple 

conflIct Icsoived 

jects / p,oce;ses (l7Id 7'esolve 

use,. dallglwg 1-efc7ences 

EXHIBIT: Freed appbC(J/l071 

bllffp7 
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e7ence from buffer 

EXHIBIT: Access to c7eated I"Unttlne 

ob7ect 



SP 13 : SP 14 : SP 15 : 

NAME: NORMALIZ4- NAME: REFRESH(RFR) NAME: INDUCTION(IND) 

TION(NRM) TASK: Reload b1,ffer 1/1tth TASK: Inrillrp Oblect. b"'ed on eT7.t-

TASK: Renl.o'lJP 7Pr/7171rinnc1/ 71f''l1J rontf'llt/ Recrentp. r'7111t71llP. 

of ntt'~/17de. nnri ,-e.olve rip- O/'lect. "fieT 17fet7lne P1 P'T'IJ 

penrlenc'l het7l,een oh7ert. 

EXHIBIT: Nomwl form of 

obJect. 'mth enforcpri 111tpQT7hj 

SP 16 : 

NAME: LOGIC(LG) 

TASK: Fonnnbze lJ7-ore« rie­

,cT7phon 

EXHIBIT: Code / Pseu-

docode 

\ve EnUllleJf,tlon 

EXHIBIT: Newl'l c,'enteri 

obJects "pdoted b"ffeT content 

Identity(ID): UnIque Identlfiel of ,\ le~oulce 

111q oblect. (L11ri riepenrienc'e' 

EXHIBIT: C071lpletp7Ie" "ch,everi 

Access Policy(AP): POIKY definll1g u,el-le,OULce "cee" detAo!, 111 ,\ Gontext 

Retention(RT): Plopelty of holdon!l; state Infollllatlon 

AlIthol'ity(ATH): Powel of execlltlon 01 po .... "e .... ""on of le"OllrCe 

Anthentlcity(ATC): Propel ty of g,enulIlene% 01 leg,ltllnncv 

Melllory bllffel slze(MBS) S,ze of buffel a\dllable 

Integl'ity(INT): Relonblloty of n re.,Olllce 

Confldentiality(CON) Propelt) of (Io"cretlon or P"\'lCY 

Privilege(PRV): F,eedolll or OppOI tllnlh of ""e 

Formality(FRM): P, opel ty of havIng, a genellc plocedure 01 Iule of e,eclltlon 

Completeness(COM): Property of tot,.lot) or clo"ene" 

Conflrmlty(CNF): Propel tv of beong, hllh"t".ntlnted wIth proof or beloeve 

Consistency(CNS):Plopertv of 11<\\ mil. ""nll.,, beh", 101 O\el n pellod of tllne 

Persistence(PRS): Plopelt\ of holdIng .,tMe Info pellll,onentl) 

Uniqlleness(UNQ): P,ope,ty of hl'lvlng, ~lng,le lepr%entatlon 
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Appendix F 

Patterns borrowed from Van 

Der Aalst's repository 

F.l Pattern name - Sequence 

• Description - 1\ task III " pi oce"-, In enabled "fter the completion of a prececilng task In the same 

proce" 

• Synonyms - Seqllentl",1 IOlItlng ,erial IOlItlllg 

• Examples-

- 1\ lecelpt I~ pllllted "ftel the tl alll ticket I~ I:,.,ued 

• MotlvatlOn- The Sequence patteln sene, ,\., the fundament,,1 hUlldlllg block fOl plOcesses It" 

lI~ed to COll,tlllct ,,'elle, of COll~clltl\e td.,b which e,ecllte III tllln one "ftel the othel Two 

tasks fOlm palt of a Sequence If thele I~" contlOl-flo\\ edge flom one of them to the ne,t which 

hil.' no gllMd, or condltlolb ,.""ocl",ted With It 

• Context - There" one conte,t conciltlon "'''ocl",teci With th" p",ttern an lIl,tallce of the Seqllence 

pattel n C,'llnot be ~tarted Agalll until It has completed e,eclltIOn of the plececilng tillead of conti 01 

(I e ~11 pl",ce' "lch il.' pI In the Seqllence m,,,t he ''''fe 
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Flgme F 1 Sequence Pa.ttell1 

Pattern nan1e - Exclusive Choice 

• DeSCllptlOn - The d,ve,gellce of a b"lilch IlitO t\\O 01 IliOie l"c'lIc1le~ Whell the II1COllIIllg blallch 

I' en"hlecl the thre",l of COlitlo! " IIlllllechcttely p c"ecl to plecI'eh olle of the out~OIll~ hr,tnche~ 

h,,-~ed 011 the olltcome of .t 10~lcctl e,pl e"'OIl .,-"ocIi',ted with the hi 'Ilch 

• Synonyms - XOR-,pht excl,,,,ve OR-'pht COllchtlond rOllt"'~ "",tch dec",oll c.,-'e ,tatement 

• Examples-

A.ftel the levlew electIOn activity I~ cOlliplete elthel the declme le~'''t, 01 the lecollnt vote, 

actlvltv l'l lIndert.\hen 

• Motlvation- The E,clll"ve Choice p,tHel1l .lllow~ the tllleNl of conti 01 to he dllectecl to" 'pecIc 

"etlvlty depend Ill?, on the outcome of "plecedlll?, "clivltv tlK ""lllCs 01 dUIIl-lits 01 SIKClhc d"t" 

eleillent~ III the \\01 ko\\ 01 the le",lt~ of ,. 'hel decl"oII The 10lltllig decl~lon I~ nMde d) nanllcallv 

all ow Ill?, It to he deferred to the I,tte,t po",hle lllOlllent .tt ",ntllne 

• Context-

The hel1<\vlo", of the E,clo",,,e ChOICe p .. tteln I' IIIII,trclted I" the ePN model III FI?,IIre F 2 

Dependllig on the le~lIlt, of the cond e'p,e"."on the th,e,.d of cOlitlO1 I~ elthel 10llted to ,.etlvlty B 

01 C Thele dre t\\O cOllte,t cond,t,o,}> ,,-,'>ocl,,ted with till, p,.tte", (1) the InfOlillatloll leqlliled 

to c"lelll"te the 10?,lcal conchtlon' on e .. ch of the Ollt?,OIll?, hr,Uldle~ mll,t be "v,1II .. I,le ctt runtllne .. t 

the POlilt .,t which the chOice con,truct I' le.,ched III the p,oce" .,nd (2) the COlichtlOn ,,-,,oclilteci 

with pi eChely one OlitgOlll!!. 1" ,,,,el, of the e,cllI~lve chOice constilict Illll,t evaluate to title 

FIgure F 2 Exclu~lve ChOIce Pdttelll 
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Pattern name - Parallel split 

• DescriptIon - The (IIvel!l,enre of" hI "nch II1tO t\\O 01 more p \I lliel br"nche' e ,ch of whIch ehecllte 

concurrent h 

• Synonyms - -\ND-'pilt P'" ,lIel rOlltln@, ptr"lIel,>pllt fOI),. 

• Examples-

\Vhen 'n IIlt",,'on "I,HIII I'> recel\eel t"AAel the de'p"trh p,trol lCtl\ It\ ,nd the IIlfOlln 

pollee> ,etl\ It\ II1lmeell \teh 

Once the C\l~tolliel h"., IMld for the goods I:'Mle" receIpt and PFlC),. thelll fOI de"IMtch 

• Motlvatlon- The P \I "lIel Split p"ttern ,llIow, t '1Il@,le tl"e ,eI of e,ecllllon to he ,pllt IIlte. t\\O 

or mOle b",nche:, \\llIch can e,ecllte actlvltle., concllllently The.,,, blanche., II1<\V 01 m,l\ not be 

re-.,) ncillonl~eel FIt .,ome fllftlle tllne 

• Context - FI@,llIe F 3 11I,,,tl \te' the IInplement"tlon of the P ""IIel Split -\fter ,ICtl\ It\ A h,' 

rOlllplete>d two dl.,tll1Ct tl"evl., of e,eclltlon \Ie mlll"ted "nd \etl\ Itle'> B "nd C C'" proceed 

cnncllrrentlv 

Fl!?,me F 3 Pdlrdlel SplIt Pattell1 

F.2 Pattern name - Structured Loop 

• Descllptlon - The Flhlllt\ to e,eclIt" an ,'CtlVlty 01 ,>ub-plOCe.,., lepe"tedl\ The loop IH.s elthel FI 

ple-te.,t 01 po,t-te,t cond,t,on a,soclMed \\ Ith It tlle,t 1'0 elthel ev"llIated "t the begll1nmg 01 end 

of the I.)op to detellllllJ'" \\ hethel It .,hollid rOlltllllle The 100plIlg .,tlllctllle h,1.., ,\ '>11l!?,le plltl3 Fllld 

e"t POll1t 

• Synonyms-

• Examples-

\VllIle thp llMchllle ,tIll h,1.' fllel,em WlIllg contllll/e Illth tIle prodllctlOIl plOce'" 

Contllllle p,oce'"n6 photo@,r"ph,> flom the lin IInt1l "II of them h"e heen printed 

Repeat the ,elert pl,nel 'Ct"lt\ IInt1l th" entlle te,'1II 11'1_' heen ,elected 
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• Mot.vatlOn- There '" e two genel al fOIll" of till' p,\tlel n ti,e \\ 1"le loop wl"ch eqllate, to the 

ci,,-,-,"c while do ple-te,t loop con,trllct lI,ed III PJO!',I,u"mlll!', 1,'"!',11"!',€-' "nd the repe,\t loop 1\ Illeh 

eqllate~ to the lepeat IIntli po,t-te,t loop con,t,uct 

The while loop allow, fOl the I epeated ~eqllentlal e,eclltlon of " ,peclned "ctlvlt) o. ",LIb-PI vce" 

~eJO 01 InOle tllne~ plovlchng a nomInated conchtlOn ev,\llIate, to tllle The ple-te~t conchtlon h 

evalu,\ted befote the t~t Itelatlon of the loop ,)1)(1 l~ le-ev,.luated befOle e .. ch ,uh"equent ltelallon 

Once the ple-t€-,t condItIon ev,lhl,\te, to f"l,e the thrertel of cOlltlol p,,-,'e' to the actIvIty Imme­

dIately followlIlg the loop The while loop ,tlllctme en~ule~ that e,\ch of the ,\ctlvltle~ elllbodled 

wltilln It ,ue e,ecllted the S,\llle mllnbel of tlln€-~ 

The repe,\t loop .. II ow, fOI the e,eclltlon of "n lCtlVlty or ",b-proce" one or more tllne' cont 111 11 Ill!', 

wIth e>-eclltlon lIntli a nOl11llMted conciltlOJ1 e,,,I,,,,te, to tl lie The po't-te't COJ1ciJtlon " ev"llI,.ted 

after the "t Itel"tlOn of the loop "nd " le-eV,\llI"ted "ftel e,\ch ,,""eqllent Itel"tlon Once the 

po,t-te,t COJ1CiltlOn evalll,\te, to tIlle, the tl" ead of contI 01 p,,,,e~ to the actIvIt) lll1lnedlatel) 

follo"'lIl!', the loop The lepe"t loop ,tl lIctllle en.,"le., th"t e"ch of the actlvltle, embodIed "'Ithlll 

It Me e>-ecllted the ,Iune nllmbe! of t"n€-., 

• Context - Jl,~ I1lchcated i,bove thele ale two val I "nt., of tht> p,\tteln the \\hlle loop lllu~tlated 

111 FlgUle F -I and the lepeat loop ~howlI III Flgllle F 5 III both ca.se" actIvIt, B h e,ecuted 

lepeatedl) 

FIgure F 4 Structured Loop (while) Pattern 

FIgme F 5 StlUctured Loop (repeclt) Pattern 
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