List of Figures

Fig.1 General Architecture of DDoS attacks

Fig.2 A simple anti-DDoS framework

Fig.3 Finding k elements that are nearest to the test element

Fig.4 General model for detecting precursor of DDoS attacks

Fig.5 Stacked generalization

Fig.6 Decision profilé for a given instance x

Fig.7 Proposed anti-DDoS framework

Fig.8 Overall classification accuracy using multi instance UCI Benchmark dataset
Fig.9 Overall classification accuracy using NSL KDD ‘99 Benchmark dataset

Fig10: Classification accuracy of Naive Bayes for different Benchmark dataset

Figl1: Classification accuracy of C4.5 using C4.5 for different Benchmark dataset
Figl2: Classification accuracy of Decision Table for different Benchmark dataset
Fig13: Classification accuracy of Adaboost using Naive Bayes for different Benchmark dataset
Fig14: Classification accuracy of Adaboost using C4.5 for different Benchmark dataset

Figl4: Classification accuracy of Adaboost using Decsion Table for different Benchmark dataset



Contents: Page no

Chapter 1
INtrOQUCHION ....nie e e e e e e e e 12
) N« WO PP PPN 14
L2 MOtIVAtION ovuiviiiiniiiiit i e P 14
R0 11 N o) ] ¢ o 11! ¢ L PPN 14
1.4 Organization of the Report ...............coooiiiiiiiiiii 15
Chapter 2
Background»Details ....................................................................................... 16
2.1 Network traffic parameters. ... ....o.vuieceerre et et e e s e cee e e e eaenae 16
2.2 DDoS attack architeCture. ... ... ...oiieiiiiiiiiii e e 17
2.3 Anti-DDOS framewWork. .........ooiiiii e 19
2.4 Methods for early detection of DDoS§ attack................ e et 20
2.5 Features Selection for detecting DIDOS ...ooviviiiiiiiiiii sttt eaee 21
Chapter 3 _
Related Study.......cooeniiniii 23
3.1 KNN CIasSIfler. .. ..vvvovereeurreneeiusienieeeeeeannes et e et 23
3.2 Naive Bayes Classifier..................ooveereeieerieiaeeiei et e 26
3.3 C4A.5 Algorithm. ..o e 27
3.4 Decision Table Algorithm ...........cccoveiiiiiiiiii e 28
3.5 Ensemble methods. ... 29
351 Introduction............cooooiiii et 29
"3.5.2 Reasons for using ensemble based System..............cooviiiiviniiiiiiiinnnn., .30

10



3.5.3 Component of ensemble..........coovvveiiiiiiiii 31

3.5.4 Commonly used ensemble learning classifier.....................ooo 31
3541 Baging. .. cuuieieiii it et 31
3.5.4.2 BOOSHIE. ... oueuectiiiitee e et et e e e 32
3.5.4.3 AdabOoOoSt.......ienieii e 32
3.5.4.4 Stacked Generalization...........ooeviiiiriiiii e 33
3.5.4.5 Mixture Of EXPerts..........couiiimiiiiiiiiiiiiii e 34

Chaptgr 4
WORK DONE... ..ottt ettt et e s eaeae s 35
4.1 Developed model Anti-DDoS Framework.........ccoviiiviiiiiiiiiiiiiiinc e e, 35
4.2 Implementation of KINN Classifier........ccovuviueeniiineriiiiviiie e veeae e ee e 36
4.._2.1 Experimént N A o T PO 36
422 Dataset USEd......coveuiiiiiiiitiiiir e et e e et aaas 36
B23RESUE. ... e 36
4.2.4 DISCUSSION. ..« euetineeiite et et ettt e e et e ee e et e et raees et eeesentanennas 38
4.2.3 Experiment of Other Classifier........ocoouviiiniiiii e 39
4.3.1 EXperiment SEL UP.......vueuiiiiniiit ittt ;39
T B - A - F S 39
A33ReESUl et 39
 4.3.4 DiSCUSSION....uuueeeiiiiteee e e eeeeee e 42

11



Chapter 5

CONCLUSION AND FUTURE WORK ... ouiniitte et et ee e e et e e e e e aee s eanans 43
5.1 Conclusion........... e e et e e e et eeeen et e te e et aan e ant et aaan 43
I 10 (SR ) o SR 44
RE R R EN CE S . .. ittt e et e et e ettt e aa st s e ae s e e aatstaneeaataeaaneenes 45

12



