
TABLE OF CONTENTS 

Chapter 1 

1. Introduction 
1.1 What is an outlier? 

1.2 How to detect outliers? 

1.3 How is it useful? 

1.4 Applications of outlier detection techniques 

1.5 The problem of anomaly detection 

1.6 Significance of outlier detection in anomaly detection 

1. 7 Existing approaches 

1.8 Motivation 

1.9 Aim of the work 

1.10 Objectives 

1.11 Organization of the report 

Chapter 2 

2. Basics of outliers and network anomaly 
2.1 Anomaly definition 

2.2 Anomaly detection 

2.3 Different aspects of anomaly detection 

2.3.1 

2.3.2 

2.3.3 

Nature of input data 

Types of anomalies 

Data labels 

2.4 Output of ano~ detection 

2.4.1 ~ 

2.4.2 Labels 

2.5 Anomaly detection in anomaly based NIDS 

2.6 Discussion 

PAGE 

2 
3 

3 

4 

4 

5 

5 

6 

6 

7 

7 

8 

10 
10 

11 

11 

11 

12 

12 

13 

13 

14 

14 

16 



Chapter 3 

3. Related Works 

3.1 Clustering-based Outlier Detection 

3 .1.1. Distance based Approach 

3 .1.2. Density based Approach 

3.1.3. Grid based Approach 

3.1.4. Discussion 

3.2 Score Based Outlier Detection 

3 .2.1. Distance based Anomaly score 

3.2.2. Density based Anomaly score 

3.2.3. Reference based Anomaly score 

3.2.3. Discussion 

Chapter 4 

4. Proposed grid density based outlier detection technique 

4.1 Proposed grid density based outlier detection technique 

4.2 Basic steps ofthe algorithm 

4.3 Pseudo code of the algorithm 

4.4 Complexity analysis 

4.5 Experimental evaluation 

4.5 .1 Environment used as test bed 

4.5.2 Programming language used 

4.5 .3 Dataset used 

4.5.4 Result 

4.6 Discussion 

18 

18 

19 

22 

25 

25 

27 

27 

28 

29 

30 

32 

33 

36 

37 

38 

39 

39 

39 

39 

40 

41 



Chapter 5 

5. Reference-based outlier detection 

5.1 Reference-based outlier detection technique 

5.2 Basic steps ofthe algorithm 

5.3 Pseudo code ofthe algorithm 

5.4.Complexity analysis 

5.5 Experimental evaluation 

5.5.1 Environment used as test bed 

5.5.2 Programming language used 

5.5.3 Dataset used 

5.5.4 Result 

5.6 Discussion 

Chapter 6 

6.1 Conclusion 

6.2 Future scope of work 

References 

43 

44 

46 

47 

48 

49 

49 

49 

49 

49 

51 

53 

53 

57 


