ABSTRACT

SQL injection or SQL insertion attack is a code injection technique that exploits a security
vulnerability occurring in the database layer of an application and a service. This is most often
found within web pages with dynamic content. This paper implements a very simple and
effective detection method for SQL injection attacks. The method removes the value of an SQL
query attribute of web pages when parameters are submitted and then compares it with a
predetermined one. This method uses run time dynamic analysis. The experiments show that the
implemented method is very effective and simple than any other methods.



